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THE FAIR HEALTH INFORMATION PRACTICES
ACT OF 1994

WEDNESDAY, APRIL 20, 1994

House of Representatives,
Information, Justice, Transportation,

AND Agriculture Subcommittee
OF THE Committee on Government Operations,

Washington, DC.
The committee met, pursuant to notice, at 9:35 a.m., in room

2247, Rayburn House Office Building, Hon, Gary A. Condit (chair-
man of the subcommittee), presiding.

Present: Representatives Gary A. Condit, Lynn C. Woolsey, Craig
Thomas, Ileana Ros-Lehtinen and Stephen Horn.

Also present: Representative John Conyers, Jr.

Staff present: Robert Gellman, chief counsel; Aurora Ogg, clerk;
and Diane Major, minority professional staff, Committee on Grov-

ernment Operatons.

OPENING STATEMENT OF CHAIRMAN CONDIT
Mr. Condit. If I could have your attention, we'll begin the meet-

ing. Today we're holding the nrst in a series of hearings on H.R.

4077, The Health Information Practice Act of 1994.
The purpose of the legislation is to establish a uniform Federal

code of fair information practices for health data. The bill covers

individually identifiable health information that originated or is

used in the health treatment and payment process.
The need for Federal legislation was clearly established in a

hearing held by this subcommittee last November. The Office of

Technology Assessment reported that the present system of pro-
tecting health care information is based on a patchwork quilt of
laws. State laws vary significantly in scope and Federal laws are

applicable only to limited kinds of information.
I have a lengthy statement that I would like to add that gives

an explanation of the bill and answers some questions that have
been asked about the bill, and I will include that in the record and
make that available to anyone who would like to review it.

[The opening statement of Mr. Condit and a copy of the bill H.R.
4077 follows:]

(1)



Opening Statement

CHAIRMAN GARY CONDIT

Subcommittee on Information, Justice, Transportation and Agriculture

FAIR HEALTH INFORMATION PRACTICES ACT OF 1994 (H.R. 4077)

April 20, 1994

Today we hold the first in a series of hearings on H.R. 4077, the Fair Health

Information Practices Act of 1994. The purpose of the legislation is to establish a uniform

federal code of fair information practices for health data. The bill covers individually

identifiable health information that originates or is used in the health treatment and payment

process.

The need for federal legislation was clearly established in a hearing held by this

Subcommittee last November. The Office of Technology Assessment reported that the

present system of protecting health care information is based on a patchwork quilt of laws.

State laws vary significantly in scope, and federal laws are applicable only to limited kinds of

information. Overall, OTA found that the present legal scheme does not provide consistent,

comprehensive protection for privacy in health care information. Similar conclusions were

reached by other witnesses and in other studies.

The need for legislation is even stronger now because of the prospect of health reform.

Increased transfer and use of health information will be key elements in any health reform

plan. Establishing rules that define the proper uses of identifiable health information is a

necessary feature of health reform legislation. H.R. 4077 will provide a comprehensive,

uniform, and reasonable set of guidelines that will be compatible with any health bill that

passes the Congress.

Anyone who has ever looked at any health care legislation knows that it can be

complex. H.R. 4077 is no exception. The health care system is large and complicated,

involving many different institutions, organizations, and government agencies. Balancing the

confidentiality interests of patients with the information needs of the health care system is not

a simple task.

I believe that most Americans would be surprised
-- and not especially pleased

--

about the extensive use of health information for non-treatment purposes both inside and

outside the health care system. As a practical matter, however, it is not be possible to

promise patients absolute privacy. But where use of health records must be tolerated, we can

ask that users accept a greater responsibility as a condition of access. A code of fair

information practices means that there will be some changes in the handling of patient data.

Users will be accountable for the ways in which they use and disclose data.



I will not take the time now to describe H.R. 4077. Attached to my opening sutcment

is a set of questions and answers with more information about the bill. We will certainly

cover some of the specifics at these hearings.

The Subcommittee has scheduled two additional hearings next week, on Wednesday
and Thursday. The witnesses will include representatives of some of the major health care

organizations and advocacy groups. Those who cannot be accommodated at the hearings may
submit written comments or testimony.

Today, we will hear from Rep. Nydia Velizquez, Representative from the Twelfth

District of New York, and a cosponsor of the bill. She will share with us her own story

about the improper disclosure of sensitive health information. We will also receive testimony

from the Qinton Administration, represented by Nan Hunter, Deputy General Counsel at the

Department of Health and Human Services.

Finally, we will hear the results of a recent public opinion poll on health privacy

issues. Equifax has performed an important public service by sponsoring this very timely

survey. Equifax is represented today by John Baker, Senior Vice President The analysis will

be provided by Professor Alan Westin of Columbia University. Professor Westin is one of

the leading privacy scholars, and he conducted the first study on computers and health records

in 1976.



Fair Hcallh Information Practices Act of 1994 (H.R. 4077)

Executive Summary

The Fair Health Infomiation Practices Act of 1994 (H.R. 4077) was introduced

on March 17, 1994, by Rep. Gary Condit, Chairman of the Subcommittee on

Information, Justice, Transportation, and Agriculture. The bill is intended to be

considered as part of the Health Security Act (H.R. 3600). Subtitle B of Title V of the

Health Security Act has been referred to the Subcommittee.

Tlie purpose of the Act is to establish a code of fair information practices for

the use and disclosure of health information that originates in or becomes a part of the

health treatment or payment system. The Act establishes uniform federal rules that

will apply to covered health information in all states.

There are two new basic concepts in the Act. First, identifiable health

information relating to the provision of or payment for health care that is created or

used during the medical treatnient or payment process becomes protected health

infomiation. In general, protected health information remains subject to statutory

restriction no matter how it is used or disclosed.

The second basic concept is that of a health information trustee. Almost anyone
who has access to protected health information becomes a health information trustee

under the bill. There are three different types of trustees. Those directly involved in

providing treatment and in paying for treatment are health use trustees. Those who
use identifiable information for public health or health research purposes are public

health trustees. Finally, others who have an occasional need for health information to

accomplish a specific purpose authorized by law are special purpose trustees.

Each class of trustee has a set of responsibilities and authorities that have been

carefully defined to balance legitimate societal needs for data against each patient's

right to privacy and the need for confidentiality in the health treatment process.

Trustees are required to --

• maintain appropriate administrative, technical, and physical safeguards

to protect integrity and privacy of health information;

• maintain an accounting of the date, nature, and purpose of any
disclosure of protected health information;



• use proteclcd health information only for a puqjose that is compatible

with and related to the purpose for which the information was collected or

obtained by the trustee;

• lin\it use or disclosure of protected health infomiation to the minimum

necessary to accomplish the purpose;

• disclose protected health information only for a purpose that is

authorized by the Act. Permissible disclosures vary by trustee; health use

trustees have the most authority and special purpose trustees the least.

Patient rights vary slightly depending on which type of trustee maintains

protected health infomiation. For health information used in treatment or payment,

patients have the right to —

•
inspect and to have a copy of medical information about themselves;

• seek correction of health information about themselves that is not

timely, accurate, relevant, or complete.

• receive a notice of information practices describing their rights, the

procedures for the exercise of those rights, and the disclosures of health

information that are authorized.

The Fair Health Information Practices Act of 1994 includes several different

enforcement mechanisms. There are criminal penalties (up to ten year in prison), civil

remedies for aggrieved patients, and civil money penalties that may be imposed by the

Secretary of Health and Human Services. In addition, the Act provides for alternate

dispute resolution as another mechanism for resolving disputes between patients and

health information trustees.



Fair Health Inrormalion Practices Act of 1994 (H.R. 4077)

Frequently Asked Questions

1. What does the Fair Health Information Practice Act of 1994 do7

The Fair Health Infonnaiion Practices Act will be the first federal law that governs the use of
all health records throughout the United States. The bill -

• establishes unlfomi. comprehensive federal rules govcnilng the use and disclosure of

identifiable health information about individuals

•
specifies the responsibilities of those who collect, use, and maintain health information about

patients

• defines the rights of patients

•
provides mechanisms that will allow patients to enforce their rights

2. What are the highlights of the bill?

• A new culture for health infonnation emphasizing fair Information practices

• Comprehensive rules for health infomiation that follow the information when it is disclosed

to secondary users outside the treatment and payment process

• Patient rights of access and correction

• Effective enforcement mechanisms, including major criminal penalties (up to ten years) for

violations

• Limits on how much health infomnation can be disclosed

3. Why do we need a federal law for health records?

In a recent report titled Protecting Privacy in Ctompulerizcd Medical Infomiation. the Office of

Technology Assessment found that the present system of protecting health care information is based on
a patchwork quilt of laws. There are state laws of varying scope and federal laws applicable to limited

kinds of infomiation or to infomiation maintained only by the federal govemmenL Overall, OTA
found that the present legal scheme does not provide consistent, comprehensive protection for privacy
in health care Information, whether that Information exists In a paper or computerized environment.

Health reform and increased computerization make it imperative that doctors, insurance companies,
and others operate under the same set of niles.



4. What are fair Inrormalion practices?

Fair InformaUon practices describe a set of njlcs for handling personal Information. The

concept was developed by a federal .advisory committee In 1973. and the basic principles were

implemented In the Privacy Act of 1974. a law that applies to personal records maintained by federal

agencies. Fair information practices have been adopted all over the world as the basis for privacy or

data protection laws. Fair information practices include the access to records, correction of records,

limits on use and disclosure of personal information, security, and accounubllily for record keepers.

5. What kind of health information will be covered by the Act?

Protected health information is defined in the bill to include individually identifiable data

related to the health of a patient, the provision of health care to a patient, or the payment for health

care to a patient In essence, information is covered if it is created during or becomes part of the

treatment or payment process.

6. Does this mean that all health information about an individual is protected?

No. Health information becomes protected health information when it is created by or is in

the possession of a health information trustee. Information held by those who are not health

information trustees is not covered. If you tell a friend that you have a cold, there are no federal

confidentiality requirements imposed on that friend. But when a health infomnation trustee discloses

information tinder the Act, the information will remain subject to the Act in the hands of most

recipients. This will plug a major loophole in current law. Today, irtfonnation that may be protected

in the hands of a doctor may not be protected when disclosed to an insurance company.

7. What is a health information trustee?

There are three classes of health information trustee.

• A health use trustee is a health care provider, insurer, or a health oversight agency.

• A public health trustee is a federal or state public health authority or a person conducting

biomedical, epidemiologic, or health services research that has been approved by an

Institutional Review Board.

• A special purpose trustee is a person who is perniioed to obtain protected health information

for emergency purposes; for a judicial, administrative or legally required reporting purposes;

for nanowly defined law enforcement purposes; or pursuant to a subpoena or search warrant
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8. Why are Ihere three different trustees?

Institutions maintain and use health infomialion for different reasons. For example,
Information may be used for treatment, for protection of the public health, for law enforcement. In

emergencies, and In other ways. But not every user of health data needs to use It In Uic same way. A
doctor will need to make some uses that wiU not apply to a public health wortcer. When a law
enforcement authority Is able to obtain health records, a patient may require special protections that are
not necessary when the same information is held by a doctor.

The trustee structure allows every authorized user to have no more authority than Is needed to

cany out that user's purpose. This affords much more specific protection for health information than a

onc-size-fits-all approach.

9. What are the general responsibilities of health information trustees?

• Limited Use Rule: All trustees are required to use protected health infomialion only for a

purpose that is compatible with and related to the purpose for which the information was
collected or obtained by the trustee.

• Limited Disclosure Rule: All trustees are permitted to disclose protected health infonnation

only for a purpose that is authorized by the Act

• Minimal Disclosure Rule: All tr\istees are required to limit use or disclosure of protected
informaUon to the minimum necessary to accomplish the purfwse.

•
Accounting for Disclosure Rule: All trustees are required to maintain an accounting for any

disclosures of protected health information.

•
Security Rule: All trustees are required to maintain appropriate admimstrative, technical, and

physical safeguards for protected health infomiation.

10. What rights does a patient have?

For protected health infonnation in the possession of a health use trustee, a patient has the

right to inspect and seek correction of the information. Infonnation can be withheld from the patient

only under a few narrowly defined circumstances. In addition, a patient has a right to obtain a notice

of information practices describing in detail the rights of the patient and how the infonnation may be
used and disclosed.

11. When can a health information trustee disclose information to others?

Different trustees have different authority to disclose infonnation. Health use trustees have the

greatest aulbority to disclose data. There is less need for public health trustees to disclose identifiable

infomiation, and the authority of public health trustees is more limited. Special purpose trustees are

even more restricted.
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AuUrartzcd disclosures arc permissive and not mandatory. This means Ihal a tnisicc authorized

10 make a disclosure under the Act Is not required to make the disclosure unless another law so

requires. This generally permits trxislces to exercise discretion when disclosing Infonnalion.

The following chart explains when health Inforrnatlon tnjstees arc authorized to disclose

protected health Information:

TRUSTEES ====>
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13. How can an employer use protected health Information about an employee?

An employer Is likely to acquire protected health Information about an employee In two ways.
First, an employer may provide ttealmcnt through a firet aid station or the equivalent. Second, an

employer may be Involved In the processing of insurance claims. In either case, the employer will

become a health use trustee and will be subject to the rules for health use trustees, Including the

requirement to limit access to and disclosure of protected health Infonnatioa Use of infonnation

about employees for purposes unrelated to treatment or payment will not be permitted. Thus, an

employer will not be able to take information from insurance claims and use it for making decisions

about employee assignments or promotions. Nothing in the bill Is inconsistent with or will disturb the

rules of the Americans with Disability Act regulating employer use of health information.

14. When can a patient see his or her own health records?

Any health use trustee (principally providers and insurers) must permit a patient to see his or

her own infonnation. A patient may inspect and obtain a copy of the information. Infonnation can be

withheld from a patient only if it is confidential psychiatric notes; relates to another individual and

access would be harmful; disclosure would endanger life or safety of an individual; would identify a

confidential source; is solely administrative or duplicative; or was compiled in anticipation of

litigation.

15. What security measures are required?

The bill does not specify the technical security measures that are needed. The bill requires

"appropriate administrative, technical, and physical safeguards." What is appropriate depends on

which technology is used to store infonnation (e.g., paper, computers, networks) and on the state of

the ait As better security measures are developed, they can be implemented without the need for

amendments to the law. For example, encryption may be one of the security measures that is

eventually used routinely when communicating protected health information.

The Act does require several specific security measures. These are employee training in

confidentiality rules: audit trails whenever practicable; and the posting of signs and warnings about the

need to protect confidential infonnation. It will be up to trustees to determine how to carry out these

requirements.

16. Will patients be asked to authorize routine disclosures?

The Act permits a health use trustee to disclose infonnation to another health use trustee for

use in treatment or payment without specific authorization from the patient Patients may veto

disclosures for treatment, and they may make alternate arrangements that would include limiting

disclosures for payment For the majority of patients, however, these disclosures will be routine --
just

as they are today
-- and can be made without formal authorization. The advantage of this approach is

that the bill's strict limits apply to information disclosed in this fashioa Disclosures made through

authorizations arc not as expressly controlled because the patient has agreed to the tenns of the

disclosure. Under the bill, patients with special confidentiality concerns will have the tools and the

ability to seek and to enforce special use and disclosure arrangements.
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By limiting rcqulrcmcnu for patient authorizations. It Is expected that authorizations will

become relatively rare. Patients will learn to scnjtlnizc requests for authorization more closely. Also.

Information disclosed directly under the Act's provisions will remain subject to the fair Information

practices In the hands of the recipient. This will greatly enhance protections for health Infonnaiion.

There are strict nilcs governing authorizations for disclosure, including electronic

authorizations. The ability of trustees to seek authorizations Is limited in order to prevent Inadvertent,

uninformed, or automatic authorizations from being obuincd.

17. When can protected health information lose its protection under the Act?

The general r\ile is that protected health infomiatJon remains subject to the Act when it is

disclosed to a third party. This is a major advance in the protection of health records and fills a

significant loophole in virtually all existing confidentiality rules. There arc only a few circumstances

in which protected health information is disclosed to a third party and does not remain subject to

protection.

•
Directory information (name, location, and general condition) may be disclosed if the patient

has not objected and if the disclosure does not reveal specific information about a patient's

condition or treatment When directory information is disclosed, the infonnation is not

protected in the hands of the recipient

• Information may be disclosed to a patient's next of kin if the patient has not objected and the

disclosure is consistent with accepted medical practice. When infonnation is disclosed under

this authority, the information is not protected in the hands of the recipient

• Information disclosed by or under the authority of a patient (other than to a health

Information trustee) is not protected in the haixls of the recipient But limitations agreed to in

the authorization form are binding on the recipient

The policy reflected here is that the Act does not impose confidentiality duties on casual

recipients of health information who are not likely to be aware of duties. For example, an individual

will not be subject to a lawsuit for telling a spouse that a neighbor has a cold.

18. When can a health researcher obtain protected health information?

A health researcher can only obtain identifiable health information about patients if the

research project has been approved by an Institutional Review Board (IRB). The IRB must first find

that the research is of sufficient importance so as to outweigh the intrusion into patient privacy that

would result from the disclosure. The IRB must also fiiKl that it is reasonably impracticable to

conduct the research without identifiers.

A researcher who clears these hurdles and receives protected health information is a public

health tr\istee. The researcher thereby becomes subject to the rules of the Act and has enforceable

responsibilities to protect patient information. In addition, the Act requires researchers to remove or

destroy identifiers at the eariiest opportunity consistent with the purposes of the project
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19. Whal law enrorcement. disclosures are permitlcd?

There arc limited circumstances In which a health Information trustee can make disclosures of

protected health infomiatlon to a law enforcement agency. The authority for these disclosures Is

narrowly defined, subject to procedural rcquircments to assure accountability, and accompanied by

strict limits against use of the infonnaiion in a way that is unfair to a patient.

• InfonnatJon may be disclosed for use in an Investigation or prosecution of a trustee (but not

a patient). This facilitates civil or criminal Investigations of trustees when patients arc not the

subject of the investigation. This also prevents trustees from hiding improper conduct by

invoking the privacy rights of patients.

• Infomiation may be disclosed to assist in the ideniificalion or location of a suspect, fugitive,

or witness in a law enforcement inquiry. This prevents hospitals from becoming sanctuaries

for individuals attempting to evade the law.

• Infonmation may be disclosed in connection with criminal activity committed against a

trustee. This pemiits hospitals, for example, to report criminal conduct by patients.

• Information may be disclosed to detemiine if a crime has been committed (other than a

crime that may have been committed by a patient). If a patient is a victim of a crime,

necessary information may be disclosed.

Disclosures for law enforcement purposes are subject to the general mie that the information

disclosed must be limited to the minimum necessary to accomplish the purpose. In addition, the law

enforcement agency seeking the information must provide a written certification signed by a

supervisory official specifying the information requested and stating that it is being sought for a lawful

purpose. This assures accountability.

There are two additional protections. First, information obtained under this procedure may not

be used against the patient in any administrative, civil, or criminal action or investigation, except in an

action or investigation arising out of and directly related to the action or investigation for which the

information was obtained. A patient engaged in fraud against the health system will not be protected,

but any other use of the patient's health information will be prevented.

Second, the infonnation obtained under this procedure may not be otherwise used or disclosed

unless necessary to fulfill the purpose for which the information was obtained. This protects patients

from the use of confidenUal infomialion in investigatory fishing expeditions.

20. Can protected health information be subpoenaed?

Yes, but only with procedural safeguards that provide notice to patients and that permit them

effectively to assert their rights in court. A patient who is a party to litigaUon already has the

capability of protecting his or her rights. The Act offers additional protections against the use of

compulsory process in cases where the patient is not a party to ongoing litigation.
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When protected health records are sought by the government or by private liUgants. the patient

who is the subject of the records must be notified of the subpoena. The patient can then object to the

subpoena In court The Act establishes standards that the person seekJng the Infomiailon must meet,

and gives the patient an Idcnilflable statutory Interest that can be asserted to defeat the subpoena. A

judge is required to balance the requester's need for infomiailon against the patient's privacy Interest.

21. Will the Ad prevent disease reporting to public health authorities?

No. Protected health information may continue to be reported to public health authorities for

use in disease reporting, public health surveillance, or public health Investigations. In addition, other

laws requiring the reporting of gunshot wounds and similar conditions to law enforcement authorities

arc not affected. The Act docs provide, however, that the recipients of this Information become health

information trustees and have the responsibility to maintain the infomiation in acconlance with the fair

information practices standards of the AcL

22. Will federal health records be subject to the new Fair Health Information Practices

Act or to the existing Privacy Act of 19747

Federal health records will be fully subject to the new law, just like records maintained by

others. A few current requirements of the Privacy Act of 1974 -- such as the provision mandating

publication of a description of a system of reconls -- will continue to apply. These requiremenu will

supplement and not modify or supersede any of the provisions of the Fair Health Information Practices

Act

23. How does the Fair Health Information Practices Act compare to existing rules

governing use of information of alcohol and drug abuse treatment?

This is a good example of how the comprehensiveness of the new Act generally offers better

protection for health infomiation than existing special treatment laws. While the laws and the

proposed Act are not completely analogous, a comparison of the existing sUtute with the proposed Act

shows:

• Violations of the drug and alcohol laws are punishable by a fine of $500 to $5000. The new

Act has more severe criminal penalties, with prison sentences of up to ten years and fines up

to $250,000. In addition, the new Act provides civil remedies and administrative sanctions.

• Dnjg and alcohol laws pemiit disclosures to researchers, auditors, and program evaluators.

The new Act supports these disclosures under more specified conditions. In addition, the new

Act requires identification of all protected health information when disclosed. It also regulates

use and restricts redisclosure of information by third-party recipients.

• Access to drug and alcohol records is permitted by court order for "good cause". The new

Act nomially requires actual notice to the patient before a subpoena can be enforced, requires

a more specific showing by the person seeking the infomiation, and gives the patient a greater

protectable interest in the information. The result is a higher barrier to access.
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• The drug and alcohol laws prohibit use of Infonnatlon lo Initiate or substantiate any criminal

charges or lo conduct any Investigation against a patient. The new Act generally proliiblts use

of Information In any administrative, civil, or criminal action or Investigation against a patient.

• The proposed Act establishes general rules protecting all health information. Including

speciric requirements for patient authorizations, access by the patient, accounting for

disclosures, security. There arc no comparable rcquiremcnts in drug and alcohol statutes,

although the regulations include some similar, but generally weaker, provisions.

In general, protection of especially sensitive health infomiation is more effective without

special rules, labelling, or handling because neither records nor patients are stigmatized or identincd by

the special treatment
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103d congress
2d Session H. R. 4077
To establish a code of fair information practices for health information,

to amend section 552a of title 5, United States Code, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

Makch 17, 1994

Mr. COKDIT (for himself, Mr. Conyers, and Ms. Velazquez) introduced the

following bill; which was referred jointly to the Committees on Govern-

ment Operations, the Judiciary, and Energy and Commerce

A BILL
To establish a code of fair information practices for health

information, to amend section 552a of title 5, United

States Code, and for other purposes.

1 Be it enacted by the Senate and House of Representa-

2 tives of the United States ofAmerica in Congress assembled,

3 SECTION 1. SHORT TITLE; TABLE OF CONTENTS.

4 (a) Short Title.—This Act may be cited as the

5 "Fair Health Information Practices Act of 1994".

6 (b) Table of Contents.—The table of contents for

7 this Act is as follows:

Sec. 1. Short title; table of contents.

Sec. 2. Findings and purposes.

Sec. 3. Definitions.
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TITLE I—FAIR INFORMATION PRACTICES FOR PROTECTED
HEALTH INFORMATION

Subtitle A—Treatment of Protected Health Information

Sec. 101. Duties and authorities of health use trustees.

Sec. 102. Duties and authorities of public health trustees.

Sec. 103. Duties and authorities of special purpose trustees.

Sec 104. Duties and authorities of affiliated persons.

Subtitle B—Duties and Authorities of Health Information Trustees

Part 1—Duties of Health Ixformation Trustees

Sec. 111. Inspection of protected health information.

Sec. 112. Amendment of protected health information.

Sec. 113. Notice of information practices.

Sec. 114. Accounting for disclosures.

Sec. 115. Security.

Part 2—Use and Disclosure of Protected Health Information

Sec. 121. General limitations on use and disclosure.

Sec. 122. Authorizations for disclosure of protected health information.

Sec. 123. Treatment, payment, and oversight.

Sec. 124. Next of kin and directory information.

Sec. 125. Public health.

Sec. 126. Emergency circumstances.

Sec. 127. Judicial, administrative, and other legal purposes.

Sec. 128. Health research.

Sec. 129. Law enforcement.

Sec. 130. Subpoenas, warrants, and search warrants.

Subtitle C—Access Procedures and Challenge Rights

Sec. 141. Access procedures for law enforcement subpoenas, warrants, and

search warrants.

Sec. 142. Challenge procedures for law enforcement subpoenas.

Sec. 143. Access and challenge procedures for other subpoenas.

Sec. 144. Construction of subtitle; suspension of statute of Umitations.

Sec. 145. Responsibilities of Secretary.

Subtitle D—Miscellaneous Provisions

Sec. 151. Debit and credit card transactions.

Sec. 152. Access to protected health information outside of the United States.

Sec. 153. Standards for electronic documents and communications.

Sec. 154. Powers of attorney.

Sec. 155. Rights of incompetents.

Sec. 156. Rights of minors.

Subtitle E—Enforcement

Sec. 161. Ciril actions.

Sec. 162. Civil money penalties.

Sec. 163. Alternative dispute resolution.

Sec. 164. Amendments to criminal law.
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TITLE II—AMENDMENTS TO TITLE 5, UNITED STATES CODE

Sec. 201. Amendments to title 5, United States Code.

TITLE m—REGULATIONS; EFFECTIVE DATES; APPLICABILITY;
AND RELATIONSHIP TO OTHER LAWS

Sec. 301. Regulations.

Sec. 302. Effective dates.

Sec. 303. Applicability.

Sec. 304. Relationship to other laws.

1 SEC. 2. FD^nOINGS AND PURPOSES.

2 (a) Findings.—The Congress finds as follows:

3 (1) The right to privacy is a personal and fun-

4 damental right protected by the Constitution of the

5 United States.

6 (2) The improper use or disclosure of personally

7 identifiable health information about an individual

8 may cause significant harm to the interests of the

9 individual in privacy and health care, and may un-

10 fairly affect the ability of the individual to obtain

11 emplojTnent, education, insurance, credit, and other

12 necessities.

13 (3) Current legal protections for health infor-

14 mation vary from State to State and are inadequate

15 to meet the need for fair information practices

16 standards.

17 (4) The movement of individuals and health in-

18 formation across State lines, access to and exchange

19 of health information from automated data banks

20 and networks, and the emergence of multistate

•HR 4077 IH
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4

health care providers and payors create a compelUng

2 need for uniform Federal law, rules, and procedures

3 governing the use, maintenance, and disclosure of

4 health information.

5 (5) Uniform rules governing the use, mainte-

6 nance, and disclosure of health information are an

7 essential part of health care reform, are necessary to

8 support the computerization of health information,

9 and can reduce the cost of providing health services

10 by making the necessary transfer of health informa-

1 1 tion more efficient.

12 (6) An individual needs access to health infor-

13 mation about the individual as a matter of fairness,

14 to enable the individual to make informed decisions

15 about health care, and to correct inaccurate or in-

16 complete information.

17 (b) Purposes.—The purposes of this Act are as

1 8 follows:

19 (1) To define the rights of an individual with

20 respect to health information about the individual

21 that is created or maintained as part of the health

22 treatment and payment process.

23 (2) To define the rights and responsibilities of

24 a person who creates or maintains individually iden-
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1 tifiable health information that originates or is used

2 in the health treatment or payment process.

3 (3) To establish effective mechanisms to enforce

4 the rights and responsibilities defined in this Act.

5 SEC. 3. DEFINITIONS.

6 (a) Definitions Relating to Protected

7 Health Information.—For purposes of this Act:

8 (1) Disclose.—The term "disclose", when

9 used with respect to protected health information,

10 means to provide access to the information, but only

11 if such access is provided by a health information

12 trustee to a person other than—
13 (A) the trustee or an officer or employee of

14 the trustee;

15 (B) an affiUated person of the trustee; or

16 (C) the individual who is the subject of the

17 information.

18 (2) Disclosure.—The term "disclosure"

19 means the act or an instance of disclosing.

20 (3) Protected health information.—The

21 term "protected health information" means any in-

22 formation, whether oral or recorded in any form or

23 medium, that—

•HR 4077 IH
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1 (A) is created or received by a health use

2 trustee or a pubhc health trustee in a State;

3 and

4 (B) relates to the past, present, or future

5 physical or mental health of an individual, the

6 provision of health care to an individual, or

7 payment for the provision of health care to an

8 individual and—
9 (i) identifies the individual; or

10 (ii) with respect to which there is a

11 reasonable basis to believe that the infor-

12 mation can be used readily to identify the

13 individual.

14 (b) Definitions Relating to Health Informa-

15 TiON Trustees.—For purposes of this Act:

16 (1) Health benefit plan.—The term

17 "health benefit plan" means any public or private

18 entity or program that provides payments for health

19 care—
20 (A) including

—
21 (i) a group health plan (as defined in

22 section 607 of the Employee Retirement

23 Income Security Act of 1974) or a multiple

24 employer welfare arrangement (as defined

•HR 4077 IH
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1 in section 3(40) of such Act) providing

2 health benefits; and

3 (ii) any other health insurance ar-

4 rangement, including any arrangement

5 consisting of a hospital or medical expense

6 incurred policy or certificate, hospital or

7 medical service plan contract, or health

8 maintenance organization subscriber con-

9 tract;

10 (B) but not including
—

11 (i) an individual making payment on

12 the individual's own behalf (or on behalf of

13 a relative or other individual) for health

14 care or for deductibles, coinsurance,

15 - copayments, items, or services not covered

16 under a health insurance arrangement;

17 (ii) a plan sponsor (as defined in sec-

18 tion 3(16) of the Employee Retirement In-

19 come Security Act of 1974);

20 (iii) an employer of an employee cov-

21 ered under a multiple employer welfare

22 arrangement;

23 (iv) an employee organization that

24 sponsors a multiple employer welfare

25 arrangement; or
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1 (v) an organization, association, com-

2 mittee, joint board of trustees, or similar

3 group of representatives of 2 or more em-

4 ployers described in clause (iii) or 2 or

5 more employee organizations described in

6 clause (iv).

7 (2) Health care provtoer.—The term

8 "health care provider" means a person who is U-

9 censed, certified, registered, or otherwise authorized

10 by law to provide an item or service that constitutes

11 health care in the ordinary course of business or

12 practice of a profession.

13 (3) Health information trustee.—The

14 term "health information trustee" means a person

15 who—
16 (A) creates or receives protected health in-

17 formation that affects interstate commerce; and

18 (B) is a health use trustee, pubhc health

19 trustee, or special purpose trustee.

20 (4) Health oversight agency.—The term

21 "health oversight agency" means a person—
22 (A) who performs or oversees the perform-

23 ance of an assessment, evaluation, determina-

24 tion, or investigation relating to the licensing.

•HR 4077 IH
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1 accreditation, or certification of health care

2 providers;

3 (B) who—

4 (i) enters into agreements with health

5 benefit plans that are offered to individuals

6 residing in a specific geographic region in

7 order to facilitate the enrollment of such

8 individuals in such plans; and

9 (ii) is a public agency, acting on be-

10 half of a public agency, acting pursuant to

11 a requirement of a public agency, or carry-

12 ing out activities under a State or Federal

13 statute regulating the agreements; or

14 (C) who—

15 (i) performs or oversees the perform-

16 ance of an assessment, evaluation, deter-

17 mination, or investigation relating to the

18 effectiveness of, compliance with, or appli-

19 cability of, legal, fiscal, medical, or sci-

20 entific standards or aspects of performance

21 related to the delivery of, or payment for,

22 health care; and

23 (ii) is a public agency, acting on be-

24 half of a public agency, acting pursuant to

25 a requirement of a public agency, or carry-

HR 4077 IH—2
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1 ing out activities under a State or Federal

2 statute regulating the assessment, evalua-

3 tion, determination, or investigation.

4 (5) Health researcher.—The term "health

5 researcher" means a person who conducts a health

6 research project.

7 (6) Health use trustee.—The term "health

8 use trustee" means a person who, with respect to

9 protected health information, receives, creates, uses,

10 maintains, or transmits such information while act-

1 1 ing in whole or in part in the capacity of—

12 (A) a health care provider, health benefit

13 plan, or health oversight agency; or

14 (B) an officer or employee of a person de-

15 scribed in subparagraph (A).

16 (7) Public health authority.—The term

17 "public health authority" means an authority of the

18 United States, a State, or a political subdivision of

19 a State that—

20 (A) is responsible for public health mat-

21 ters; and

22 (B) is conducting—

23 (i) a disease or iigury reporting pro-

24 gram;

25 (ii) public health surveillance; or

•HS 4077 IB
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1 (iii) a public health investigation.

2 (8) Public health trustee.—The term

3 "public health trustee" means a person who, with

4 respect to protected health information, receives,

5 creates, uses, maintains, or transmits such informa-

6 tion while acting in whole or in part in the capacity

7 of—

8 (A) a health researcher;

9 (B) a public health authority; or

10 (C) an officer or employee of a person de-

ll scribed in subparagraph (A) or (B).

12 (9) Specl^ purpose trustee.—The term

13 "special purpose trustee" means a person who, with

14 respect to protected health information—
15 (A) receives such information under sec-

16 tion 126 (relating to emergency circumstances),

17 127 (relating to judicial, administrative, and

18 other legal purposes), 129 (relating to law en-

19 forcement), or 130 (relating to subpoenas, war-

20 rants, and search warrants); or

21 (B) is acting in whole or in part in the ca-

22 pacity of an officer or employee of a person de-

23 scribed in subparagraph (A) with respect to

24 such information.

25 (c) Other DEFiNfiTiONS.—For purposes of this Act:
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1 (1) Affiliated person.—The term "affiliated

2 person" means a person who—
3 (A) is not a health information trustee;

4 (B) is a contractor, subcontractor, affiliate,

5 or subsidiary of a person who is a health infor-

6 mation trustee; and

7 (C) pursuant to an agreement or other re-

8 lationship with such trustee, receives, creates,

9 uses, maintains, or transmits protected health

10 information in order to conduct a legitimate

1 1 business activity of the trustee.

12 (2) Health care.—The term "health care"—
13 (A) means—
14 (i) any preventive, diagnostic, thera-

15 peutic, rehabilitative, maintenance, or pal-

16 liative care, counseling, service, or

17 procedure
—

18 (I) with respect to the physical or

19 mental condition of an individual; or

20 (II) affecting the structure or

21 function of the human body or any

22 part of the human body, including

23 banking of blood, sperm, organs, or

24 any other tissue; or

•HR 4077 IH
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1 (ii) any sale or dispensing of a drug,

2 device, equipment, or other item to an indi-

3 vidual, or for the use of an individual, pur-

4 suant to a prescription; but

5 (B) does not include any item or service

6 that is not furnished for the purpose of main-

7 taining or improving the health of an individual.

8 (3) Health research project.—The term

9 "health research project" means a biomedical, epide-

10 miological, or health services research project, or a

11 health statistics project, that has been approved

12 by—

13 (A) an institutional review board for the

14 organization sponsoring the project;

15 (B) an institutional review board for each

16 health information trustee that maintains pro-

17 tected health information intended to be used in

18 the project; or

19 (C) an institutional review board estab-

20 lished or designated by the Secretary.

21 (4) Institutional review board.—The term

22 "institutional review board" means—
23 (A) a board established in accordance with

24 regulations of the Secretary under section

25 491(a) of the Public Health Service Act;
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1 (B) a similar board established by the Sec-

2 retaiy for the protection of human subjects in

3 research conducted by the Secretary;

4 (C) a similar board established under regu-

5 lations of a Federal Government authority other

6 than the Secretary; or

7 (D) a similar board which meets such re-

8 quirements as the Secretary may specify.

9 (5) Law enforcement inquiry.—The term

10 "law enforcement inquiry" means a lawful investiga-

11 tion or official proceeding inquiring into a specific

12 violation of, or failure to comply with, any criminal

13 or civil statute or any regulation, rule, or order is-

14 sued pursuant to such a statute.

15 (6) Person.—The term "person" includes an

16 authority of the United States, a State, or a political

17 subdivision of a State.

18 (7) Secretary.—The term "Secretary" means

19 the Secretary of Health and Human Services.

20 (8) State.—The term "State" includes the

21 District of Columbia, Puerto Rico, the Virgin Is-

22 lands, Guam, American Samoa, and the Northern

23 Mariana Islands.
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1 TITLE I—FAIR INFORMATION
2 PRACTICES FOR PROTECTED
3 HEALTH INFORMATION
4 Subtitle A—^Treatment of Protected

s Health Information

6 SEC. 101. DUTIES AND AUTHORITIES OF HEALTH USE

7 TRUSTEES.

8 A health use trustee—
9 (1) shall comply with sections 111 (relating to

10 inspection), 112 (relating to amendment), 113 (re-

11 lating to notice of information practices), 114 (relat-

12 ing to accounting for disclosures), and 115 (relating

13 to security);

14 (2) may use protected health information if

15 such use is in accordance with section 121; and

16 (3) may disclose such information if such dis-

17 closure is in accordance with section 121 and 1 or

18 more of the following sections:

19 (A) Section 122 (relating to authoriza-

20 tions).

21 (B) Section 123 (relating to treatment,

22 payment, and oversight).

23 (C) Section 124 (relating to next of kin

24 and directory information).

25 (D) Section 125 (relating to public health).
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1 (E) Section 126 (relating to emergency cir-

2 cumstances).

3 (F) Section 127 (relating to judicial, ad-

4 ministrative, and other legal purposes).

5 (G) Section 128 (relating to health re-

6 search),

7 (H) Section 129 (relating to law enforce-

8 ment).

9 (I) Section 130 (relating to subpoenas,

10 warrants, and search warrants).

1 1 SEC. 102. DUTIES AND AUTHORITIES OF PUBLIC HEALTH

12 TRUSTEES.

13 (a) In General.—Except as provided in subsections

14 (b) and (c), a pubhc health trustee—
15 (1) shall comply with sections 111 (relating to

16 inspection), 114 (relating to accounting for disclo-

17 sures), and 115 (relating to security);

18 (2) may use protected health information if

19 such use is in accordance with section 121; and

20 (3) may disclose such information if—
21 (A) such disclosure is essential to fulfill a

22 public health purpose; or

23 (B) such disclosure is in accordance with

24 section 121 and 1 or more of the following

25 sections:
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1 (i) Section 122 (relating to authoriza-

2 tions).

3 (ii) Section 125 (relating to public

4 health).

5 (iii) Section 126 (relating to emer-

6 gency circumstances).

7 (iv) Section 128 (relating to health re-

8 search).

9 (v) Section 129 (relating to law en-

10 forcement) (except section 129(a)(2)).

11 (b) Determinations by Public Health Trust-

12 ees Specific to an Individual.—^A public health trust-

13 ee who makes a decision concerning a right, benefit, or

14 privilege of a individual using protected health information

15 about the individual shall be considered to be a health use

16 trustee with respect to such information and is subject to

17 section 101 (and not this section) with respect to such

18 information.

19 (c) 0\^RLAP With Health Use Trustee.—^A per-

20 son who is a public health trustee and a health use trustee

21 with respect to the same protected health information is

22 subject to section 101 and is not subject to this section

23 with respect to such information.
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1 SEC. 103. DUTIES AND AUTHORITIES OF SPECIAL PURPOSE

2 TRUSTEES.

3 (a) In General.—^A special purpose trustee—
4 (1) shall comply with sections 114 (relating

5 to accounting for disclosures) and 115 (relating to

6 security);

7 (2) may use protected health information if

8 such use is in accordance with section 121; and

9 (3) may disclose such information if such dis-

10 closure is in accordance with section 121 and one or

1 1 more of the following sections:

12 (A) Section 122 (relating to authoriza-

13 tions).

14 (B) Section 126 (relating to emergency cir-

15 cumstances).

16 (C) Section 128 (relating to health re-

17 search).

18 (D) Section 129 (relating to law enforce-

19 ment).

20 (E) Section 130 (relating to subpoenas,

21 warrants, and search warrants).

22 (b) 0\^RLAP With Health Use and Public

23 Health Trustees.—^A person who is a health use trust-

24 ee and a special purpose trustee with respect to the same

25 protected health information is subject to section 101 and

26 is not subject to this section with respect to such informa-
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1 tion. A person who is a public health trustee and a special

2 purpose trustee with respect to the same protected health

3 information is subject to section 102 and is not subject

4 to this section with respect to such information.

5 SEC. 104. DUTIES AND AUTHORITIES OF AFFILIATED PER-

6 SONS.

7 (a) Duties of Affiliated Persons.—
8 (1) In GENERAL.—^An affihated person is re-

9 quired to fulfill any duty under this Act that—
10 (A) the health information trustee with

11 whom the person has an agreement or relation-

12 ship described in section 3(c)(1)(C) is required

13 to fulfill; and

14 (B) the person has undertaken to fulfill

15 pursuant to such agreement or relationship.

16 (2) Construction of other subtitles.—
17 With respect to a duty described in paragraph (1)

18 that an affiliated person is required to fulfill, the

19 person shall be considered a health information

20 trustee for purposes of this Act. The person shall be

21 subject to subtitle E (relating to enforcement) with

22 respect to any such duty that the person fails to ful-

23 fill.

24 (3) Effect on trustee.—^An agreement or

25 relationship described in section 3(c)(1)(C) does not
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1 relieve a health information trustee of any duty or

2 UabiHty under this Act.

3 (b) Authorities.—
4 (1) In general.—^An affiUated person may ex-

5 ereise any authority under this Act that the health

6 information trustee with whom the person has an

7 agreement or relationship described in section

8 3(c)(1)(C) may exercise and that the person has

9 been given pursuant to such agreement. With re-

10 spect to any such authority, the person shall be con-

11 sidered a health information trustee for purposes of

12 this Act. The person shall be subject to subtitle E

13 (relating to enforcement) with respect to any act

14 that exceeds such authority.

15 (2) Effect on trustee.—^An agreement or

16 relationship described in section 3(c)(1)(C) does not

17 affect the authority of a health information trustee

18 under this Act.
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1 Subtitle B—Duties and Authorities

2 of Health Information Trustees

3 PART 1—DUTIES OF HEALTH INFORMATION

4 TRUSTEES

5 SEC. 111. INSPECTION OF PROTECTED HEALTH INFORMA-

6 TION.

7 (a) In General.—Except as provided in subsection

8 (b), a health information trustee who is required by sub-

9 title A to comply with this section—
10 (1) shall permit an individual to inspect any

11 protected health information about the individual

12 that the trustee maintains;

13 (2) shall permit the individual to have a copy

14 of the information;

15 (3) shall permit a person who has been des-

16 ignated in writing by the individual to inspect, or to

17 have a copy of, the information on behalf of the indi-

18 vidual or to accompany the individual during the in-

19 spection; and

20 (4) may offer to explain or interpret informa-

21 tion that is inspected or copied under this sub-

22 section.

23 (b) Exceptions.—^A health information trustee is

24 not required by this section to permit inspection or copy-
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1 ing of protected health information if any of the following

2 conditions apply:

3 (1) Mental health treatment notes.—
4 The information consists of psychiatric, psycho-

5 logical, or mental health treatment notes, the trustee

6 determines in the exercise of reasonable medical

7 judgment that inspection or copying of the notes

8 would cause sufficient harm to the individual who is

9 the subject of the notes so as to outweigh the desir-

10 ability of permitting access, and the trustee does not

1 1 disclose the notes to any person not directly engaged

12 in treating the individual, except with the authoriza-

13 tion of the individual or under compulsion of law.

14 (2) INFOR^L^TION ABOUT OTHERS.—The infor-

15 mation relates to an individual other than the indi-

16 vidual seeking to inspect or have a copy of the infor-

17 mation and the trustee determines in the exercise of

18 reasonable medical judgment that inspection or

19 copying of the information would cause sufficient

20 harm to one or both of the individuals so as to out-

21 weigh the desirability of permitting access.

22 (3) Endangerment to life or safety.—
23 Disclosure of the information could reasonably be

24 expected to endanger the life or physical safety of an

25 individual.
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1 (4) Confidential source.—The information

2 identifies or could reasonably lead to the identifica-

3 tion of an individual (other than a health care pro-

4 vider) who provided information under a promise of

5 confidentiality to a health care provider concerning

6 the individual who is the subject of the information.

7 (5) Administratr^ purposes.—The

8 information—
9 (A) is used by the trustee solely for admin-

10 istrative purposes and not in the provision of

11 health care to the individual who is the subject

12 of the information; and

13 (B) is not disclosed by the trustee to any

14 person.

15 (6) Duplicative information.—The informa-

16 tion duplicates information available for inspection

17 under subsection (a).

18 (7) Information compiled in anticipation

19 OF litigation.—The information is compiled

20 principally
—

21 (A) in reasonable anticipation of a civil ac-

22 tion or proceeding; or

23 (B) for use in such an action or proceed-

24 ing.

•HR 4077 IH



38

24

1 (c) Inspection and Copying op Segregable Por-

2 TION.—^A health information trustee who is required by

3 subtitle A to comply with this section shall permit inspec-

4 tion and copying under subsection (a) of any reasonably

5 segregable portion of a record after deletion of any portion

6 that is exempt under subsection (b).

7 (d) Conditions.—A health information trustee

8 may—
9 (1) require a written request for the inspection

10 and copying of protected health information under

1 1 this section; and

12 (2) charge a reasonable fee (not greater than

13 the actual cost) for—
14 (A) permitting inspection of information

15 under this section; and

16 (B) providing a copy of protected health

17 information under this section.

18 (e) Statement of Reasons for Denial.—If a

19 health information trustee denies a request for inspection

20 or copying under this section, the trustee shall provide the

21 individual who made the request (or the individual's des-

22 ignated representative) with a written statement of the

23 reasons for the denial.

24 (f) Deadline.—^A health information trustee shall

25 comply with or deny a request for inspection or copying
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1 of protected health information under this section within

2 the 30-day period beginning on the date the trustee re-

3 ceives the request.

4 SEC. 112. AMENDMENT OF PROTECTED HEALTH INFORMA-

5 TION.

6 (a) In General.—^A health information trustee who

7 is required by subtitle A to comply with this section shall,

8 within the 45-day period beginning on the date the trustee

9 receives from an individual about whom the trustee main-

10 tains protected health information a written request that

1 1 the trustee correct or amend the information, either—
12 (1) make the correction or amendment re-

13 quested, inform the individual of the correction or

14 amendment that has been made, and inform any

15 person who is identified by the individual, who is not

16 an employee of the trustee, and to whom the uncor-

17 rected or unamended portion of the information was

18 previously disclosed of the correction or amendment

19 that has been made; or

20 (2) inform the individual of—
21 (A) the reasons for the refusal of the trust-

22 ee to make the correction or amendment;

23 (B) any procedures for further review of

24 the refusal; and

HR 4077 IH—4



40

26

1 (C) the individual's right to file with the

2 trustee a concise statement setting forth the re-

3 quested correction or amendment and the indi-

4 vidual's reasons for disagreeing with the refusal

5 of the trustee.

6 (b) Bases for Request To Correct or Ajmend.—
7 An individual may request correction or amendment of

8 protected health information about the individual under

9 subsection (a) if the information is not timely, accurate,

10 relevant, or complete.

11 (c) Statement of Disagreement.—^After an indi-

12 vidual has filed a statement of disagreement under sub-

13 section (a)(2)(C), the trustee, in any subsequent disclosure

14 of the disputed portion of the information, shall include

15 a copy of the individual's statement and may include a

16 concise statement of the trustee's reasons for not making

17 the requested correction or amendment.

18 (d) Construction.—This section shall not be con-

19 strued to require a health information trustee to conduct

20 a formal, informal, or other hearing or proceeding con-

21 cerning a request for a correction or amendment to pro-

22 tected health information the trustee maintains.

23 (e) Correction.—For purposes of subsection (a), a

24 correction is deemed to have been made to protected

25 health information where information that is not timely,
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1 accurate, relevant, or complete is clearly marked as incor-

2 rect or where supplementary correct information is made

3 part of the information.

4 SEC. 113. NOTICE OF INEORMATION PRACTICES.

5 (a) Preparation of Written Notice.—^A health

6 information trustee who is required by subtitle A of this

7 title to comply with this section shall prepare a written

8 notice of information practices describing the folloAving:

9 (1) Rights of INDR^DUALS.—The rights

10 under this title of an individual who is the subject

11 of protected health information, including the right

12 to inspect and copy such information and the right

13 to seek amendments to such information, and the

14 procedures for authorizing disclosures of protected

15 health information and for revoking such authoriza-

16 tions.

17 (2) Procedures of trustee.—The proce-

18 dures established by the trustee for the exercise of

19 such rights.

20 (3) Authorized disclosures.—The disclo-

21 sures of protected health information that are au-

22 thorized under this Act.

23 (b) Dissemination of Notice.—A health informa-

24 tion trustee who is required b}' subtitle A to comply ^\^th

25 this section—
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1 (1) shall, upon request, provide any person with

2 a copy of the trustee's notice of information prac-

3 tiees (described in subsection (a)); and

4 (2) shall make reasonable efforts to inform per-

5 sons in a clear and conspicuous manner of the exist-

6 ence and availability of such notice.

7 (c) Model Notice.—Not later than July 1, 1996,

8 the Secretary, after notice and opportunity for public com-

9 ment, shall develop and disseminate a model notice of in-

10 formation practices for use by health information trustees

1 1 under this section.

12 SEC. 114. ACCOUNTING FOR DISCLOSURES.

13 (a) In General.—^A health information trustee who

14 is required by subtitle A to comply Avith this section shall

15 create and maintain, with respect to any protected health

16 information the trustee discloses, a record of—
17 (1) the date and purpose of the disclosure;

18 (2) the name of the person to whom the disclo-

19 sure was made;

20 (3) the address of the person to whom the dis-

21 closure was made or the location to which the disclo-

22 surie was made; and

23 (4) the information disclosed, but only where

24 the recording of the information disclosed is prac-

25 ticable, taking into account the technical capabilities
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1 of the system used to maintain the record and the

2 costs of such maintenance.

3 (b) Disclosure Record Part of Information.—
4 A record created and maintained under subsection (a)

5 shall be maintained as part of the protected health infor-

6 mation to which the record pertains.

7 SEC. 115. SECURITY.

8 (a) In General.—^A health information trustee who

9 is required by subtitle A to comply \vith this section shall

10 maintain reasonable and appropriate administrative, tech-

1 1 nical, and physical safeguards
—

12 (1) to ensure the integrity and confidentiality of

13 protected health information created or received by

14 the trustee;

15 (2) to protect against any anticipated threats or

16 hazards to the security or integrity of, improper dis-

17 closures of, or unauthorized uses of, such informa-

18 tion; and

19 (3) otherwise ensure compliance Avith this Act

20 by the trustee and the officers and employees of the

21 trustee.

22 (b) Specific Security Measures.—^A health infor-

23 mation trustee who is required by subtitle A to comply

24 with this section shall ensure that^

•HR 4077 IH



44

30

1 (1) officers, employees, and affiliated persons of

2 the trustee who have access to protected health in-

3 formation created or received by the trustee are reg-

4 ularly trained in the requirements governing such

5 information;

6 (2) audit trails are maintained, but only where

7 the maintenance of such trails is practicable, taking

8 into account the technical capabilities of the system

9 used to maintain protected health information and

10 the costs of such maintenance; and

11 (3) appropriate signs and warnings are posted

12 to advise persons described in paragraph (1) regard-

13 ing the need to secure protected health information.

14 PART 2—USE AND DISCLOSURE OF PROTECTED

15 HEALTH INFORMATION

16 SEC. 121. GENERAL LIMITATIONS ON USE AND DISCLO-

17 SURE.

18 (a) Use.—^A health information trustee may use pro-

19 tected health information only for a purpose that is com-

20 patible with and related to the purpose for which the

21 information—
22 (1) was collected; or

23 (2) was received by the trustee.
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1 (b) Disclosure.—^A health information trustee may

2 disclose protected health information only for a purpose

3 that is authorized under this Act.

4 (c) Scope op Uses and Disclosures.—
5 (1) In general.—A use or disclosure of pro-

6 tected health information by a health information

7 trustee shall be limited, when practicable, to the

8 minimum amount of information necessary to ac-

9 complish the purpose for which the information is

10 used or disclosed.

11 (2) Guidelines.—Not later than July 1, 1996,

12 the Secretary, after notice and opportunity for pub-

13 lie comment, shall issue guidelines to implement

14 paragraph (1), which shall take into account the

15 technical capabilities of the record systems used to

16 maintain protected health information and the costs

17 of limiting use and disclosure. =

18 (d) Identification of Disclosed Information

19 AS Protected Information.—Except ^\^th respect to

20 protected health information that is disclosed under sec-

21 tion 111 (relating to inspection) or 124 (relating to next

22 of kin and directoiy information), and except as provided

23 in subsection (e), a health information trustee may dis-

24 close protected health information only if such information
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1 is clearly identified as protected health information that

2 is subject to this Act.

3 (e) Routine Disclosures Subject to Written

4 Agreement.—^A health information trustee who routinely

5 discloses protected health information to a person may

6 satisfy the identification requirement in subsection (d)

7 through the conclusion of a \vritten agreement between the

8 trustee and the person ^vith respect to the identification

9 of protected health information.

10 (f) Agreement to Limit Use or Disclosure.—
11 A health information trustee who receives protected health

1 2 information from any person pursuant to a written agree-

13 ment to restrict use or disclosure of the information to

14 a greater extent than would otherwise be required under

15 this Act shall comply with, the terms of the agreement,

16 except where use or disclosure of the information in viola-

17 tion of the agreement is required by law. A trustee who

18 fails to comply with the preceding sentence shall be subject

19 to section 161 (relating to civil actions) with respect to

20 such failure.

21 (f) No General Requirement to Disclose.—Ex-

22 cept as provided in section 111, nothing in this Act shall

23 be construed to require a health information trustee to dis-

24 close protected health information not othenvise required

25 to be disclosed by law.
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1 SEC. 122. AUTHORIZATIONS FOR DISCLOSURE OF PRO-

2 TECTED HEALTH INFORMATION.

3 (a) Statement of Intended Uses and Disclo-

4 sures.—
5 (1) In general.—^A person who wishes to re-

6 ceive from a health information trustee protected

7 health information about an individual pursuant to

8 an authorization executed by the individual shall

9 supply the individual, in \vriting and on a form that

10 is distinct from the authorization, with a statement

11 of the uses for which the person intends the infor-

12 mation and the disclosures the person intends to

13 make of the information. Such statement shall be

14 supplied on or before the date on which the author-

15 ization is executed.

16 (2) Enforcement.—If the person uses or dis-

17 closes the information in a manner that is ineonsist-

18 ent with such statement, the person shall be subject

19 to section 161 (relating to civil actions) ^vith respect

20 to such failure, except where such use or disclosure

21 is required by law.

22 (3) Model statements.—Not later than July

23 1, 1996, the Secretary'', after notice and opportunity

24 for public comment, shall develop and disseminate

25 model statements of intended uses and disclosures of

26 the type described in paragraph (1).
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1 (b) Written Authorizations.—A health informa-

2 tion trustee who is authorized by subtitle A to disclose

3 protected health information under this section may dis-

4 close such information pursuant to an authorization exe-

5 cuted by the individual who is the subject of the informa-

6 tion, if each of the following requirements is met:

7 (1) Writing.—The authorization is in wTiting,

8 signed by the individual, and dated on the date of

9 such signature.

10 (2) Separate form.—The authorization is not

11 on a form used to authorize or facilitate the provi-

12 sion of, or payment for, health care.

13 (3) Trustee described.—The trustee is spe-

14 cifically named or generically described in the au-

15 thorization as authorizetl to disclose such informa-

16 tion.

17 (4) Recipient described.—The person to

18 whom the information is to be disclosed is specifi-

19 cally named or generically described in the author-

20 ization as a person to whom such information may

21 be disclosed.

22 (5) Statement of intended uses and dis-

23 closures RECE-R^D.—The authorization contains

24 an acknowledgment that the individual has received
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1 a statement described in subsection (a) from such

2 person.

3 (6) Information described.—The informa-

4 tion to be disclosed is described in the authorization.

5 (7) Authorization timely received.—The

6 authorization is received b}^ the tiTistee during a pe-

7 riod described in subsection (d)(1).

8 (8) Disclosure timely made.—The disclo-

9 sure occurs during a period described in subsection

10 (d)(2).

11 (c) Authorizations Requested in Connection

12 With Provision of Health Care.—
13 (1) In general.—^A health use trustee or a

14 public health trustee may not request that an indi-

15 vidual provide to any person an authorization de-

16 scribed in subsection (b) on a day on which—
17 (A) the trustee provides health care to the

18 individual; or

19 (B) in the case of a ti-ustee that is a health

20 facility, the individual is admitted into the facil-

21 ity as a resident or inpatient in order to receive

22 health care.

23 (2) Exception.—Paragraph (1) does not apply

24 if a health use trustee or a public health trustee re-

25 quests that an individual provide an authorization
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1 described in subsection (b) for the purpose of assist-

2 ing the individual in obtaining counseUng or social

3 services from a person other than the trustee.

4 (d) Time Lbhtations on Authorizations.—
5 (1) Receipt by trustee.—For purposes of

6 subsection (b)(7), an authorization is timely received

7 if it is received by the tmstee during—
8 (A) the 1-year period beginning on the

9 date that the authorization is signed under sub-

10 section (b)(1), if the authorization permits the

11 disclosure of protected health information to a

12 health use trustee, public health trustee, or per-

13 son who provides counseling or social services to

14 individuals; or

15 (B) the 30-day period beginning on the

16 date that the authorization is signed under sub-

17 section (b)(1), if the authorization permits the

18 disclosure of protected health information to a

19 person other than a person described in sub-

20 paragraph (A).

21 (2) Disclosure by trustee.—For purposes

22 of subsection (b)(8), a disclosure is timely made if

23 it occurs before—
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1 (A) the date or event (if any) specified in

2 the authorization upon which the authorization

3 expires; and

4 (B) the expiration of the 6-month period

5 beginning on the date the trustee receives the

6 authorization.

7 (e) Revocation or Ajmendment of Authoriza-

8 TION.—
9 (1) In general.—^An individual in ^vriting may

10 revoke or amend an authorization described in sub-

11 section (b), in whole or in part, at any time, except

12 when—
13 (A) disclosure of protected health informa-

14 tion has been authorized to permit validation of

15 expenditures for health care, or based on health

16 condition, by a government authority; or

17 (B) action has been taken in reliance on

18 the authorization.

19 (2) Notice of revocation.—^A health infor-

20 mation trustee who discloses protected health infor-

21 mation pursuant to an authorization that has been

22 revoked shall not be subject to any liability or pen-

23 alty under this Act if—
24 (A) the reliance was in good faith;
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1 (B) the trustee had no notice of the rev-

2 ocation; and

3 (C) the disclosure was othenvise in accord-

4 anee vdth the requirements of this Act.

5 (f) Effect of Authorization on Privileges.—
6 The execution by an individual of an authorization that

7 meets the requirements of this section for the purpose of

8 receiving health care or pro^'^ding for the payment for

9 health care shall not be construed as affecting any privi-

10 lege that the individual may have under common or statu-

1 1 tory law in a court of a State or the United States.

12 (g) Additional Requirements op Trustee.—^A

13 health information trustee may impose requirements for

14 an authorization that are in addition to the requirements

15 in this section.

16 (h) Copy.—A health information trustee who dis-

17 closes protected health information pursuant to an author-

18 ization under this section shall maintain a copy of the au-

19 thorization as part of the information.

20 (i) Construction.—This section shall not be

21 construed—
22 (1) to require a health information tnistee to

23 disclose protected health information; or
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1 (2) to limit the right of a health information

2 trustee to charge a fee for the disclosure or repro-

3 duction of protected health information.

4 (j) Subpoenas, Warrants, and Search War-

5 RANTS.—If a health information trustee discloses pro-

6 tected health information pursuant to an authorization in

7 order to comply with an administrative subpoena or war-

8 rant or a judicial subpoena or search warrant, the

9 authorization—
10 (1) shall specificall}' authorize the disclosure for

1 1 the purpose of permitting the trustee to comply with

12 the subpoena, warrant, or search warrant; and

13 (2) shall otherwise meet the requirements in

14 this section.

15 SEC. 123. TREATMENT, PAYMENT, AND OVERSIGHT.

16 (a) In General.—^A health information tiTistee who

17 is authorized by subtitle A to disclose protected health in-

18 formation under this section may disclose such informa-

19 tion to a health use trastee if the disclosure is—
20 (1) for the purpose of providing health care to

21 an individual and the individual who is the subject

22 of the information has not previously objected to the

23 disclosure in writing;

24 (2) for the purpose of providing for the pay-

25 ment for health care furnished to an individual; or
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1 (3) for use by a health oversight agency for a

2 purpose authorized by law.

3 (b) Use in Action Against Individual.—Pro-

4 tected health information about an individual that is dis-

5 closed under this section may not be used in, or disclosed

6 to any person for use in, any administrative, civil, or crimi-

7 nal action or investigation directed against the individual,

8 except an action or investigation arising out of and di-

9 rectly related to receipt of health care or pajTuent for

10 health care.
*

1 1 SEC. 124. NEXT OF KIN AND DIRECTORY INFORMATION.

12 (a) Next of Kin.—A health information trustee who

13 is authorized by subtitle A to disclose protected health in-

14 formation under this section may disclose such informa-

15 tion to the next of kin or legal representative (as defined

16 under State law) of the individual who is the subject of

17 the information, or to a person with whom the individual

18 has a personal relationship, if—
19 (1) the individual has not previously objected to

20 the disclosure;

21 (2) the disclosure is consistent Avith accepted

22 medical practice; and

23 (3) the information disclosed relates to the on-

24 going provision of health care to the individual.
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1 (b) Directory Information.—A health informa-

2 tion trustee who is authorized by subtitle A to disclose

3 protected health information under this section may dis-

4 close such information to any person, if—
5 (1) the information does not reveal specific in-

6 formation about the physical or mental condition of

7 the individual or health care provided to the individ-

8 ual;

9 (2) the individual who is the subject of the in-

10 formation has not objected in ^vriting to the disclo-

1 1 sure;

12 (3) the disclosure is consistent ^vith accepted

13 medical practice; and

14 (4) the information consists only of 1 or more

15 of the follo\ving items:

16 (A) The name of the individual.

17 (B) If the individual is receiving health

18 care from a health care provider on a premises

19 controlled by the provider, the location of the

20 individual on such premises.

21 (C) If the individual is receiving health

22 care from a health care provider on a premises

23 controlled by the provider, the general health

24 status of the individual, described in terms of
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1 critical, poor, fair, stable, satisfactory, or terms

2 denoting similar conditions.

3 (c) Recipients.—A person to whom protected health

4 information is disclosed under this section shall not, by

5 reason of such disclosure, be subject to any requirement

6 under this Act.

7 SEC. 125. PUBLIC HEALTH.

8 (a) In General.—^A health information trustee who

9 is authorized by subtitle A to disclose protected health in-

10 formation under this section may disclose such informa-

11 tion to a public health trastee for use in legally

12 authorized—
13 (1) disease or injury reporting;

14 (2) pviblic health sui-veillance; or

15 (3) public health investigation.

16 (b) Use in Action Against Individual.—Pro-

17 tected health information about an individual that is dis-

18 closed under this section may not be used in, or disclosed

19 to any person for use in, any administrative, civil, or crimi-

20 nal action or investigation directed against the individual,

21 except where the use or disclosure is authorized by law

22 for protection of the public health.

23 SEC. 126. emergency CmCUMSTANCES.

24 A health information trustee who is authorized by

25 subtitle A to disclose protected health information under
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1 this section may disclose such information to alleviate

2 emergency circumstances affecting the health or safety of

3 an individual.

4 SEC. 127. JUDICIAL, ADMINISTRATIVE, AND OTHER LEGAL

5 PURPOSES.

6 (a) In General.—^A health information trustee who

7 is authorized by subtitle A to disclose protected health in-

8 formation under this section mav disclose such

9 information—
10 (1) pursuant to the Federal Rules of Civil Pro-

1 1 cedure, the Federal Rules of Criminal Procedure, or

12 comparable rules of other courts or administrative

13 agencies in connection with litigation or proceedings

14 to which the individual who is the subject of the in-

15 formation is a party and in which the individual has

16 placed the individual's physical or mental condition

17 in issue;

18 (2) pursuant to a law requiring the reporting of

19 specific medical information to law enforcement au-

20 thorities;

21 (3) if the disclosure is of information described

22 in paragraph (2) and the trustee is operated by a

23 Federal agency;

24 (4) if directed by a court in connection with a

25 court-ordered examination of an individual; or
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1 (5) to assist in the identification of a dead indi-

2 vidual.

3 (b) Written Statement.—^A person seeking pro-

4 tected health information about an individual maintained

5 by health information trastee under—

6 •

(1) subsection (a)(1) shall provide the trustee

7 with a written statement that the individual is a

8 party to the litigation or proceedings for which the

9 information is sought; or

10 (2) subsection (a)(5) shall provide the trustee

11 with a written statement that the information is

12 sought to assist in the identification of a dead indi-

13 vidual.

14 (c) Use and Disclosure.—A person to whom pro-

15 tected health information is disclosed under this section

16 may use and disclose the information only under a condi-

17 tion described in subsection (a).

18 SEC. 128. HEALTH RESEARCH.

19 (a) In General.—^A health information trustee who

20 is authorized by subtitle A to disclose protected health in-

21 formation under this section may disclose such informa-

22 tion to a public health trustee if the disclosure is for use

23 in a health research project that has been determined by

24 an institutional review board to be—
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1 (1) of sufficient importance so as to outweigh

2 the intnision into the privac}^ of the individual who

3 is the subject of the information that would result

4 from the disclosure; and

5 (2) reasonably impracticable to conduct without

6 such information.

7 (b) Obligations op Recipient.—A person who re-

8 ceives protected health information pursuant to subsection

9 (a) shall remove or destroy, at the earliest opportunity

10 consistent with the purposes of the project, information

11 that would enable 1 or more individuals to be identified,

12 unless an institutional review board has determined that

13 there is a health or research justification for retention of

14 such identifiers and there is an adequate plan to protect

15 the identifiers from use and disclosure that is inconsistent

16 with this Act.

17 SEC. 129. LAW ENFORCEMENT.

18 (a) In General.—A health information trustee who

19 is authorized by subtitle A to disclose protected health in-

20 formation under this section may disclose such informa-

21 tion to a law enforcement agency (other than a health

22 oversight agency) if the information is—
23 (1) for use in an investigation or prosecution of

24 a health information trustee;
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1 (2) to assist in the identification or location of

2 a suspect, fugitive, or witness in a law enforcement

3 inquiry;

4 (3) in connection \vith criminal activity commit-

5 ted against the trustee or an affiliated person of the

6 trustee or on premises controlled by the trustee; or

7 (4) needed to determine whether a crime has

8 been committed and the nature of any crime that

9 may have been committed (other than a crime that

10 may have been committed by the individual who is

11 the subject of the information).

12 (b) Certification.—^WHiere a law enforcement

13 agency requests a health information tnistee to disclose

14 protected health information under this section, the agen-

15 cy shall provide the ti-ustee with a wi-itten certification

16 that—

17 (1) is signed by a supervisory official of a rank

18 designated by the head of the agenc}^;

19 (2) specifies the information requested; and

20 (3) states that the information is needed for a

21 la^vful purpose under this section.

22 (c) Restrictions on Disclosure and Use.—Pro-

23 tected health information about an individual that is dis-

24 closed by a health information ti-ustee to a law enforce-

25 ment agency under this section—
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1 (1) may not be disclosed for, or used in, any

2 administrative, civil, or criminal action or investiga-

3 tion against the individual, except in an action or in-

4 vestigation arising out of and directl.y related to the

5 action or investigation for which the information was

6 obtained; and

7 (2) may not be otherwise used or disclosed by

8 the agency, unless the use or disclosure is necessary

9 to fulfill the purpose for which the information was

10 obtained and is not otherwise prohibited by law.

11 SEC. 130. SUBPOENAS, WARRANTS, AND SEARCH WAR-

12 RANTS.

13 (a) In General.—A health information trastee who

14 is authorized by subtitle A to disclose protected health in-

15 formation under this section may disclose such informa-

16 tion if the disclosure is pursuant to an}- of the following:

17 (1) A subpoena issued under the authority of a

18 grand jury and the trustee is provided a A\Titten cer-

19 tification by the gi^and juiy seeking the information

20 that the grand jur}' has complied with the applicable

21 access provisions of section 141 or 143(a).

22 (2) An administrative subpoena or w'arrant or

23 a judicial subpoena or search warrant and the trust-

24 ee is provided a wTitten certification by the person

25 seeking the information that the person has com-
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1 plied uith the applicable access provisions of section

2 141 or 143(a).

3 (3) An administrative subpoena or warrant or

4 a judicial subpoena or search warrant and the dis-

5 closure othenvise meets the conditions of one of sec-

6 tions 123 through 129.

7 (b) Restrictions on Use and Disclosure.—Pro-

8 teeted health information about an individual that is dis-

9 closed by a health information tmstee under—
10 (1) subsection (a) ma.y not be disclosed for, or

11 used in, any administrative, civil, or criminal action

12 or investigation against the individual, except in an

13 action or investigation arising out of and directly re-

14 lated to the inquiiy for which the information was

15 obtained;

16 (2) subsection (a)(2) may not be othenvise used

17 or disclosed by the recipient unless the use or disclo-

18 sure is necessary to fulfill the purpose for which the

19 information was obtained; and

20 (3) subsection (a)(3) may not be used or dis-

21 closed by the recipient unless the recipient complies

22 with the conditions and restrictions on use and dis-

23 closure with which the recipient would have been re-

24 quired to comply if the disclosure by the trustee had

25 been made under the section referred to in sub-
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1 section (a)(3) the conditions of which were met by

2 the disclosure.

3 (c) Restrictions on Grand Juries.—Protected

4 health information that is disclosed by a health informa-

5 tion trustee under subsection (a)(1)
—

6 (1) shall be returnable on a date when the

7 grand jury is in session and actually presented to

8 the grand jury;

9 (2) shall be used only for the purpose of consid-

10 ering whether to issue an indictment or report by

1 1 that grand juiy, or for the purpose of prosecuting a

12 crime for which that indictment or report is issued,

13 or for a purpose authorized b}^ inle 6(e) of the Fed-

14 eral Rules of Criminal Procedure or a comparable

15 State rule;

16 (3) shall be destro^-ed or returned to the tiiistee

17 if not used for one of the purposes specified in para-

18 graph (2); and

19 (4) shall not be maintained, or a description of

20 the contents of such information shall not be main-

21 tained, by any government authority other than in

22 the sealed records of the gi'and jun^, unless such in-

23 formation has been used in the prosecution of a

24 crime for which the gi'and juiy issued an indictment

25 or presentment or for a purpose authorized by rule
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1 6(e) of the Federal Rules of Criminal Procedure or

2 a comparable State rule.

3 (d) Copy As Part of Protected Information.—
4 A health information trustee who discloses protected

5 health information under this section shall maintain a

6 copy of the applicable subpoena, warrant, or search war-

7 rant as part of the information.

8 (e) Construction.—Nothing in this section shall be

9 construed as authority for a health information trustee to

10 refuse to comply \vith an administrative subpoena or war-

1 1 rant or a judicial subpoena or search warrant that meets

12 the requirements of this Act.

13 Subtitle C—^Access Procedures and

14 Challenge Rights

15 SEC. 141. ACCESS PROCEDURES FOR LAW ENFORCEMENT

16 SUBPOENAS, WARRANTS, AND SEARCH WAR-

17 RANTS.

18 (a) Probable Cause Requirement.—^A govem-

19 ment authority may not obtain protected health informa-

20 tion about an individual from a health information tiiistee

21 under paragi^aph (1) or (2) of section 130(a) for use in

22 a law enforcement inquiry'- unless there is probable cause

23 to believe that the information is relevant to a legitimate

24 law enforcement inquiry being conducted by the govern-

25 ment authority.
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1 (b) Warrants and Search Warrants.—^A govern-

2 ment authority that obtains protected health information

3 about an individual from a health information trustee

4 under circumstances described in subsection (a) and pur-

5 suant to a warrant or search warrant shall, not later than

6 30 days after the date the warrant was served on the

7 trustee, serve the individual with, or mail to the last

8 known address of the individual, a copy of the warrant.

9 (c) Subpoenas.—Except as provided in subsection

10 (d), a government authority may not obtain protected

11 health information about an individual from a health in-

12 formation trustee under circumstances described in sub-

13 section (a) and pursuant to a subpoena unless a copy of

14 the subpoena has been served by hand delivery upon the

15 individual, or mailed to the last known address of the indi-

16 vidual, on or before the date on which the subpoena was

17 served on the trustee, together with a notice (published

18 by the Secretary under section 145(1)) of the individual's

19 right to challenge the subpoena in accordance with section

20 142, and—

21 (1) 30 days have passed from the date of serv-

22 ice, or 30 days have passed from the date of mailing,

23 and ^vithin such time period the individual has not

24 initiated a challenge in accordance with section 142;

25 or
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1 (2) disclosure is ordered by a court under sec-

2 tion 142.

3 (d) Application for Delay.—
4 (1) In general.—^A government authority may

5 apply to an appropriate court to delay (for an initial

6 period of not longer than 90 days) serving a copy of

7 a subpoena and a notice otherwise required under

8 subsection (e) with respect to a law enforcement in-

9 quiry. The government authority may apply to the

10 court for extensions of the delay.

11 (2) Reasons for delay.—^An application for

12 a delay, or extension of a delay, under this sub-

13 section shall state, with reasonable specificity, the

14 reasons why the delay or extension is being sought.

15 (3) Ex PARTE ORDER.—The court shall enter

16 an ex parte order delaying, or extending the delay

17 of, the notice and an order prohibiting the trustee

18 from revealing the request for, or the disclosure of,

19 the protected health information being sought if the

20 court finds that—
21 (A) the inquiry being conducted is within

22 the lawful jurisdiction of the government au-

23 thority seeking the protected health informa-

24 tion;
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1 (B) there is probable cause to believe that

2 the protected health information being sought is

3 relevant to a legitimate law enforcement inquiry

4 being conducted by the government authority;

5 (C) the government authority's need for

6 the information outweighs the privacy interest

7 of the individual who is the subject of the infor-

8 mation; and

9 (D) there are reasonable grounds to believe

10 that receipt of a notice by the individual will re-

1 1 suit in—
12 (i) endangering the life or physical

1 3 safety of any individual;

14 (ii) flight from prosecution;

15 (iii) destruction of or tampering with

16 evidence or the information being sought;

17 or

18 (iv) intimidation of potential wit-

19 nesses.

20 (4) Service of application on individ-

21 UAL.—Upon the expiration of a period of delay of

22 notice under this subsection, the government author-

23 ity shall serve upon the individual, with the service

24 of the subpoena and the notice, a copy of any appli-

25 cations filed and approved under this subsection.
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1 SEC. 142. CHALLENGE PROCEDURES FOR LAW ENFORCE-

2 MENT SUBPOENAS.

3 (a) Motion to Quash Subpoena.—^Within 30 days

4 of the date of service, or 30 days of the date of maiUng,

5 of a subpoena of a government authority seeking protected

6 health information about an individual from a health in-

7 formation trustee under paragraph (1) or (2) of section

8 130(a) (except a subpoena issued in compliance with the

9 provisions of section 143(a)), the individual may file (with-

10 out filing fee) a motion to quash the subpoena—
11 ( 1 ) in the ease of a State judicial subpoena, in

12 the court which issued the subpoena;

13 (2) in the case of a subpoena issued under the

14 authority of a State that is not a State judicial sub-

15 poena, in a court of competent jurisdiction;

16 (3) in the case of a subpoena issued under the

17 authority of a Federal court, in any court of the

1 8 United States of competent jurisdiction; or

19 (4) in the case of any other subpoena issued

20 under the authority of the United States, in—
21 (A) the United States district court for the

22 district in which the individual resides or in

23 which the subpoena was issued; or

24 (B) another United States district court of

25 competent jurisdiction.
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1 (b) Copy.—^A copy of the motion shall be served by

2 the individual upon the government authority by delivery

3 of registered or certified mail.

4 (c) AFFIDA\aTS AND SwORN DOCUMENTS.—The gOV-

5 ernment authority may file with the court such affidavits

6 and other sworn documents as sustain the validity of the

7 subpoena. The individual may file with the court, within

8 5 days of the date of the authority's filing, affidavits and

9 s^vorn documents in response to the authority's filing. The

10 court, upon the request of the individual, the government

1 1 authority, or both, may proceed in camera.

12 (d) Proceedings and Decision on Motion.—The

13 court may conduct such proceedings as it deems appro-

14 priate to rule on the motion. All such proceedings shall

15 be completed, and the motion ruled on, within 10 calendar

16 days of the date of the government authority's filing.

17 (e) Extension of Time Limits for Good

18 Cause.—The court, for good cause shown, may at any

19 time in its discretion enlarge the time limits established

20 by subsections (c) and (d).

21 (f) Standard for Decision.—^A court may deny an

22 individual's timely motion under subsection (a) if it finds

23 that there is probable cause to believe that the protected

24 health information being sought is relevant to a legitimate

25 law enforcement inquiry' being conducted by the govern-
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1 ment authority, unless the court finds that the individual's

2 privacy interest outweighs the government authority's

3 need for the information. The individual shall have the

4 burden of demonstrating that the individual's privacy in-

5 terest outweighs the need established by the government

6 authority for the information.

7 (g) Specific Considerations With Respect to

8 Prr^acy Interest.—In determining under subsection (f)

9 whether an individual's privacy interest outweighs the gov-

10 ernment authority's need for the information, the court

1 1 shall consider—
12 (1) the particular purpose for which the infor-

13 mation was collected by the trustee;

14 (2) the degree to which disclosure of the infor-

15 mation will embarrass, injure, or invade the privacy

16 of the individual;

17 (3) the effect of the disclosure on the individ-

18 ual's future health care;

19 (4) the importance of the inquiry being con-

20 ducted by the government authority, and the impor-

21 tance of the information to that inquiry; and

22 (5) any other factor deemed relevant by the

23 court.

24 (h) Attorney's Fees.—In the case of any motion

25 brought under subsection (a) in which the individual has
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1 substantially prevailed, the court, in its discretion, may as-

2 sess against a government authority a reasonable attor-

3 ney's fee and other litigation costs (including expert fees)

4 reasonably incurred.

5 (i) No Interlocutory Appeal.—^A court ruHng de-

6 nying a motion to quash under this section shall not be

7 deemed a final order and no interlocutory appeal may be

8 taken therefrom by the individual. An appeal of such a

9 ruling may be taken by the individual within such period

10 of time as is provided by law as part of any appeal from

11 a final order in any legal proceeding initiated against the

12 individual arising out of or based upon the protect health

13 information disclosed.

14 SEC. 143. ACCESS AND CHALLENGE PROCEDURES FOR

15 OTHER SUBPOENAS.

16 (a) In General.—^A person (other than a govem-

17 ment authority under section 141) may not obtain pro-

18 tected health information about an individual from a

19 health information trustee pursuant to a subpoena under

20 section 130(a)(2) unless—
21 (1) a copy of the subpoena has been served

22 upon the individual or mailed to the last known ad-

23 dress of the individual on or before the date on

24 which the subpoena was served on the trustee, to-

25 gether A\ith a notice (published by the Secretary
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1 under section 145(2)) of the individual's right to

2 challenge the subpoena, in accordance with sub-

3 section (b); and

4 (2) either—

5 (A) 30 days have passed from the date of

6 service or 30 days have passed from the date of

7 the mailing and within such time period the in-

8 dividual has not initiated a challenge in accord-

9 ance with subsection (b); or

10 (B) disclosure is ordered by a court under

11 such subsection.

12 (b) Motion to Quash.—^Within 30 days of the date

13 of service or 30 days of the date of mailing of a subpoena

14 seeking protected health information about an individual

15 from a health information trustee under subsection (a),

16 the individual may file (without filing fee) in any court

17 of competent jurisdiction, a motion to quash the subpoena,

18 with a copy served on the person seeking the information.

19 The individual may oppose, or seek to limit, the subpoena

20 on any grounds that would otherwise be available if the

21 individual were in possession of the information.

22 (c) Standard for Decision.—The court shall

23 grant an individual's timely motion under subsection (b)

24 if the person seeking the information has not sustained

25 the burden of demonstrating that—
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1 (1) there are reasonable grounds to believe that

2 the information will be relevant to a lawsuit or other

3 judicial or administrative proceeding; and

4 (2) the need of the person for the information

5 outweighs the privacy interest of the individual.

6 (d) Specific Considerations With Respect to

7 Privacy' Interest.—In determining under subsection (c)

8 whether the need of the person for the information out-

9 weighs the privacy interest of the individual, the court

10 shall consider—
11 (1) the particular purpose for which the infor-

12 mation was collected by the trustee;

13 (2) the degree to which disclosure of the infor-

14 mation will embarrass, injure, or invade the privacy

15 of the individual;

16 (3) the effect of the disclosure on the individ-

17 ual's future health care;

18 (4) the importance of the information to the

19 lawsuit or proceeding; and

20 (5) any other factor deemed relevant by the

21 court.

22 (e) Attorney's Fees.—In the case of any motion

23 brought under subsection (b) by an individual against a

24 person in which the individual has substantially prevailed,

25 the court, in its discretion, may assess against the person
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1 a reasonable attorney's fee and other litigation costs (in-

2 eluding expert fees) reasonably incurred.

3 SEC. 144. CONSTRUCTION OF SUBTITLE; SUSPENSION OF

4 STATUTE OF LIMITATIONS.

5 (a) In General.—Nothing in this subtitle shall af-

6 feet the right of a health information trustee to challenge

7 requests for protected health information. Nothing in this

8 subtitle shall entitle an individual who is the subject of

9 such information to assert the rights of a health informa-

10 tion trustee.

11 (b) Effect of Motion on Statute of Limita-

12 tions.—If an individual who is the subject of protected

13 health information files a motion under this Act which has

14 the effect of delaying the access of a government authority

15 to such information, any applicable statute of limitations

16 is deemed to be tolled for the period beginning on the date

17 such motion was filed and ending on the date on which

18 the motion is decided.

19 SEC. 145. RESPONSmiLmES OF SECRETARY.

20 Not later than July 1, 1996, the Secretary, after no-

21 tice and opportunity for public comment, shall develop and

22 disseminate a brief, clear, and easily understood notice—
23 (1) for use under subsection (c) of section 141,

24 detailing the rights of an individual who wishes to

25 challenge, under section 142, the disclosure of pro-
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1 tected health information about the individual under

2 such subsection; and

3 (2) for use under subsection (a) of section 143,

4 detailing the rights of an individual who wishes to

5 challenge, under subsection (b) of such section, the

6 disclosure of protected health information about the

7 individual under such section.

8 Subtitle D—^Miscellaneous

9 Provisions

10 SEC. 151. DEBIT AND CREDIT CARD TRANSACTIONS.

11 (a) Pa^t^ient for Health Care Through Debit

12 OR Credit Card.—If an individual pays a health infor-

13 mation trustee for health care by presenting a debit or

14 credit card or card number, the trustee may use or dis-

15 close such protected health information about the individ-

16 ual as is necessary for the processing of the debit or credit

17 card transaction or the billing or collection of amounts

18 charged or debited to the individual using the card or

19 number.

20 (b) Transaction Processing By Card Issuers.—
21 A person who is a debit or credit card issuer or is other-

22 wise directly involved in the processing of credit or debit

23 transactions or the billing or collection of amounts charged

24 or debited thereto may only use or disclose protected

25 health information about an individual—
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1 (1) that has been disclosed in accordance with

2 subsection (a); and

3 (2) when necessary for—
4 (A) the biUing or collection of amounts

5 charged or debited to the individual using a

6 debit or credit card;

7 (B) the transfer of receivables, accounts,

8 or interest therein;

9 (C) the audit of the credit or debit card ac-

10 count information;

11 (D) compliance with Federal, State, or

12 local law; and

13 (E) a properly authorized civil, criminal, or

14 regulatory investigation by Federal, State, or

15 local authorities.

16 SEC. 152. ACCESS TO PROTECTED HEALTH INFORMATION

17 OUTSIDE OF THE UNITED STATES.

18 (a) In General.—Except as provided in subsection

19 (b), not^\^thstanding the pro\isions of subtitle A and part

20 2 of subtitle B, a health information trustee may not per-

21 mit any person who is not in a State to have access to

22 protected health information about an individual unless

23 one or more of the following conditions exist:

24 (1) Specific authorization.—The individual

25 has specifically consented to the provision of such
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1 access outside of the United States in an authoriza-

2 tion that meets the requirements of section 122.

3 (2) EQUn^ALENT INFORMATION PRACTICES.—
4 The pr<?vTision of such access is authorized under this

5 Act and the Secretary has determined that there are

6 fair information practices for protected health infor-

7 mation in the country where the access will be pro-

8 vided that are equivalent to the fair information

9 practices provided for by this Act.

10 (3) Access required by law.—The provision

11 of such access is required under—
12 (A) a Federal statute; or

13 (B) a treaty or other international agree-

14 ment applicable to the United States.

15 (b) Exceptions.—Subsection (a) does not apply

16 where the provision of access to protected health

17 information—
18 (1) is to a foreign public health authority;

19 (2) is authorized under section 126; or

20 (3) is necessary for the purpose of pro\ading for

21 payment for health care that has been provided to

22 an individual.
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1 SEC. 153. STANDARDS FOR ELECTRONIC DOCUMENTS AND

2 COMMUNICATIONS.

3 (a) Standards.—Not later than July 1, 1996, the

4 Secretary, after notice and opportunity for public com-

5 ment, shall promulgate standards with respect to the cre-

6 ation, transmission, receipt, and maintenance, in elec-

7 tronic form, of each written document required or author-

8 ized under this Act. Where a signature is required with

9 respect to a written document under any other provision

10 of this Act, such standards shall provide for an electronic

11 substitute that serves the functional equivalent of a

12 signature.

13 (b) Treatment of Complying Documents and

14 Communications.—^An electronic document or commu-

15 nication that satisfies the standards promulgated under

16 subsection (a) with respect to such document or commu-

17 nication shall be treated as satisfying the requirements of

1 8 this Act that apply to an equivalent written document.

19 SEC. 154. POWERS OF ATTORNEY.

20 In the case of an individual who has executed a power

21 of attorney, recognized under State law, authorizing a per-

22 son to act as agent or attorney for the individual for one

23 or more purposes, the person may exercise any right of

24 the individual under this title that the person is authorized

25 to exercise by the power of attorney, if—
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1 (1) any condition precedent to the exercise of

2 such right that is set forth in the power of attorney

3 has been satisfied; and

4 (2) the power of attorney specifically references

5 or describes the rights under this title that may be

6 exercised by the person.

7 SEC. 155. RIGHTS OF INCOMPETENTS.

8 (a) Effect of Declaration of Incompetence.—
9 Except as pro\'ided in section 154, if an individual has

10 been declared to be incompetent by a court of competent

11 jurisdiction, the rights of the individual under this title

12 shall be exercised and discharged in the best interests of

13 the individual through an authorized legal representative

14 of the individual.

15 (b) No Court Declaration.—Except as provided

16 in section 154, if a health care provider determines that

17 an individual, who has not been declared to be incom-

18 petent by a court of competent jurisdiction, suffers from

19 a medical condition that prevents the individual from act-

20 ing kno\\ingly or effectively on the individual's own behalf,

21 the right of the individual to authorize disclosure under

22 section 122 may be exercised and discharged in the best

23 interest of the individual bv the individual's next of kin.
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1 SEC. 156. RIGHTS OF MINORS.

2 (a) Individuals Who Are 18 or Legally Capa-

3 BLE.—In the case of an individual—
4 (1) who is 18 years of age or older, all rights

5 of the individual shall be exercised by the individual,

6 except as provided in sections 154 and 155; or

7 (2) who, acting alone, has the legal capacity to

8 apply for and obtain a type of medical examination,

9 care, or treatment and who has sought such exam-

10 ination, care, or treatment, the individual shall exer-

11 cise all rights of an individual under this title with

12 respect to protected health information relating to

13 such examination, care, or treatment.

14 (b) iNDmDUALS Under 18.—Except as provided in

15 subsection (a)(2), in the case of an individual who is—
16 (1) under 14 years of age, all the individual's

17 rights under this title shall be exercised through the

18 parent or legal guardian of the individual; or

19 (2) 14, 15, 16, or 17 years of age, the right of

20 inspection (under section 111), the right of amend-

21 ment (under section 112), and the right to authorize

22 disclosure of protected health information (under

23 section 122) of the individual may be exercised ei-

24 ther by the individual or by the parent or legal

25 guardian of the individual.
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1 Subtitle E—Enforcement
2 SEC. 161. CIVIL ACTIONS.

3 (a) In General.—^Any individual whose rights under

4 this title have been knowingly or negligently violated—
5 (1) by a health information trustee, or any

6 other person, who is not described in paragraph (2),

7 (3), (4), or (5) may maintain a civil action for actual

8 damages and for equitable relief against the health

9 information trustee or other person;

10 (2) by an officer or employee of the United

1 1 States while the officer or employee was acting with-

12 in the scope of the office or employment may main-

13 tain a civil action for actual damages and for equi-

14 table relief against the United States;

15 (3) by an officer or employee of any government

16 authority of a State that has waived its sovereign

17 immunity to a claim for damages resulting from a

18 violation of this title while the officer or employee

19 was acting within the scope of the office or employ-

20 ment may maintain a civil action for actual damages

21 and for equitable relief against the State govern-

22 ment;

23 (4) by an officer or employee of a government

24 of a State that is not described in paragraph (3)

25 may maintain a civil action for actual damages and
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1 for equitable relief against the officer or employee;

2 or

3 (5) by an officer or employee of a government

4 authority while the officer or employee was not act-

5 ing within the scope of the office or employment

6 may maintain a civil action for actual damages and

7 for equitable relief against the officer or employee.

8 (b) Knowing Violations.—^Any individual entitled

9 to recover actual damages under this section because of

10 a knowing violation of a provision of this title (other than

11 subsection (c) or (d) of section 121) shall be entitled to

12 recover the amount of the actual damages demonstrated

13 or $5000, whichever is greater.

14 (c) Actual Damages.—For purposes of this section,

15 the term "actual damages" includes damages paid to com-

16 pensate an individual for nonpecuniary losses such as

17 physical and mental injury as well as damages paid to

18 compensate for pecuniary losses.

19 (d) Punitrt: Damages; Attorney's Fees.—In

20 any action brought under this section in which the com-

21 plainant has prevailed because of a knoAving violation of

22 a pro\ision of this title (other than subsection (c) or (d)

23 of section 121), the court may, in addition to any relief

24 awarded under subsections (a) and (b), award such puni-

25 tive damages as may be warranted. In such an action, the
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1 court, in its discretion, may allow the prevailing party a

2 reasonable attorney's fee (including expert fees) as part

3 of the costs, and the United States shall be liable for costs

4 the same as a private person.

5 (e) Inspection and Amendment.—If a health in-

6 formation trustee has established a written internal proce-

7 dure that allows an individual who has been denied inspec-

8 tion or amendment of protected health information to ap-

9 peal the denial, the individual may not maintain a civil

10 action in connection with the denial until the earlier of—
11 (1) the date the appeal procedure has been ex-

12 hausted; or

13 (2) 3 months after the date the original request

14 for inspection or amendment was made.

15 (f) No Liability for Permissible Disclo-

16 SURES.—^A health information trustee who makes a disclo-

17 sure of protected health information about an individual

18 that is permitted by this title and not otherwise prohibited

19 by State or Federal statute shall not be liable to the indi-

20 vidual for the disclosure under common law.

21 (g) No Liability for Institutional RE\^EW

22 Board Determinations.—If the members of an institu-

23 tional review board have in good faith determined that a

24 health research project is of sufficient importance so as

25 to outweigh the intrusion into the privacy of an individual
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1 pursuant to section 128(a)(1), the members, the board,

2 and the parent institution of the board shall not be liable

3 to the individual as a result of such determination.

4 (h) Good Faith Reliance on Certification.—^A

5 health information trustee who relies in good faith on a

6 certification by a government authority or other person

7 and discloses protected health information about an indi-

8 vidual in accordance with this title shall not be liable to

9 the individual for such disclosure.

10 SEC. 162. CIVIL MONEY PENALTIES.

11 (a) Violation.—^Any health information trustee who

12 the Secretary determines has substantially failed to com-

13 ply with the provisions of this Act shall be subject, in addi-

14 tion to any other penalties that may be prescribed by law,

15 to a civil money penalty of not more than $10,000 for

16 each such violation.

17 (b) Procedures for Imposition of Penalties.—
18 The provisions of section 1128A of the Social Security Act

19 (other than subsections (a) and (b) and the second sen-

20 tence of subsection (f)) shall apply to the imposition of

21 a civil monetary penalty under this section in the same

22 manner as such provisions apply with respect to the impo-

23 sition of a penalty under section 1 128A of such Act.
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1 SEC. 163. ALTERNATIVE DISPUTE RESOLUTION.

2 (a) In General.—The Secretary shall, by regula-

3 tion, develop alternative dispute resolution methods for

4 use by individuals, health information trustees, and other

5 persons in resolving claims under section 161.

6 (b) Methods.—The methods under subsection (a)

7 shall include at least the following:

8 (1) Arbitration.—The use of arbitration.

9 (2) Mediation.—The use of mediation.

10 (3) Early offers of settlement.—The use

11 of a process under which parties make early offers

12 of settlement.

13 (c) Standards for Establishing Methods.—In

14 developing alternative dispute resolution methods under

15 subsection (a), the Secretary shall ensure that the meth-

16 ods promote the resolution of claims in a manner that—
17 (1) is affordable for the parties involved;

18 (2) provides for timely resolution of claims;

19 (3) provides for the consistent and fair resolu-

20 tion of claims; and

21 (4) provides for reasonably convenient access to

22 dispute resolution for individuals.

23 SEC. 164. amendments to criminal law.

24 (a) In General.—Title 18, United States Code, is

25 amended by inserting after chapter 89 the follouing:
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1 "CHAPTER 90—PROTECTED HEALTH

2 INFORMATION

"Sec.

"1831. Definitions.

"1832. Obtaining protected health information under false pretenses.

"1833. Monetary gain from obtaining protected health information under false

pretenses.

"1834. Knowing and unlawful obtaining of protected health information.

"1835. Monetary gain from knowng and unlawful obtaining of protected health

information.

"1836. Knowing and unlawful use or disclosure of protected health information.

"1837. Monetary gain from knowing and unlawful sale, transfer, or use of pro-

tected health information.

3 "§ 1831. Definitions

4 "As used in this chapter
—

5 "(1) the term 'health information trustee' has

6 the meaning given such term in section 3(b)(3) of

7 the Fair Health Information Practices Act of 1994;

8 and

9 "(2) the term 'protected health information has

10 the meaning given such term in section 3(a)(3) of

1 1 such Act.

12 **§1832. Obtaining protected health information

13 under false pretenses

14 "Whoever under false pretenses
—

15 "(1) requests or obtains protected health infor-

16 mation from a health information trustee; or

17 "(2) obtains from an individual an authoriza-

18 tion for the disclosure of protected health informa-

19 tion about the individual maintained by a health in-

20 formation trustee;
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1 shall be fined under this title or imprisoned not more than

2 5 years, or both.

3 '^§1833. Monetary gain from obtaining protected

4 health information under false pretenses

5 "Whoever under false pretenses
—

6 "(1) requests or obtains protected health infor-

7 mation from a health information trustee with the

8 intent to sell, transfer, or use such information for

9 profit or monetary gain; or

10 "(2) obtains from an individual an authoriza-

11 tion for the disclosure of protected health informa-

12 tion about the individual maintained by a health in-

13 formation trustee with the intent to sell, transfer, or

14 use such authorization for profit or monetary gain;

15 and kno\\dngly sells, transfers, or uses such information

16 or authorization for profit or monetary gain shall be fined

17 under this title or imprisoned not more than 10 years, or

18 both.

19 '^§ 1834. Knowing and unlawful obtaining of pro-

20 tected health information

21 "Whoever knowingly obtains protected health infor-

22 mation from a health information trustee in violation of

23 the Fair Health Information Practices Act of 1994, know-

24 ing that such obtaining is unlawful, shall be fined under

25 this title or imprisoned not more than 5 years, or both.
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1 **§1835. Monetary gain from knowing and unlawfiil

2 obtaining of protected health information

3 "Whoever knowingly—
4 "(1) obtains protected health information from

5 a health information trustee in violation of the Fair

6 Health Information Practices Act of 1994, knowing

7 that such obtaining is unlawful and with the intent

8 to sell, transfer, or use such information for profit

9 or monetary gain; and

10 "(2) knowingly sells, transfers, or uses such in-

1 1 formation for profit or monetary gain;

12 shall be fined under this title or imprisoned not more than

13 10 years, or both.

14 *^§ 1836. Knowing and unla^vful use or disclosure of

15 protected health information

16 "Whoever kno^\^ngl,v uses or discloses protected

17 health information in violation of the Fair Health Infor-

18 mation Practices Act of 1994, knowing that such use or

19 disclosure is unlawful, shall be fined under this title or

20 imprisoned not more than 5 years, or both.

21 **§ 1837. Monetary gain from knowing and unlawful

22 sale, transfer, or use of protected health

23 information

24 "Whoever knowingly sells, transfers, or uses pro-

25 tected health information in violation of the Fair Health

26 Information Practices Act of 1994, kno\ving that such
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1 sale, transfer, or use is unlawful, shall be fined under this

2 title or imprisoned not more than 10 years, or both.".

3 (b) Clerical Amendment.—The table of chapters

4 for part I of title 18, United States Code, is amended by

5 inserting after the item relating to chapter 89 the

6 following:

"90. Protected health information 1831".

7 TITLE II—AMENDMENTS TO
8 TITLE 5, UNITED STATES CODE
9 SEC. 201. AMENDMENTS TO TITLE 5, UNITED STATES CODE.

10 (a) New Subsection.—Section 552a of title 5,

1 1 United States Code, is amended by adding at the end the

12 follo\\ing:

13 "(w) Medical Exemptions.—The head of an agen-

14 cy that is a health information trustee (as defined in sec-

15 tion 3(b)(3) of the Fair Health Information Practices Act

16 of 1994) shall promulgate rules, in accordance with the

17 requirements (including general notice) of subsections

18 (b)(1), (b)(2), (b)(3), (c), and (e) of section 553 of this

19 title, to exempt a system of records \vithin the agency, to

20 the extent that the system of records contains protected

21 health information (as defined in section 3(a)(3) of such

22 Act), from all provisions of this section except subsections

23 (e)(1), (e)(2), subparagraphs (A) through (C) and (E)

24 through (I) of subsection (e)(4), and subsections (e)(5),
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1 (e)(6), (e)(9), (e)(12), (1), (m), (n), (o), (p), (q), (r),

2 and(u).".

3 (b) Repeal.—Section 552a(f)(3) of title 5, United

4 States Code, is amended by striking "pertaining to him,"

5 and all that follows through the semicolon and inserting

6 "pertaining to the individual;".

7 TITLE III—REGULATIONS; EF-

8 FECTIVE DATES; APPLICABIL-
9 ITY; AND RELATIONSHIP TO
10 OTHER LAWS
1 1 SEC. 301. REGULATIONS.

12 Not later than July 1, 1996, the Secretary shall pre-

13 scribe regulations to carry out this Act.

14 SEC. 302. EFFECTIVE DATES.

15 (a) In General.—Except as provided in subsection

16 (b), this Act, and the amendments made by this Act, shall

17 take effect on January 1, 1997.

18 (b) Provisions Effective Immediately.—^Any

19 provision of this Act that imposes a duty on the Secretary

20 shall take effect on the date of the enactment of this Act.

2 1 SEC. 303. APPLICABILITY.

22 (a) Protected Health Information.—Except as

23 provided in subsections (b) and (c), the provisions of this

24 Act shall apply to any protected health information that

25 exists in a State on or after January 1, 1997, regardless
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1 of whether the information existed or was disclosed prior

2 to such date.

3 (b) Special Purpose Trustees.—The provisions

4 of this Act shall not apply to any special purpose trustee,

5 except with respect to protected health information that

6 is received by such a trustee on or after January 1, 1997.

7 (c) Authorizations for Disclosures.—^An au-

8 thorization for the disclosure of protected health informa-

9 tion about an individual that is executed by the individual

10 before January 1, 1997, and is recognized and valid under

11 State law on December 31, 1996, shall remain valid and

12 shall not be subject to the requirements of section 122

13 until July 1, 1998, or the occurrence of the date or event

14 (if any) specified in the authorization upon which the au-

15 thorization expires, whichever occurs earlier.

1 6 SEC. 304. RELATIONSfflP TO OTHER LAWS.

17 (a) State Law.—Except as provided in subsections

18 (b) and (c), this Act shall prevent the establishment, con-

19 tinuing in effect, or enforcement of State law to the extent

20 such law is inconsistent with a provision of this Act, but

2 1 nothing in this Act shall be construed to indicate an intent

22 on the part of Congress to occupy the field in which its

23 provisions operate to the exclusion of the laws of any State

24 on the same subject matter.
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1 (b) Privileges.—This Act does not preempt or mod-

2 ify State common or statutory law to the extent such law

3 concerns a privilege of a witness or person in a court of

4 the State. This Act does not supersede or modify Federal

5 common or statutory law to the extent such law concerns

6 a privilege of a witness or person in a court of the United

7 States.

8 (c) Certain Duties Under State or Federal

9 Law.—This Act shall not be construed to preempt, super-

10 sede, or modify the operation of—
11 (1) any law that provides for the reporting of

12 vital statistics such as birth or death information;

13 (2) any law requiring the reporting of abuse or

14 neglect information about any individual; or

15 (3) subpart II of part E of title XXVI of the

16 Public Health Service Act (relating to notifications

17 of emergency response employees of possible expo-

18 sure to infectious diseases).

o
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Mr. CoNDlT. We have with us this morning a member who has

agreed, and I'm delighted to have her as a coauthor, a significant
coauthor and a strong supporter of this concept and this legislation,
and she's here this morning. If Mr. Thomas wouldn't mind, I'm

going to let her testify before we move to additional opening state-

ments.
Ms. Velazquez represents the 12th District of New York and is

a cosponsor. She will share with us this morning her own story
about the improper disclosure of sensitive health information.

This morning we will also receive testimony from the Clinton ad-

ministration, represented by Nan Hunter, deputy general counsel
at the Department of Health and Human Services, and we will also

hear from a public opinion poll on health privacy issues. Equifax
has performed an important public service by sponsoring this very
timely survey. Equifax is represented today by Mr. Baker, who is

senior vice president, and we're delighted to have him here and
welcome his participation in this issue.

The analysis will be provided by Professor Alan Westin of Colum-
bia University. Professor Westin is one of the leading privacy schol-

ars. He's conducted the first study on computer and health records
in 1976.
And I'm going to have to kind of back up just a little bit before

we allow my colleague to make her opening statement and welcome
the chairman of the full committee here this morning and tell him
that we welcome him and appreciate his interest in this issue and
thank him for allowing us to proceed ahead in this area, and let

him make any statement that he cares to make. Chairman Con-

yers.
Mr. CONYERS. Thank you very much. Chairman Condit. And my

colleagues on the subcommittee, good morning.
We're delighted that Ms. Velazquez will be our first witness be-

cause this bill, and I'm very happy to be associated with it, is a
landmark bill. For the first time, we're putting together some
rights and responsibilities in keeping the most sensitive of informa-
tion that is maintained by our citizens, namely, health care infor-

mation.
The bill was put together with a group of people interested in

this subject, and I am absolutely delighted that it has come out in

the form that it has. And I want to commend the chairman because
in the information age, these records are now becoming more easy
to be misused, and we're providing the first protections.
And this is an important part of jurisdiction of the Grovernment

Operations on the health care bill. It will be coming forward as a

single free-standing bill, so it isn't going to turn on which particu-
lar measure ultimately succeeds in the three committees.

I'm pleased that I can be here merely to identify how strongly
I support it and will be looking forward to working with you, your
subcommittee and the witnesses as we move this forward. Thank
you very much.

[The prepared statement of Mr. Conyers follows:]
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STATEMENT OF THE HONORABLE JOHN CONYERS,JR.
CHAIRMAN

COMMITTEE ON GOVERNMENT OPERATIONS

I would like to thank the Gentleman from California, Mr.
Condit, for his hard work on this important legislation. H.R.
4077, of which I am proud to be an original cosponsor, is really
a landmark bill. The bill comprehensively addresses the health
care records of every American and offers both the promise of
privacy and the assurance of accuracy. Medical records are among
the most private and the most sensitive of any information
maintained on our citizens. The deliberate or inadvertent
release or misuse of these records can have catastrophic
consequences for individuals. Congresswoman Valazquez will
testify about that, if anyone has any doubts.

In addition to guaranteeing privacy for medical records, the
bill accords certain rights to individuals to ensure that their
medical records are accurate, timely, relevant, and 'complete.
Individuals will be able to inspect their records and make
corrections or additions.

As we move into the information age, and as records become
more computerized and more easily misused, this bill will provide
the protections required to ensure the privacy of medical
records. Insurance, employment, and other important decisions
made on the basis of medical records which a patient has not
agreed to disclose is a real threat to every American.
Similarly, if decisions are made on the basis of faulty
information contained in medical records, the damage can be just
as serious.

This bill is a valuable contribution to the health care
debate in this country. No matter what type of system is finally
agreed upon by this Congress, this legislation will be an
essential component. It has been developed in close consultation
with experts on medical issues and privacy, and I hope that it
receives the strong support of the Administration that it
deserves. I commend Mr. Condit for his efforts.
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Mr. CONDIT. Thank you, Mr. Chairman.
Ms. Velazquez is, as I mentioned, a representative from the 12th

District of New York and we're honored and delighted to have you
here this morning. I really appreciate your support and participa-
tion. Thank you.

STATEMENT OF HON. NYDIA VELAZQUEZ, A REPRESENTATIVE
IN CONGRESS FROM THE STATE OF NEW YORK

Ms. Velazquez. Good morning, Mr. Chairman, and members of

the committee. I would like to thank you, Mr. Chairman, for con-

vening this very important hearing and for giving me the oppor-
tunity to testify.

Let me begin by stating that the only reason I have the strength
to come here before you today and discuss this very difficult per-
sonal experience is because of the outpouring of love and support
from my friends and constituents since its occurrence. I am in-

debted to them for standing behind me in my hour of need.
Mr. Chairman, technology is a double-edged sword. It provides us

with more efficient ways to store and disseminate information, but
it also poses significant problems in controlling access to sensitive

data.

As policymakers, we should support the development of new
technologies, such as the information superhighway, which improve
our quality of life, but we must protect the rights of individuals,
especially in the area of privacy.
With the existence of such entities as the Medical Information

Bureau, which was created by insurers to reduce fraud, and which
contains information on 80 percent of health insurance policies in

the country, and with State motor vehicle departments sending in-

formation, it is very hard to keep sensitive data from ending up in

the wrong hands.

During my campaign for Congress, I realized that no one is im-
mune to privacy violations. I had my private, personal medical
records leaked to the newspapers in New York City. Every time I

talk about this I relive it. The story of my experience is very dif-

ficult for me to discuss, knowing the stereotypes that exist regard-
ing mental illness.

A few years ago I sought needed medical treatment after a sui-

cide attempt. I went to the hospital confident that I will receive
treatment and that my experience will be private, between me and
my doctor.

Let me explain to you what happened to me 1 year later. I had
just been through the most difficult challenge of my life. For 4

grueling months I walked the streets of my district, campaigning
to represent the people of the 12th Congressional District in Con-
gress.

I went up against an 18-year incumbent with a vast war chest.
In addition, there were four other Latino candidates in the race.
The conventional wisdom was that one Latino couldn't win against
those odds.

Well, I beat the odds. For a Puerto Rican woman from a commu-
nity that has little money and few resources, there were tremen-
dous odds.
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Just imagine what I felt 3 weeks after I won this victory in the

primary when I woke up one morning with a phone call from my
friend, Pete Hamill, a reporter at the New York Post. He told me
that the night before, the Post has received an anonymous fax of

my records from St. Claire Hospital. The records showed that I had
been admitted to the hospital 1 year ago seeking medical assist-
ance for a suicide attempt.
He told me that the other newspapers across the city had re-

ceived the same information and the New York Post was going to

run a front page story the next day. For the press, it was a big
story. For me, it was a humiliating experience over which I had no
control.

How ironic that 3 weeks before, when I won the primary, I did
not make the front page of the New York Post, but my suicide at-

tempt of 1 year ago did. My records were leaked for one purpose
only: To destroy my candidacy for the U.S. House of Representa-
tives by discrediting me in the eyes of my constituents.

Very few people knew about my situation, and I made the deci-
sion of not sharing it with my family. I wanted them to always re-

member me as a fighter
—happy and strong. My father and mother,

80 years old, they did not understand, and they still do not under-
stand.
When I found out that this information was being published in

the newspaper and that I had no power to stop it, I felt violated.
I trusted the system and it failed me. What is most distressing is

that once medical records leave the doctor's office, there are no
Federal protections to guard against the release of that informa-
tion.

In some States it is easier to access a person's medical record
than it is to obtain the records of a person's video rentals.

After my experience, many people approached me and told me of
their fears that records of their doctors' visits could be made public
if they sought treatment for mental illness. It is this fear of being
discriminated against that prevents people from seeking the treat-

ment that they need. This fear also speaks to the larger issue of
the stigmas attached to mental illness and treatment for mental ill-

ness.

Part of the Hippocratic oath reads, "Whatsoever things I see or
hear concerning the life of man, in any attendance on the sick or

even apart therefrom, which ought not be voiced about, I will keep
silent thereon."

I realize that laws governing disclosure of medical records vary
from State to State, but it is distressing that sometimes all medical

professionals do not abide by that part of the oath.

I do not profess to be an expert on all the legal ramifications of

comprehensive privacy legislation, but I do believe that we need

stringent, uniform, and thorough standards for the disclosure of

medical records, with the necessary medical and legal exceptions
that must be adhered to by all medical practitioners and adminis-
trators.

I appeal to everyone not as a politician but as a victim, someone
whose personal medical records were released to the press and the

public without approval or even advanced notice, someone who has
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experienced the pain and lingering effects of having intimate per-
sonal experienced exploited.
We must preserve an important historic principle underlying pa-

tient care: The preservation of confidentiality, the privacy and se-

curity of sensitive personal information.

President Clinton's Health Security Act, H.R. 3600, contains
medical record and privacy provisions which are an important first

step toward protecting the innocent victims from the unscrupulous
use of medical records, but they need improvement.

In the area of privacy, the bill only provides for the development
and implementation of a health information system which would
enable a National Health Board to collect, report and regulate the
dissemination of health information. The President's bill further
authorizes the same board to set standards regarding the privacy
of individually identifiable health information.
The problem is that the bill provides no clues or guidelines as to

what the standards should be or how they plan to reconcile the fu-

ture standards with the various State rules regarding disclosure of

medical information.

Furthermore, the technological improvements to the collection

and storage of medical information which the President proposes,
such as the computerization of medical records and implementation
of a health security card, drastically increases the number of indi-

viduals with access to private medical information.
I recognize that computerization may lead to reduced medical

costs, facilitate exchange of information between medical profes-
sionals and prevent fraud, but computerization also increases the
likelihood that an individual or group will attempt to obtain such
information without the consent of the patient.

Despite the problems that I have outlined regarding the storage
and disclosure of medical information, there is hope. That hope
springs from the efforts of Chairman Condit and his introduction
of H.R. 4077, the Fair Health Information Practices Act of 1994.

I am proud to say that I am an original cosponsor of this very
important piece of legislation. H.R. 4077 will establish uniform,
comprehensive Federal rules governing the use and disclosure of
identifiable health information and specify the responsibilities of
those who collect, use, and maintain health information. The bill

also will provide criminal penalties for privacy violations and give
patients the right to sue for damages. It is my sincere hope that
the Congress supports this measure.
Mr. Chairman, I am one of the lucky ones, for a number of rea-

sons. First, I was able to afford the treatment that I needed to re-

cover. It frightens me to think how many people suffer in depres-
sion and despair because they cannot afford the professional serv-
ices or medicine that can make them whole again.

Second, I received a great deal of support from my community,
and luckilv did not have my credibility diminished in their eyes.
Most people are not so lucky. Most people are forced, because of the
fear and social stigma attached to mental illness, to not seek medi-
cal treatment. Further, the release of their medical records, if they
seek treatment, could cripple their chances for credit or work or so-

cial acceptance.
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It is important for you to recognize, Members of Congress, that
the only reason I am able to testify about this experience, as a pro-
ductive member of society, is because I had the strength of will, the
financial means and the support of my community.
And speaking of support, I want to take this opportunity to ex-

press my appreciation and gratitude to Tipper Grore, the Vice Presi-

dent's wife, for all of her commitment, compassion, and work on be-

half of mental illness. I personally shared my experience with her
and she has been very sensitive and supportive.
Mr. Chairman, I would like to commend you for your dedication

and hard work on the issue of privacy. I sincerely hope that our

colleagues will join us not only in working diligently to pass H.R.
4077 but also in addressing the larger issue of mental illness.

Thank you.
Mr. CONDIT. Thank you very much. I would like to commend you

for being here and sharing your personal story. You're very coura-

geous to do that, and it's extremely helpful for this committee and
for the Congress to understand the issue.

I believe most Americans would be surprised and not especially

pleased if they knew that they may be in the same kind of cir-

cumstances, that their information is available and could be used,
and used in a way that wouldn't be helpful to them. So it's very
helpful for you to be here.

One of the premises of the bill is that both doctors and patients
are confused about confidentiality rules. Do you agree that a uni-

form set of rules would help to lessen the confusion and bring
about better compliance?
Ms. Velazquez. Yes, sir. I totally agree, Mr. Chairman. As I

pointed out in my testimony, uniform Federal guidelines for the

protection of a person's medical record, it is a must if we want to

guarantee that the rights of people will be protected, and also that

patients will not fear when they are in need, for seeking profes-
sional help.
Mr. CONDIT. What has been the public reaction to the disclosure

of your private health records? Did it make people nervous that
their own records are vulnerable to improper disclosure?

Ms. Velazquez. Definitely. Many people approached me in the

streets and some of them shared with me that they have gone
through the same kind of experience that I have gone through, and

they expressed their fear, that they don't feel that there is any pro-
tection for them to feel comfortable enough in seeking professional

help.
Mr. CONDIT. So actually, it's kind of a double problem because

people live in fear that someone would disclose it, and it also would

keep them from going in and getting help to help themselves,

right?
Ms. Velazquez. Well, even mvself now. Whenever I need, I have

to go and see a doctor, it's just tnat it comes back to me. It's haunt-

ing me.
Mr. CONDIT. H.R. 4077 proposes stiff criminal penalties for viola-

tions. It also provides for civil lawsuits against those who improp-

erly disclose protected health information. Will these stiffer rem-
edies serve as a deterrent in the misuse of health information, in

your opinion?



99

Ms. Velazquez. I cannot say here that it will solve all the prob-

lems regarding privacy, but at least people will feel more com-

fortable. And also, those who might think of revealing this type of

information will think twice before they do it.

Mr. CONDIT. Mr. Thomas, do you have any questions? Or do you
want to make your opening statement now? You're welcome to do

so.

Mr. Thomas. Well, let me just have one question. I appreciate

very much your being here and your testimony.
As you reviewed this circumstance, do you think this was a

breach of a system that's now in place or the lack of regulations?
Wasn't it wrong for this to be released under the current ethics, at

least, and rules?

Ms. Velazquez. It was wrong but I think that we need to have
uniform guidelines at the Federal level because, as we know right

now, it is the States—it will vary from State to State.

Mr. Thomas. Your experience was within your own community.
Ms. Velazquez. I don't understand.
Mr. Thomas. Interstate has little to do with your particular expe-

rience.

Ms. Velazquez. I know, but I think that the lack of protection
that exists and the fact that we don't have any Federal laws gov-

erning this, you know, people think that they could get away with

this.

Mr. Thomas. OK, thank you.
Mr. CONDIT. Mr. Horn.
Mr. Horn. Could I yield to my colleague?
Mr. CONDIT. Absolutely.
Ms. Ros-Lehtinen. Thank you. Thank you. Congressman Horn,

and thank you, Mr. Chairman.
It's a pleasure for me to be here today and listen to the very

moving and courageous and dignified, professional yet very heart-

felt testimony of my dear friend, Nydia Velazquez, who is certainly
a role model, not only for the young women in her district, but I

can tell you that she's a role model for the young women in my dis-

trict who know who Nydia Velazquez is and look up to her, as she
is a role model for all Hispanic young ladies, especially.
And I'm very proud to say that she's my friend. It's been a pleas-

ure for me working with her this short time that we've known each
other. But certainly, Nydia, your words and your personal experi-
ence will change lives and will give hope to so many people who
suffer with mental illness. And I'm very sure that your personal ex-

periences will help others seek professional help, and it will not act

as a deterrent.

The unfortunate campaign against you, I think, really as difficult

as it was for your personally, will change lives forever. And I hope
that it will not cause people to be deterred in seeking professional

help but will actually help them in making that uncomfortable yet
very important decision.

And I congratulate your constituents also in handling these dis-

closures correctly, putting them in the proper light, that they were

just a political smear against you, and I know that you have made
Congress a better place by you being here. And I hope that you will
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continue to be with us for many years. I thank you for your testi-

mony today.
Ms. Velazquez. Thank you, Ileana, for those words.
Mr. CONDIT. Mr. Horn.
Mr. Horn. Thank you, Mr. Chairman. I join with what my col-

league has just said.

I'm curious. Did they ever find out who released your records? Is

that known?
Ms. Velazquez. It's still under investigation by the DA in Man-

hattan so I cannot at this moment disclose any information regard-
ing that matter.
Mr. Horn. So there are various laws of the State of New York

that also apply?
Ms. Velazquez. Oh, yes.
Mr. Horn. One of my concerns, and I wonder what your advice

would be on it, is when you look at how medical records are kept,
both in hospitals and in an office, what we're talking about is rath-

er large organizations with a lot of employees have access. Each
doctor seems to become a small business, given all the forms that
one must fill out.

And as I've walked through both doctors' offices and hospitals,

you often see a whole wall filled with files in some sort of order,
either alphabetic or by case number. And the thought comes to

mind as to how one pins responsibility on the protection of those
records because almost any member of a changing staff might have
access and pull out the record. You'd never even know it's gone be-

cause there are hundreds of other files on the same shelf, every-

thing cramped together.
What's your thinking on that as to how responsibility might be

pinned to protect records when so many people, who are fired or

retired or leave with a grievance against their employer, have ac-

cess to those records?
Ms. Velazquez. Well, I am not an expert in terms of manage-

ment, hospital management, but I think that it's the hospital's re-

sponsibility to make sure that a system is in place to protect the

rights of people to privacy. And I understand what you're saying.
There are many people who might have access, but they have to

hold those people who have access responsible for their acts.

And ultimately, it's the hospital's responsibility.
Mr. Horn. Well, the real problem is when the act occurs, does

anyone even know it's occurred until it hits the papers and you
start tracing things back? So that's the thing you have to grapple
with.

If I'm an employee and I have not been given a raise, I might
be mad at the administrative section head in a hospital, the doctor

in whose office I'm working, take some key files with me and use
them for mischief and damage, just to hurt my employer. And so

how do we deal with that problem?
Ms. Velazquez. How do I deal with the pain of having my

records released?
Mr. Horn. I take it there's no answer how we deal with that

problem. Thank you, Mr. Chairman.
Mr. CoNDiT. Ms. Woolsey.
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Ms. WOOLSEY. I'm sorry that I missed my colleague's testimony,
I just want you to know, as your colleague and your friend, I'm

sorry that happened to you.
I'd like to respond to Mr. Horn. The hospital is the ultimate ac-

countable entity at that point. If the hospital has a system that an

employee, whether or not that employee is being mischievous or

not, can get into patient files, it is that hospital's responsibility.

This is what we have to be looking at.

Nydia, I just think you've been so brave, and thank you for shar-

ing your experience with us so that we can learn from it and do

everything we can to make sure it doesn't happen again, to any-

body.
Ms. Velazquez. Thank you.
Mr. CONDIT. Nydia, thank you very much. You're welcome to stay

with us. I know you have a busy schedule, but we appreciate your

support and help with this.

Ms. Velazquez. Thank you, Mr. Chairman.
Mr. CONDIT. Let's do this, if we can. We have a journal vote and

it started exactly 1 minute ago. Let me ask if any members have

opening statements they'd like to make. Mr. Thomas.
Mr. Thomas. Yes, sir, very briefly. First, let me thank you for

calling today's hearing. I think as individuals and families become
more mobile, protecting the privacy obviously is going to be a prior-

ity for this Congress, as we make changes in the health care pro-

gram.
Protection of medical records is not simply a result of health care

reform, however. With the development of advanced technology and
the move toward computerization, records become more sensitive

and the information bank, of course, has expanded.
Now that the President has proposed a massive government in-

volvement in the health care system, confidentiality laws will be-

come even more vital. On page 861 of the Health Security Act it

requires doctors to report every patient visit to a national data

base, along with their complete medical history.
It's difficult enough securing information as it flows through the

various private payment and treatment processes, but it will be
even more difficult once the Federal Government is in charge and

people are carrying health security cards, perhaps with a chip in

them, with their Social Security numbers on them.
The people of Wyoming do not want their lives open, as do the

rest of the people, to a computer chip. That's why I look forward
to these hearings and our witnesses regarding their assessment of

4077. I'd like to know how it coincides with the other current

health reform proposals, because the administration's plan, of

course, is not the only kid on the block, and indeed will probably
not emerge as it came in.

Regional health alliances and national health boards are too com-

plex, in my view, for people to swallow. So if the Congress changes
these provisions, then how do we deal with this issue? And I think
that's an important one.

So Mr. Chairman, I appreciate it and thank you for letting me
participate in the hearings.
Mr. CONDIT. Mr. Horn.
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Mr. Horn. I commend you, Mr. Chairman, for crafting this legis-

lation and for holding 3 days of hearings, and I think in the course

of that we'll try to look at all the ramifications of it.

Mr. CoNDiT. Ms. Woolsey.
Ms. Woolsey. Thank you, Mr. Chairman. I'd like to thank you

for introducing H.R. 4077 and addressing an issue of such great

importance to every individual in this country—that's the privacy
of personal health information.
And like my colleague. Representative Velazquez, has said, a

person's medical records may contain the most private and inti-

mate details of their life, details that only doctors and patients
need to know.
So as technology advances we need to use that technology in

order to protect confidentiality.
We have a chance right now to do

it right. So let's do it, and I look forward to working with you on
H.R. 4077.

[The prepared statement of Ms. Woolsey follows:]
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OPENING STATEMENT
INFORMATION, JUSTICE, TRANSPORTATION AND AGRICULTURE SUBCOMMITTEE

H.R. 4077
FAIR HEALTH INFORMATION PRACTICES ACT

CHAIRMAN CONDI T, I WOULD LIKE TO THANK YOU FOR INTRODUCING THE
FAIR HEALTH INFORMATION PRACTICES ACT, H.R. 4077, AND FOR HOLDING
TODAY'S HEARING.

H.R. 4 077 ADDRESSES AN ISSUE OF GREAT IMPORTANCE TO EVERY
INDIVIDUAL IN THIS COUNTRY- -THE PRIVACY OF PERSONAL HEALTH
INFORMATION.

A PERSON'S MEDICAL RECORDS MAY CONTAIN THE MOST PRIVATE AND
INTIMATE DETAILS OF THEIR LIFE- -DETAILS THAT ONLY DOCTOR AND
PATIENT NEED TO KNOW.

AS TECHNOLOGY CONTINUES TO ADVANCE AT A RAPID PACE, WE WILL SEE
NUMEROUS GREAT BENEFITS TO OUR HEALTH CARE SYSTEM. HOWEVER,
ADVANCED TECHNOLOGY ALSO CREATES A SITUATION IN WHICH IT IS
DIFFICULT TO REGULATE ACCESS TO PRIVATE HEALTH INFORMATION. I

BELIEVE THAT WE MUST ADDRESS THE PROBLEMS ASSOCIATED WITH
TECHNOLOGY AND AN INDIVIDUAL'S RIGHT TO PRIVACY WHILE CONTINUING
TO SUPPORT EFFORTS TO CREATE INNOVATIVE TECHNOLOGIES.

CONGRESS MUST ENSURE THAT FAIR INFORMATION PRACTICES MUST ARE
INCLUDED IN THE HEALTH REFORM LEGISLATION THAT IS PASSED. WE
WILL COMMIT A GREAT DISSERVICE TO THE AMERICAN PEOPLE IF WE DO
PROVIDE INDIVIDUALS WITH SUFFICIENT SAFEGUARDS REGARDING THE
DISCLOSURE OF HEALTH INFORMATION. THAT'S WHY I BELIEVE THESE
HEARINGS ON CHAIRMAN CONDIT'S BILL SO SIGNIFICANT.

I WOULD LIKE TO THANK OUR WITNESSES FOR BEING HERE TODAY. I LOOK
FORWARD TO HEARING THEIR VALUABLE TESTIMONY.

THANK YOU, MR. CHAIRMAN.

QUESTIONS
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Mr. CONDIT. Thank you very much. We're going to recess for a
few minutes. We'll be back at approximately 10:20 to reconvene
and Ms. Hunter will be our next witness.

[Recess taken.]
Mr. CONDIT. We'll reconvene. It is the policy of the subcommittee

to swear in all our witnesses.

[Witness sworn.]
Mr. CoNDiT. Thank you for your patience. The floor is yours.

STATEMENT OF NAN D. HUNTER, DEPUTY GENERAL COUNSEL,
DEPARTMENT OF HEALTH AND HUMAN SERVICES

Ms. Hunter. Thank you very much, Mr. Condit. It's a pleasure
to be here.

I want to begin by acknowledging the difficulty of following such
dramatic and heartfelt testimony as that which was presented by
Congresswoman Velazquez. But one thing I think that we can all

agree on is the importance of the subject matter that we're discuss-

ing this morning.
We believe, as a number of persons have stated, that privacy pro-

tections at the Federal level are long overdue. The privacy law that
exists now is skimpy, and there is no single, comprehensive, na-

tionally applicable set of legal controls on health care information.
From the point of view of the administration, privacy protections

are an integral part of the system, not just a luxury but a neces-

sity. Privacy is a first principle of the administration's approach to

health care reform.
We believe that if properly configured, privacy law can form the

backbone for a health information system of the kind that we think
is essential to health reform.
A health system that is as large and diverse and comprehensive

as the American health care system needs the kind of careful and
well designed controls that we are trying to formulate in the con-
text of this legislation.
At the same time, these controls have to allow for the multiple

important uses of information that the American people need. Reli-

able data are essential for research, for monitoring access, for pub-
lic health, including the assessment of access by vulnerable popu-
lations, and for policing fraud and abuse in the

system. And, of

course, even the basic functions of payment and funds transfer can-

not operate without an adequate information system.
As you know, the President's proposal for health care reform rec-

ognizes that confidentiality protections are essential for the system
and for the information that flows through the system. It envisions

the National Health Board issuing confidentiality guidelines within
2 years for the new information system, and witnin 1 year later

proposing legislation that would be comprehensive.
Your bill offers immediate Federal legal protections for all health

care records. We welcome this proposal and we're eager to work
with you on it.

The committee and the staff have done an excellent job in formu-

lating proposals for an area of law that is both extremely com-

plicated and extremely important. We believe this is a real service

to the Congress as we embark on health care reform, and we are

extremely appreciative of that work.
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The proposed legislation that you have introduced has require-
ments to carry out many of the same

policy goals that are in the
President's bill. Let me note where the two Dills are consistent, be-

cause they're consistent on all the main, important principles.

They reassure patients that there are orderly processes for deal-

ing with health care information. The duties provisions of your bill

are especially important in that regard.
Your bill would require, as ours would, that individuals would

have to be told of the intended uses of information about them.
Under your bill there would be accounting of disclosures except in

certain specified situations where that would not be appropriate,
such as, for example, an ongoing law enforcement investigation.

Individuals would be able to see and get a copy of their records
and offer corrections under both our bills.

There would be a basic protective requirement that any disclo-

sures, even if authorized, would be limited to the minimum amount
of information necessary to achieve their purpose. That would also
be true under your bill for any authorized uses of information.
And all holders of records would have to establish strong security

safeguards so that only authorized persons could have access to the
records.

This is a situation, actually, where computers and computeriza-
tion are quite helpful, in a situation like the one that Congress-
woman Velazquez described. And in response to the question from
Mr. Horn, we can prevent and track access to records that are held
in computers in a much more efficient way than we can do now
with paper records.

Both bills also call for remedies with teeth at the Federal level.

These are fundamental principles regarding confidentiality of medi-
cal records, and we agree with you that they should be required by
law.

Now, of course, one of our biggest concerns is how the proposed
structure of your bill would interact with the larger information
framework that we envision for health care reform.
One can think of health care information in two general cat-

egories. There is the universe of medical records, as we now know
them, records that our doctors and hospitals keep on all of us, and
some of those records can be quite extensive.

Second, would be, under health care reform, information in new
systems that, apart from health care reform, are already being de-

veloped at State and community levels. That new information
would not include or encompass the universe of medical records.
And here I want to correct a misimpression that was stated ear-

lier. The President's bill does not call for the recording or the re-

porting of the universe of medical records to any central national
data bank. Indeed, we don't envision any central national data
bank of sensitive medical information.
We envision a network of data systems. The structure of our bill,

in calling first for the board to promulgate regulations, would per-
tain to the new system geared to enrollment and claims data. And
then we had envisioned legislation calling for regulation of the uni-
verse of records. You have gone ahead and proposed legislation re-

garding the universe of records. And, as I said, we welcome this
and hope to work with you on it closely.
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I want to describe the network of data systems briefly because
it's relevant to our concerns regarding the bill that you have intro-
duced.
We envision a system that includes uniform data standards that

would be efficient and would produce enormous savings in the kind
of duplicative recording and reporting for basic ninctions like
claims and payment that exist now.
We do not require and the bill does not require or impose any

requirement that all medical records be computerized. Obviously
the system is moving in that direction, but that is not a require-
ment that's imposed by the President's bill.

What we envision is a data network in which certain core infor-

mation that's necessary to operate the system would be transmit-

ted, not a comprehensive national data base.
I want to address the health security card both because it's rel-

evant to privacy and because it's important to correct

misimpressions. It's a card that would be used from the consumer's
point of view and the provider's point of view, to eliminate an enor-
mous amount of paperwork and duplicative recording and report-
ing. At the point of service swiping the card would be the end of
what is now an enormous amount of paperwork for the patient, and
it would also enormously simplify what the individual physician or
other provider had to do.

It is not set out in the President's bill as a smart card. It is not
set out in the President's bill as being connected to any large data
base. It would not increase access to sensitive medical information
because the only information encoded on the card would be the in-

formation that was necessary to operate the basic function of

accessing service and securing the payment and the record of that
service.

The information in the new system, as I described that category
before, would consist of enrollment data, obtained when people en-
roll in the system, and a minimum core data set of encounter data
or claims data. The encounter data, as I said before, would not in-

clude all medical records, that universe of medical records that doc-
tors have about all of us. And we do not envision all sensitive medi-
cal information being ever a part of the system or accessible by any
kind of centralized computer access.

But this information system would have tremendously important
and publicly beneficial functions. One is the research and statis-

tical function by which the information system can produce aggre-
gate information on the operation of the health care system, on
who has access, on how it is utilized.

This kind of activity depends on access to the encounter data and
enrollment data that would fiow through the system, but does not
use patient identifiers in its results and does not and should not
be used to affect patients individually.
The bodv of information available from this data would be enor-

mously valuable for research and statistical analysis about medical

treatments, disease, access, and so forth. The compilation of the
limited data that I've described could occur at regional data cen-

ters, which are described in our bill.

The configuration, the number and location of regional data cen-
ters will be determined when the system is implemented. That re-
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gional data centers could be single, discrete entities. It's also pos-

sible that they could be a consortium of interests, either running
a single data system or a network of data systems. This is already

beginning at the State and local level.

But whatever their configuration, they would be capable of per-

forming the research and statistical function and they would and

should be subject to the same privacy standards as other entitities.

We believe that the highest degree of protection under the law

should be applied to the encounter data flowing to the regional

data centers, when those data are used for research and statistical

purposes.
Legal safeguards comparable to those which govern the Census

Bureau could be appropriate for the research and statistical func-

tions of regional data centers. By that, I mean that those functions

could be immunized from the scope of reporting laws and judicial

process, just as the Census Bureau is.

Individual providers would still be subject to the disclosure rules

set out, for example, in your bill, so that they would be allowed to

make the disclosures permitted for health use trustees, such as

those, for example, for disease reporting, when a doctor reports dis-

ease to a public health authority.
But we believe that there are several key features that the com-

mittee might consider with regard to this special research and sta-

tistical function under health care reform. The committee might
consider creating a different trustee class for entities that serve

this function, tailored to provide explicitly for the appropriate rules

for disclosure of data in the context of these functions, and provid-

ing additional protections beyond what your bill envisions, such

protections that would ensure that such data would never be used

in an inappropriate way against an individual, and that disclosures

in the context of research, for example, would take place only when
there was a demonstration that there was no practical way to con-

duct the research or statistical activity without identifiers and that

there was a reasonable possibility of accomplishing the intended in-

quiry. The law should also make sure that the recipient had adopt-
ed security measures, and was using institutional review board

procedures, and require researchers and other recipients to operate
under the same principles.
This is the major suggestion that we want the committee to con-

sider. Let me just briefly mention a few other areas where we want
to draw the committee's attention.

One is the role of oversight and policing fraud and abuse. Your

bill, as written, provides for disclosure of records for purposes of

oversight, and we believe that's good and that's important. Units

from my Department of Health and Human Services, such as the

inspector general's office, and other units of the government are

very involved in policing fraud and abuse, including some units in

the Department of Justice and other entities.

When there is an investigation of fraud or abuse in the context

of the health care system, we believe that the bill has to provide
for appropriately protected disclosures, limited to those uses, as

they would be in the bill, but which would not prevent that very

important function from taking place.
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The Department of Justice—both the Department of Health and
Human Services and the Department of Justice, I might add, will

be providing more detailed comments on the bill, and these are

among the areas that we hope to work with you in the future.

Two other areas. One is preemption, an extremely difficult, com-

plicated legal issue. Here I think one needs to consider several fac-

tors. One is that the protections that are provided in this bill and
in State laws are important with regard to the ways in which, in

the public health field, States have been able to develop specific

procedures and specific reporting protections and processes.
One also needs to consider, however, that there is enormous ben-

efit from a totally preemptive Federal standard for situations in-

volving filing of claims electronically and other activities involving
transmission of information. Especially in the area of payment and
other kinds of financial information, the question of preemption is

tremendously important.
Lastly, I want to just touch briefly on an area that comes up for

many entities, including the Department of Health and Human
Services, which actually operates systems of health care records,
and that is the question of when the protections envisioned would
terminate.
The traditional rule is that privacy protections terminate upon a

patient's death. There has been some discussion of whether there
should be some privacy protection that extends past the point of

death.
We believe that the traditional rule is one which provides us and

other health care providers a bright line that is necessary to any-
one who administers a system of records. It is possible that some
alteration of what that bright line is, such as an extension of 1 or

2 years, might be appropriate in some instances to protect against
certain kinds of abuses, but what we feel is most important on this

topic is clarify, and that any extension that be considered not be
an extension past a reasonable amount of time.

Again, I want to emphasize how pleased we are that the commit-
tee has undertaken this work, how important it is and how impor-
tant we view it, and we look forward to working with you.

[The prepared statement of Ms. Hunter follows:]
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I am Nan Hunter, Deputy General Counsel, U.S. Department of
Health and Human Services. I am happy to be here to discuss the
bill you have introduced, H.R. 4077, to provide a code of fair
information practices for health information.

The topic is vitally important and we are pleased that you share
our vision for careful, respectful treatment of health
information. Personally-identifiable health information is used
for many purposes to benefit individuals and for broader societal
needs. The challenge in legislating rules for confidentiality is
always how to strike the best balance between those purposes and
the rights of individuals. Let me begin by discussing the
principles which underlie our concern for protecting health in-
formation.

The Reasons for Confidentiality

The primary goal of confidentiality in health care is to permit
patients to be totally frank about facts which bear on their
health, and to subject themselves to examination and tests which
reveal facts about them. Without confidentiality protection,
sick people would be faced with having to choose between
revealing information to obtain treatment, or retaining their
privacy — a cruel choice, and one that would in some cases lead
to untreated disease, or falsified information.

In public health and research there are equally pressing reasons:
we want the patient to be frank not only for his or her own sake,
but also for the health of society more generally. Only if we
keep the patient's confidences will he or she be candid about
sensitive matters. This permits us to intervene to protect
others and interrupt the spread of communicable disease, and to
ga.ther accurate information for research about disease.

Ethical Principles

The traditions and ethical principles of the medical and other
health care professions have long called for confidential
handling of information about patients. For physicians, the
obligation is found in the Hippocratic Oath, dating from the
fourth century B.C., and is continued in current ethical
statements. Other professions have similar ethical principles
and codes of conduct. At the same time, the development of the
health care system has led to use of records by many organiza-
tions that do not care for patients, and are not subject to the
traditional ethical and social norms of the healing professions.

Legal Protections

Legal protections for health-care information today are skimpy
and uneven at best, as the subcommittee is aware. They exist
primarily at the state level, and they vary greatly. A few
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states have comprehensive health-care information confidentiality
statutes, including two (Montana and Washington) which have
enacted the Uniform Health-Care Information Act of the National
Conference of Commissioners on Uniform State Laws. Many have
statutes covering particular types of information (like HlV-in-
fection and mental health information) , and some have statutes
covering insurance information, including health information
about beneficiaries. In addition, there is some case law
establishing confidentiality duties.

The well-known physician-patient privilege (which most states
have in some form) , where applicable, applies only when the phy-
sician is asked to testify in court or in similar proceedings.
It has nothing to do with decisions physicians or health care
facilities make about disclosing patient information in other
situations.

The only Federal health record confidentiality law covering the
nation generally is one protecting information about patients in
Federally-assisted drug and alcohol abuse treatment progrzuns.
The Privacy Act covers Federal records, including health records,
held by Federal agencies that provide health care, such as the
Department of Veterans Affairs, the Indian Health Service in the
Department of Health and Human Services, and the military
services. For health records of the Department of Veterans
Affairs, two confidentiality laws apply, including one which
provides specific protections for drug and alcohol, HIV infec-
tion, and sickle cell anemia records.

All these laws permit certain uses of patient information without
the consent of the patient.

The array of existing laws provides some protection, but, as you
know, there is no single, nationally-applicable set of legal
controls on health care information.

Privacy Standards for an Information-Intensive System

A health care systea as diverse and comprehensive as the U.S.
health care systea needs careful and well-designed controls on
the use of information, to minimize risks to the privacy of
patients. At the saae time, these controls must allow for the
appropriate use of information in providing health care to the
American people.

Health records are used for many purposes today — in the
delivery of care to individuals, to operate the health care
system, and for other purposes that are compatible with and
related to the delivery of health care. People who work in a
health care facility, in treating patients or in related
activities like billing, need access to patient records.
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Patients routinely authorize disclosure to health insurers to
obtain reimbursement. Records are used for research to gain new
knowledge to prevent and treat illness, often with patient
identifiers so they can be linked with other records, although
without further use or publication of the identifiers. Quality
reviews and audits to assure that payments and reimbursements are
correct require access to records. In some instances, medical
conditions are reported to public health agencies, to permit
investigation, and, as necessary, intervention. Health records
frequently can be critical evidence in investigations and
prosecutions of unscrupulous health care providers who defraud
insurance programs, or deny their patients quality care.

Strong privacy protections can, if properly configured, form a
backbone for the health information system that is essential to
health reform. Legal controls of the type the subcommittee is
considering prevent disclosures that are not appropriate or
necessary. They reassure patients that there are orderly
processes for dealing with their information, even if there is
not absolute secrecy. They regulate government access to and use
of information about people. They ensure that patients can see
their own records if they wish, and provide remedies for patients
whose records have been improperly used or disclosed.

Cajreful protections are especially important with the widespread
computerization of records. Computerization can provide great
benefits both for the patients and for management of the health
care system. The effect on the privacy interests of patients is
mixed. Computerized records present certain new vulnerabilities,
such as the possibility that an unauthorized user may get access
to them through the communications system. If an unauthorized
user does get access, large volumes of information can be
transmitted (juickly and easily, while it is comparatively
difficult to transmit large volumes of information in paper
records.

At the same time, computerization can enhance privacy protection
in many ways. For example, computerization makes it easier to
pick out and disclose only Information actually needed, rather
than a patient's whole record. Further, when records are
computerized, a more careful watch may be kept on their disclo-
sure, through recording and auditing mechanisms built in to
computerized record systems.

The Health gggyrity Act

The President's proposal for health care reform, the Health
Security Act (H.R. 3600) recognizes that clear and strong confi-
dentiality protections are essential for the information that the
new health care system will have about people, as well as for all
the information traditionally held by health care providers.
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The proposal envisions that the National Health Board will issue
confidentiality rules, following principles of fair information
practice set out in the President's bill, to protect personal
data in the information network that the Board will establish to

operate the system. For other records — full medical records
held by providers, for example — the Board would be required to
recommend confidentiality legislation to the President and

Congress within three years.

Your bill offers immediate Federal legal protections for all
health care records. We welcome this proposal, and are eager to
work closely with you on it.

We are pleased that it has requirements to carry out many of the
same basic policy goals set forth in the President's bill. Both
bills share the following principles:

* Individuals would have to be told of the Intended uses of
their information.

* They would be able to see and get a copy of their records,
and offer corrections.

* There is a basic protective requirement that disclosures are
to be limited to the minimum necessary to accomplish their
purpose.

* All holders of records would have to establish strong
security safeguards, so that only authorized persons could
have access to records.

These are fundamental principles for the confidential treatment
of records about people, and we share your commitment to them.

They should be required by law, and should also be instilled as

part of the basic outlook of everyone who handles health informa-
tion.

The uses and disclosures of information allowed for, and
carefully controlled, by the bill, address many of the situations
in which records are now used.

The remainder of ay testimony will address areas of convergence
and divergence in the bills, in the hope of being helpful to the
subcommittee in its consideration of H.R. 4077. First, I will
describe the national framework for health information that we
believe is critical to achieving the basic goals of reform. Then
I will address several of the larger conceptual issues where the
Administration has concerns regarding H.R. 4077.
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The Information Framework in the Health Security Act

The President's plan offers a new vision for a health information
system that will empower consumers and relieve providers of the
burdens of increasing and duplicative reporting requirements. We
believe that H.R. 4077 as written is supportive of this informa-
tion system, in that it attempts to establish the necessary dis-
closures, and to ensure that information so disclosed is
protected from inappropriate further disclosure.

The national framework for health information described in title
V of the Health Security Act is actually very simple. These are
its key features:

* The use of a health security card, to simplify administra-
. tion for consumers and providers.

* Uniform data standards, for reporting selected data items
related to enrollment, claims, and encounters with health
care professionals.

* An electronic data network, through which selected items
reported by alliances and health plans are collected,
compiled, and transmitted to regional data centers, which
can be configured in a number of ways.

* Eventually, a point-of-service health information system
that collects reportable data items as a by-product of the
delivery of health care.

This framework will provide all participants in the health care
system with accurate, comparable, and timely health information.
Improving the quality and efficiency of the health care system
depends on ready access to information. At the same time that
the health care system depends on access to information to
perform multiple, vital functions, we are developing ways to
reduce the paperwork burden and simplify the administrative
workings of the system. We can use technologies already in place
to' collect information once, and use a core data set for multiple
purposes .

Some uses of information in the system will be administrative and
operational. For example, information will be used to pay
providers, to resolve Issues of coverage, and to advise patients
of their portion of costs.

In addition, the information system can have a research and
statistical function: It can produce certain aggregate informa-
tion on the operation of the health care system and on the health
of our Nation. This activity depends on individual, identified
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patient information, but does not use patient identifiers in its
results, and does not affect patients individually.

Let me provide a few examples. National, uniformly-reported
enrollment and encounter data provide unprecedented opportunities
for many types of research, including clinical, outcomes, epide-
miological, health services, and policy research. Enrollment
offers the opportunity to collect a limited number of data items
characterizing each individual (such as important sociodemo-
graphic factors). Encounter or claim data will provide a small,
select number of elements characterizing encounters with
practitioners, facilities, pharmacies, and laboratories
(potentially including such elements as diagnosis, reason for
service, service provided, site of service, provider, results,
complications and charges) .

Under the information system we envision, these data will be
reported in the same way for all individuals and all encounters
throughout the nation. Because it can be collected in a standard
fashion across the nation, and will be comparable, it will be
especially useful, and produce much better answers than more
limited data from individual facilities, or particular states.
The body of information available from these reports will be very
valuable for research and statistical analysis — to shed light
on the operation of the health care system, to learn more about
what medical treatments contribute most to improving health, to
learn about the nature and course of particular disease
conditions, and to document patterns of use of health care, and
access to health care by various groups in the population.

The compilation of certain data will occur at regional data
centers. The number, location, and organizational configuration
of the data centers will be determined when the system is

implemented. It is quite possible that regional data centers
wij.1 be configured in a number of ways. Centers could be single
discrete entities. A center could also be a consortium of
interests that either runs a single data system or a network of
geographically dispersed data systems. This flexibility would
make it easier to build upon the existing data systems in a given
region. Regardless of the configuration, all data centers would
provide a minimum set of services and would be subject to the
same privacy standards. Regional data centers would be
electronically linked to facilitate access to information.

Implications of HR 4077 for the Health Information System

Data centers as envisioned under reform, as well as data
utilities being considered under several state reform efforts,
could have the research and statistical functions described
above.
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In performing those functions, they would receive certain
encounter data, e.g., a minimum or core data set for visits with
a physicians, but not the entire patient record. We believe that
the highest degree of protection under the law should be
considered for this information. Thus, we believe that legal
safeguards comparable to those which govern the Census Bureau
could be appropriate for the research and statistical functions
of regional data centers. Those functions could be immunized
frpm the scope of reporting laws and judicial process, just as
the Census Bureau is. Individual providers would still be
subject to the disclosure rules set out in the bill, so that theywould be allowed to make disclosures permitted for health use
trustees, such as those for disease reporting.

When encounter data are used for research and statistical
purposes, they should not be used for actions against an
identified individual. Limitation on the use of research and
statistical information in this way — called the principle of
functional separation — was recommended by the Privacy
Protection Study Commission, in its report. Personal Privacy in
an Information Society, in 1977, and the point was reiterated
recently by a committee of the Committee on National Statistics
in a report. Private Lives and Public Policies (1993).

Much health research can be conducted without patient identifi-
ers. Computerization permits ready segregation of identifiers
from other information about individuals, and public use files
can be produced to permit extensive analysis in the many situ-
ations where it is not necessary to use identifiers to match
health records with other records. But for research where
records must be matched with other records, such as death certif-
icates, identifiable information may be needed. With appropriate
safeguards, this can be done with proper respect for privacy.

The committee might consider creating a special trustee class for
entities that serve this function. A new section could be
tailored to provide explicitly for disclosure of data for re-
search and statistical purposes, and could provide additional
protections for those data. This special class of information,
(i.e., individually-identifiable health information when linked
with other personal information) should not be used for all the
purposes that the bill generally, and properly, allows for health
oversight and payment agencies. We suggest consideration of the
following restriction* on the use and disclosure of such data:

* Personally-identifiable patient health information, once
linked with other personal information for research and
statistical purposes, should never be used to take any
action affecting the rights, benefits, or privileges of an
individual patient.
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* Such disclosures should take place only when there is a

demonstration that there is no practical way to conduct the
research or statistical activity without identifiers, that
there is a reasonable possibility of accomplishing the
intended inquiry, and that the recipient has adopted
security measures to protect the information from any
unauthorized redisclosure.

* Disclosures should be made only following approval by a

board, similar to the institutional board required in
H.R. 4077 to review research disclosures. The board should
be broadly representative (including members skilled in data
and privacy issues) and should apply national standards in

deciding whether to approve particular disclosures.

* Researchers receiving identifiable data should not be
allowed to disclose it further for any purpose, under the
same penalties applicable to any other improper disclosure.

Oversight of the Health Care System

The bill as written provides for disclosure of records for the

purposes of oversight. A wide variety of audit, investigative,
and program evaluation activities require direct review of
identifiable health records. In the vast majority of instances,
the investigations are of health care providers, but there are
some investigations of fraudulent actions by recipients with
respect to payments for health care, and of collusion between
patients and providers. These tasks are performed by the Office
of Inspector General of the Department of Health and Human
Services, by the Federal Bureau of Investigation, by other
Federal investigative agencies, such as the Defense Criminal
Investigative Service, the Offices of Inspectors General
(including the Inspectors General of the Department of Labor, the

Department of Veterans Affairs, the Office of Personnel
Management and the Department of Defense) , and by State and local

agencies. Including specialized Medicaid fraud units in states.

Anibng the issues that need attention to assure effective efforts
against fraud and abuse are these:

* Some investigations of fraud and abuse in the health care
treatment and payment system are done by units of general
law enforcement agencies, such as the Department of Justice,
the Federal Bureau of Investigation, other Federal agencies
such as the Drug Enforcement Administration and the U.S.
Postal Inspector, and State and local police agencies.
Additionally, there are civil and administrative as well as
criminal enforcement agencies. Nearly every health care
fraud investigation involves health records that would be
covered by the bill.
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These agencies use identifiable records from health care
providers in the same way as specialized health oversight
agencies, and access by such agencies ought not to be made
more cumbersome than is strictly necessary to preserve
patient privacy interests. We note that the bill provides
that if these agencies get access as health oversight
agencies, they may not use patient-specific information
except in actions or investigations relating to receipt of
or payment for health care.

* While the bill provides for disclosure in connection with
criminal activity or to determine if a crime has been
committed, it is important to recognize that many
investigations seek to determine whether civil fraud is

occurring.

* It might be desirable to simplify access for investigations
of illegal activities not directly related to "receipt of
health care or payment for health care", but involving
health care in sone fashion. Investigations of fraud in

liability claims, disability program applications, or
workers compensation claims need patient records.

* ' Patient access to their own records in the hands of health
oversight agencies, and patient awareness that their records
have been disclosed by providers to investigative agencies,
can in some instances reveal to patients that an
investigation Is underway, and permit evasive action.
Existing subject access rights to Federal records, in the
Privacy Act, include exceptions to address these concerns.

In connection with use and disclosure of records for
investigations, the Department of Justice is preparing detailed
comments on the bill and will provide them to the Committee soon.

Preemption

We note that the bill prevents the establishment or continuation
of State law that is inconsistent with the bill's provisions, but
does not occupy this field of law to the exclusion of State law.
We interpret this to mean that the confidentiality rules would be
cumulative. If a disclosure is prohibited by either this bill or
State law, it would not be allowed, i.e., if State law prohibits
a certain disclosure, that disclosure could not be made even if

allowed by the Federal law, and if the Federal law prohibits a

certain disclosure, that disclosure could not be made even if
allowed by State law.

We appreciate the intention to let the State laws that offer

stronger protections than this bill remain in place, especially
with respect to especially sensitive types of health information.
At the same time, we note the benefits of a totally preemptive

10
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Federal law in situations involving the filing of claims
electronically, and other activities involving transmission
through national, computerized systems. Individual State
requirements for patient authorization for disclosure, or review
and approval processes, for example, can vitiate the benefits of
standardized, automatic claims transmission.

Some consideration might be given to preempting State law totally
for disclosures for payment of claims and related oversight
activities and the health care information system. Other disclo-
sures could be subject to both Federal and State law.

Living Patients and Deceased Patients

We note that the bill is silent on coverage of deceased persons.
Most privacy statutes, including the Federal Privacy Act, do not
apply to deceased persons. Substantial practical and
administrative problems are created by confidentiality rules when
there is no effective possibility of obtaining authorization from
the patient. Approaches that rely on consent from next-of-kin or
executors are difficult because such persons may not exist or may
not be able to b« found. In addition, the presumed protection
may be meaningless because next-of-kin or executors may in some
cases be the very people from whom the patient would have wanted
to conceal information. However, even in the absence of legal
protection, there are some safeguards:

* Apart from situations where disclosure is legally compelled,
holders of records have discretion not to reveal records.

* * To the extent that a record contains information about
another, living, person, that information would be covered
by the bill.

Use of Information Within an Organization

The bill includes a requirement that a health information trustee
may use protected information only for a purpose that is compat-
ible with and related to the purpose for which the information
was collected or received. Restrictions on use — restrictions
on what can be done with infonnation within an organization —are
important controls to assure that patient information is not used
for other than its intended purpose, or seen by personnel who do
not need it for their duties. Such restrictions become
especially significant when an organization is large and carries
out widely varied functions, such as the Department of Health and
Human Services.

At the same time, it is important to allow for the ordinary
supervisory mechanisms, necessary for accountability, in which
persons not involved in direct health care, and having other,
wider responsibilities, may need in some instances to see patient

11
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records. Internal audits are such a case. In addition, it might
be desirable to clarify the extent to which personnel of a facil-
ity conducting an activity such as research, using the facility's
own records, must observe the same requirements that would have
to be met for a disclosure outside of the facility.

Conclusion

We hope this testimony will prove helpful to the subcommittee.
In addition to the points we have made here, we have additional
technical comments which we would be pleased to offer as you
continue work on the bill. We stand ready to answer any
questions, and to help the subcommittee as needed.

12
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Mr. CONDIT. Ms. Hunter, thank you very much. We look forward

to working with you, and we appreciate very much your construc-

tive testimony and suggestions this morning. I have a series of

questions I'd hke to ask you, and you can, if you want to in some

cases, submit answers in writing later.

H.R. 4077 is a code of fair information practices that we can

pass, we believe, this year. It looks a lot like the outline of the

President's bill. Is there any reason not to pass this fair informa-

tion practice bill this year?
Ms. Hunter. Well, as I said, we welcome your proposal. It's dif-

ferent from how we approached it in the President's bill, but it's

not inconsistent with the President's bill.

We had envisioned developing more specific standards simulta-

neously with the development of the information system, and we
thought that that process would be aided by what we learned in

developing the information system.
But we agree with you completely that standards, both for the

new system and for the universe of medical records are extremely

important, and we called for legislation. You've now drafted legisla-

tion, and so we're very, very happy to be involved in the process
of working with you on it.

Mr. CoNDiT. The use of identifiable health information by health

researchers is supported in H.R. 4077, but there seems to be less

public support for the notion. That's what the polls, the Equifax

poll seems to indicate.

Can you make the case for the importance of identifiable health

information for research, statistics? Also, statisticians want to have
access to records. Should they be treated the same as researchers?

Ms. Hunter. We believe that medical research is tremendously
important and vital to the health of all Americans. And in thinking
about it in privacy terms, one has to remember a couple of factors.

First, the benefits are enormous, and we all share in those bene-

fits. But second, under your proposal and under the ideas that I've

suggested in my testimony, there would be stringent protections

against any kind of abuses harming to the individual, flowing from

the use of information for medical research purposes.
There would be clear and stringent standards for approval of re-

search protocols and for how any kind of information could be used.

We are considering in our own discussions some of the mechanisms
that are now available that allow even less disclosure while still

permitting the research to go forward because of the possibilities

that exist in certain kinds of computerized systems, for example.
When one balances the enormous benefits and the important

stringent protections being in place, and I think the medical and
the privacy communities are largely united on this point, medical
research is an appropriate use, when one can assume those protec-
tions.

Let me just say one other thing about the Equifax poll. That was
a fascinating document and I enjoyed reading it. I think that the

questions that sought to elicit opinion about research were not able

to place the question in the context of legal protection, because
there isn't the kind of comprehensive Federal legal protection that

your bill would provide and that we would support. And I think
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public opinion would be affected by the knowledge of that kind of

legal protection being in existence.

Mr. CONDIT. I'd like to go back to something you alluded to or

made a statement about, the application of fair information prin-

ciples to dead people. To cut off protection for records at the mo-
ment of death seems to be a bit harsh. Did I understand you to say
continuing of full protection probably is unnecessary, but we should
reach some agreement of 1 vear, 2 years, 3 years?
Ms. Hunter. It's one or those areas where you want to—^you

don't want to burden the system and the administration of records
with regulations and rules that people can't practically administer,
but I think you're right. It's possible that there could be abuses
that would occur in some situations with a sort of instantaneous
disclosure the moment after death.
As I said, if we could work with you on what a reasonable sort

of short deadline would be, I think that would be a practical way
to approach the situation.

Mr. CONDIT. I'm very concerned about the cost of legislation that
we consider here in Congress. Would you estimate the cost of im-

plementing H.R. 4077? Would it cost significantly more than the
current patchwork quilt system of privacy rulesf Would uniform
Federal rules reduce the cost of transferring health data, especially
in a computerized environment?
Ms. Hunter. It's my understanding that absolutely having the

uniform Federal rules on transmission of financially related data
would result in a tremendous cost savings. And just having uni-
form rules that apply to most situations would ultimately lead, I

think, to much greater efficiency.
One of the benefits for Federal health care entities is that operat-

ing under the standard of the Privacy Act, we have the benefit of

a uniform Federal set of rules. It doesn't apply to anyone other
than the Federal Government, but it gives us that benefit.

And the other situation that I think is relevant here is the con-
text of health care reform, where if we can reform the payment sys-
tem overall, there would be tremendous savings in administrative

simplification, of the kind that I alluded to. And that, combined
with a uniform set of rules, would make the overall system much
more efficient.

Mr. CONDIT. Well, we would like to work with you and anyone
else who has specific suggestions that could be made in the bill to

reduce the cost. Do you see any right now that you could identify?
Ms. Hunter. I can't identify now any specific provisions in your

bill but I'd certainly be happy to get back to you on that.

Mr. CONDIT. Has the administration taken a position on the use
of the Social Security number as an identifier for health records?
If we have a clear set of fair information practice rules, does this

type of identifier matter?
Ms. Hunter. We have not taken a position on whether the Social

Security number or some other number would be the identifier

number in an integrated system. That is a matter that's still under
study and that we're still considering and that Members of Con-

gress may also want to consider.

Obviously the key concern here is a privacy related concern.
There are other concerns, as well.
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I think you're correct in pointing out that once we have a struc-

ture, a national system of confidentiaHty protections, we have to

place our decision about the identifier number in the context of

what that new structure would be.

And so I think it's very important to consider the two together.
Mr. CoNDiT. The bill gives doctors discretion to disclose some

health information to the patient's next of kin. This reflects current

practice where doctors exercise judgment about what to tell the pa-
tient's spouse, except where the patient has objected.
This section has been controversial. Can you give us an opinion

about it? Do we need to have written authorization before a doctor

can make a routine disclosure to a spouse or next of kin?

Ms. Hunter. This is a difficult area because you don't want to

have the unusual case drive the entire system, but yet you want
to have the law be flexible enough to recognize that there can be

harm, significant harm, in the unusual case.

You certainly don't want to have a doctor who comes out of the

operating room have to fear that she's going to be sued in Federal
court if she walks out and tells people in the waiting room what
happened during surgery.

I think it's one of those difficult to resolve issues, and we have
not taken any formal position on that. I have reviewed the draft

provision in your bill and it incorporates some safeguards in that

section.

My suggestion would be that in those situations, that if there's

a modification here, it should be directed to those situations where
we anticipate the problems will occur; that is, where there is sen-

sitive medical information involved and where the patient could

conceivably herself or himself have indicated an unwillingness to

have that information disclosed.

But in a routine situation, I think you have to allow the physi-
cian to communicate with the family members.
Mr. CONDIT. The bill permits the routine disclosure of informa-

tion for purposes of treatment and payment without express au-

thorization of the patient. This has been proposed because existing
consent practices are especially meaningful.
Do you have any views on this?

Ms. Hunter. Yes. The situation now often is that sometimes one
is asked to sign a consent form and the consent form can be a very
general and very blanket form.

I think what's important here, from a privacy perspective, is that
the uses of the information be regulated and tne disclosures of the

information be regulated. It's more important to provide people
meaningful protection of the sharing of their information than to

have them sign a form that is simply a blanket form.

And I note that the part of your bill that does include consent
forms does require very strong protections

in terms of specificity.
So that's a direction that we think is a good direction.

Mr, CONDIT. It's clear that the preemption section in this bill

needs some work. How far can and should we go to preempt State
law?
Ms. Hunter. Well, as I indicated in my testimony, I think this

is a situation where again, one should try and perhaps look at a

preemption provision tnat would be tailored to certain functions.
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Where you have financial functions involved, there's a tremendous
need to have a single Federal rule so that all of the actors in the

system don't have to comply with a lot of different rules, especially
when claims information or payment information, for example, is

transmitted across State lines.

On the other hand, in a very different area, you have some very
highly developed State public health reporting laws, and I think
that might be an area where Congress could consider permitting
those States to continue with the public health schemes that they
have already developed.
So I would encourage the committee to look at that kind of sepa-

ration of functions with regard to the preemption provision.
Mr. CoNDlT. Do you know of any States who may have a higher

standard of protecting the information than we're proposing?
Ms. Hunter. Well, the approach of your bill, I think correctly so,

is that it permits certain disclosures but does not require those dis-

closures, in the area of public health, for example. And different

States have specific provisions that sometimes prohibit disclosures
that your bill might permit, but also often require disclosures of
the kind that your bill permits but does not require.
And at that level of specificity for public health reporting, our

tradition is that that's done at the State level, and I think it would
be somewhat disconcerting to completely deviate from that tradi-

tion.

Mr. CONDIT. The regional health data organizations that you de-
scribed in your testimony have both operational and research func-
tions. Isn't it harder to write strict rules about the use of informa-
tion when these functions are combined?
Ms. Hunter. We are still thinking through what the possibilities

would be for which functions should be combined at the regional
data centers. We have in our institutional history, within the De-

partment of Health and Human Services, precedence for entities

like the National Center for Health Statistics or the HCFA data
bases that are able to operate within the context of doing multiple
functions. We are also considering whether to set apart those func-
tions in a more distinct way.
So that's a matter that we're taking under careful consideration.
Mr. CONDIT. Ms. Woolsey.
Ms. Woolsey. Thank you, Mr. Chairman. I'm really impressed,

Ms. Hunter, with your level and depth of knowledge on all of this.

You're really a good resource for us.

I'm going to stay just on one subject. I'm of the belief that if

we're going to have a universal card, that it would be a lot more
cost effective, if we had a smart card from the beginning rather
than a universal card at first and then, 5 years down the line, a
smart card.

Can't we make a smart card now, with an upfi-ont investment—
an investment both in privacy and confidentiality? Couldn't we use
a smart card to send medical data to regional research centers
without using individuals names?

If we did that now, wouldn't that save time and give us the cur-

rent information we need?
Ms. Hunter. Let me clarify what I said before because perhaps

I didn't explain it well enough. We do anticipate that encounter



125

data, not through the use of the health security card, but encounter
data would be collected by regional data centers, as well as enroll-

ment data, for example, that would provide demographic informa-
tion. Encounter data would be the minimum
Ms. WooLSEY. Well, how are they going to get that? They're

going to get paperwork.
Ms. Hunter. Not through the card. I just want to separate the

two because I think
Ms. WooLSEY. I think it could all be together, as long as we are

willing to make an investment, which we're always afraid of.

Ms. Hunter. Well, let me iust try and make clear what I think
we are doing, because I think it speaks to the main concern that

you've expressed, and that is we are providing for data, core data
set of encounter and enrollment data to go to regional data centers

where, as I said in my testimony, regional data centers, one of the
functions that they could perform is this research and statistical

function.

That would give us the capability to have access to the incredibly
rich kind of information about access and utilization and so on and
so forth in health that I think we all want to have.
Ms. WooLSEY. But that has to be done on a separate track. I

mean, the physician, the office has to fill out another form.
Ms. Hunter. No, she does not have to fill out another form. As

we envision it, the health plans would forward information that is

necessary for the financial mechanisms to operate, and that same
core data set would be usable for these research functions, for qual-
ity assessment functions, for example.

So there would be the compilation once, at the plan level, of the
core data set, of basic information about the encounter. And that
one-time recording and compilation of information could be drawn
upon for many different purposes—for payment purposes, for anal-

ysis purposes, for research purposes, as well.

So the research function and the other functions that you're con-

cerned about are definitely functions that we believe are important
for the system to provide. Just mechanically, that doesn't involve
the use of the individual's card. The use of the card—^you raise

other important questions about that.

Ms. Woolsey. I have two ways to go with that. One, say there's
an increase in breast cancer in a particular region. How are we
going to track that?
Ms. Hunter. We will track that through the information system

that I described. That's exactly the kind of

Ms. Woolsey. On an ongoing basis?
Ms. Hunter. On an ongoing basis, because the diagnosis of

breast cancer will be in the system through that core data set. We
will be able to track that and we'll be able to know if there's a com-

munity in a specific area, for example, that has shown a sudden
increase in breast cancer, an unexplainable, unusual sudden in-

crease. That is the kind of better health outcome that we'll be able
to achieve with a modern information system.
Ms. Woolse:y. OK What if I'm an individual that is allergic to

some particular drug and I'd like to have that on my card so if I'm
in an accident, somebody could know that immediately. Is that pos-
sible?
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Ms. Hunter. That's the question, the separate set of questions
about the health security card, and they're important questions.
The President's bill aoes not envision and does not establish a

card that has health information on it. That is correct. The bill, as

currently drafted, does not include health information being en-
coded in the card.

We are considering what options might be available for that be-

cause in that area, you do have to balance the concerns of people
who don't want health information on their card.

And the second point I would draw is that the technology of en-

coding certain information—and one could conceivably do this, you
could encode certain information like allergies or emergency infor-

mation—is very different from saying that the card would be usa-
ble to plug into a larger computer network.
And that second thing also is not part of the President's plan. We

feel like the card is important for administrative simplification pur-
poses. We're considering options, including perhaps an individual

option, for allowing additional information to go on the card, but
this is something that we're working on now.
Ms. WooLSEY. Well, I think that would be the way to go, have

a card now that could be expanded upon instead of having to start

all over. If we're not prepared to ensure the protection of the pri-

vacy at this point, then we should not put all medical information
on the universal card. But in the event that we will be able to en-

sure privacy in the future, and when we're ready, when we phase
into that, then this same card should be able to be expanded. I

really don't want to go back and start over at another date.

Ms. Hunter. Well, I can assure you that efficiency and sim-

plification are very important principles for us and we'll be happy
to work with you in terms of what our thinking is now on the
health security card.

Ms. WooLSEY. OK, thank you very much. Thank you, Mr. Chair-
man.
Mr. CONDIT. Ms. Hunter, thank you very much.
Ms. Hunter. Thank vou.
Mr. CONDIT. You've been very helpful and we will be in contact

with you.
Ms. Hunter. Thank you, sir.

Mr. CONDIT. We have the next panel. Dr. Alan Westin, who is

professor of public law and government at Columbia University
and John Baker, senior vice president of Equifax, Inc., Atlanta, GA.
Both these gentlemen have been with us all morning. We appre-
ciate your patience, as well.

If you'll remain standing, we have a practice of swearing all wit-

nesses in.

[Witnesses sworn.]
Mr. CONDIT. Let the record indicate they said, "I do," and who

would like to go first? Mr. Baker, would you like to go first?

STATEMENT OF JOHN BAKER, SENIOR VICE PRESIDENT,
EQUIFAX, INC., ATLANTA, GA

Mr. Baker. Yes, sir. Thank you. Thank you very much, Mr.
Chairman. It's a pleasure to appear at this hearing. And, as you
requested, the main focus of our testimony will be a discussion of
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public opinion about health information privacy issues from our
1993 survey.

If this sequence is satisfactory, I'd like to just give a brief back-

ground to that survey, and then Dr. Westin will provide the find-

ings in his analysis, and then perhaps I could make a few conclud-

ing comments with reference to your bill.

Mr. CoNDiT. Absolutely.
Mr, Baker. About several issues that we think might be impor-

tant, several of which have already been discussed this morning.
We've submitted written testimony. The survey booklet has been

distributed to subcommittee members. Dr. Westin has submitted

copies of his testimony. We've also provided copies of an op-ed
piece, which I might as well mention right up front, by our chair-

man, Jack Rogers, printed last week in the Washington Times, en-

titled "It's Time for Serious Legislation to Protect Medical Privacy."
And so I wanted to go quickly on the record, if I might, and say

that we applaud the introduction of your Fair Health Information
Practices Act of 1994, addressing a subject of considerable impor-
tance to the public. We agree very much with the statement that
we have read that regardless of how the health delivery and pay-
ment system is restructured, there is and will continue to be a
need for a code of fair information practices.
We do think it's time for national rules of the road for health in-

formation privacy. Your bill is an excellent beginning, in our opin-

ion, and, as Chairman Conyers said, a landmark bill.

Let me back up for just a minute to say what Equifax is and
what we do. We're a consumer information company. We work to

help speed decisionmaking and facilitate business transactions in

the economy, transactions such as consumer credit, check cashing,
insurance underwriting, and, more recently, as our data base man-
agement and decision support expertise has grown, into newer
areas involving health care payment transactions, medical bill au-
dits and health system analysis.
Because we're a company that handles sensitive consumer infor-

mation, we realize that for our long-run success, we do depend on

public confidence in the integrity of our practices and in the stew-

ardship of our information and the stewardship practices that we
demonstrate.
We decided several years ago to undertake several or a number

of privacy and consumer service initiatives, and they're referred to

in our testimony and they're outlined in a booklet which is avail-

able here, whicn I would ask be included in the record, entitled

"Consumer Information and Privacy, the Equifax Perspective."
Mr. CONDIT. Without objection.
[The information referred to follows:]
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Consumer Information

and Privacy

The Equifax Perspective

EC^IFAX
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Introductionfrom the Chairman
C. B.

Rogers, Jr., Chairman, CEO

For almost 1 00 years, Equifax has provided information services that

help consumers obtain credit, insurance, employment and other

benefits, while helping businesses and employers evaluate the risks

and opportunities in such financial and employment transactions.

Our business customers rely
on us for timely, accurate, and relevant

information for risk assessment. Individual consumers expect that

the information we supply about them will be accurate and will be

provided only for legitimate business purposes. The economy

depends upon current and precise information to assure effective

and competitive transactions.

Throughout nearly a century of operations, as the needs of the marketplace and society's sense of appropriate

standards for risk assessment have changed, Equifax has adapted its policies and procedures to reflect those

changes. As new laws and regulations have been adopted to assure fair information practices in the consumer

reponing industry, Equifax has led in their development and adheres to them in both letter and
spirit.

Today, however, in an age of rapidly changing consumer services fueled by advanced information technology,

companies such as ours must do more than follow the law to maintain the public's respect and merit con-

sumers' trust. Leaders in our industry must learn, on the one hand, what consumers see as a fair balance

between supplying information to businesses to obtain the services and benefits consumers seek from such

businesses, while concurrently, on the other hand, respecting the consumer's legitimate rights to privacy.

Businesses must then create operating policies and practices that support such fair balances, well before these

may be written into law.

In the 1980s, Equifax created and published a code of fair information practices to reflect our commitment

to operate as responsible stewards of the consumer information we collect and maintain. We committed

ourselves to update and improve that code as changes in the marketplace and in social values might require.

This Equifax document reflects just such an updating of the Equifax fair information code for the 1990s. It

explains our current role in connecting consumers and business, states our beliefs and policies about fair

information uses, and explains the procedures and practices we follow to carry out our policies.

Most importandy, our Code epitomizes the continuing commitment of Equifax's 12,000 employees to pro-

vide the highest quality information for consumer services while adhering to the highest standards of fair

information practices.
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Equifax believes that individuals should

have the following rights:

The
right

to be considered for credit, insurance, employment and other benefits

on their own merits, based on their record of actions and performances.

The right to be treated with respect and fairness whenever information about

them is used.

The right to privacy consistent with the requests and demands they make

of business.

The right to have their applications for benefits or opportunities evaluated

on the basis of relevant and accurate information.

The right to know what information has been provided about them for

consumer reporting purposes.

The right to know what consumer data is being maintained about them

and to be able to review the information in a reasonable time, at a charge

that is not excessive, in a format that is understandable, and with an ability

to challenge and correct inaccurate information.

The right to expect that information about them that is collected or stored

for consumer reporting purposes will not be used for unanticipated pur-

poses without notice or consent appropriate to the circumstances.

The right to expect levels of accuracy consistent with sound practices of

record keeping and information systems management.

The right to have information about them safeguarded through secure

storage, confidential handling within the organization, and carefiil transmittal

to authorized and legitimate users.
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The Role of Equifax: Information Stewardship

what does Eauifux do? Equifax helps people and businesses complete financial transactions.

Each year millions of people use credit cards, write checks, open

charge accounts, apply for jobs, and insure their lives, health, homes

and property. All these transactions require timely and reliable per-

sonal information. Equifax gathers such information, processes it, and

transmits it to the banks, retailers, insurers, and other organizations

that use it as the basis for granting these benefits.

Whut informUtion do The information that Equifax gathers must be relevant to the intended

IDP ffdthpr''
transaction and helpfiil to the decision-making process. In deter-

mining what information to report, Equifax draws upon custom,

changing social values, and the needs of the marketplace. Equifax

gathers and reports information that consumers and businesses recog-

nize as necessary for the conduct of business.

For example, for a lender to approve a loan transaction, we provide

information on a consumer's credit accoimts, including the dates

opened, dates of last activity, terms agreed to, balances, current status

of accounts, and payment history.

For property or automobile insurance transactions, we provide infor-

mation on the claims filed, including type of claims, identification of

the policyholders, types of policies and insurance companies, status of

claims, and amounts paid, wheie applicable.

Equifax does not gather or store information that has no bearing on

the benefits for which a consumer is being considered. Consimiers

have the right to review the information, to ask questions, and to chal-

lenge and correct inaccurate consumer report information.

WhUt do we do with this Some information is gathered and stored on databases for retrieval when

infotTnUtion'^
^ financial transaaion takes place. Often, we store and maintain infor-

mation that is historical in nature and used repeatedly over time, such as

a credit history. The best method of determining credit worthiness, for

2
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the economy?

example, is to know how a person has managed financial obligations in

the
past.

In other cases, we may gather information on a one-time basis

without retention to help a business make one
specific

determination—
such as whether to employ an applicant or underwrite an automobile

insurance policy.

How does EauifdX benefit
Each day American consumers buy thousands of homes, cars, and

consumers business and major appliances. Most ofthese transactions are made on credit. The

P availability and reliability of credit history information makes it pos-

sible for these transactions to occur rapidly and efficiendy

Insurance premiums are more reasonable in cost because underwriters

can obtain the necessary information to evaluate a person's application

on his or her own merit. For example, life and health insurance

imderwriters, with a direct authorization by the consumer, can obtain

from the consumer's attending physician a statement providing rele-

vant information about the applicant's current and historical medical

condition. Such medical information is not databased by Equifax.

Underwriters can also request Life & Health Underwriting Reports,

which provide information needed to validate statements made on the

insurance application. For the
property

and casualty insurance mar-

kets, Equifax offers an automated claims exchange database on auto-

mobile and property claims to help insurance companies evaluate the

costs and risks of insuring drivers and motor vehicles. Information

services also help reduce the costs of exaggerated or fraudulent claims.

Employers who use Equifax Employment Reports are better able to

evaluate prospective candidates for particular job positions. These

reports help confirm statements made by applicants and help

employers protect the safety of employees, customers, and the public.

They also help protect employers against substantial
legal liability for

negligent hiring.
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Who can order or obtain First of all, the consumer, the subject of a report, has the right to know

consumer information?
^' ^°"^^"" °f ^ ^^P°" ^'"""'^'^

^''<l"^ ^'"1

°^ """

^^;'^"
^''

, ,
credit, insurance, or employment, information gathered or reported by

Equifax is available to the individual consumer. If a consumer ques-

tions any information in the report,
we will recheck the information

and make any corrections if there is erroneous or out-of-date informa-

tion. If we can no longer confirm any particular information, we will

remove it from the report.
Ifwe do confirm it^, we will include the

consumer's written statement about the information in question.

What legal requirements
The federal Fair Credit Reportingha (FCRA) and various state laws

and voluntary practices
g°^^^" '^' <^°"'^"« °f °"^ ^"^'"^- "^"^ "^^"^™^

T'-
'°'"^'''

I
. with diis legislation,

which specifies punishment and fines for improper

govern our business. ^^ ^^^^ accessing of consumer report
information. Federal and state

laws do provide a basic framework for our information practices, but, in

many instances, Equifax goes beyond the legal requirements to set addi-

tional standards and procedures in die interest ofconsumer service and

privacy.
For example, though not required by law, our practice

is to pro-

vide consumers who have not been denied credit, insurance, or employ-

ment with detailed disclosure of all information in our file in

easy-to-understand formats and with a system of toll-free access. Our

information consultants are trained to provide quick and courteous ser-

vice, and, whenever a recheck of information is requested, we follow up

the process with a new, complete report.

We are permitted to ftirnish consumer reports only to those businesses

having a permissible purpose
— credit evaluation, insurance under-

writing, employment decisions, the granting of a license, or other

business needs involving a transaction with the consumer. To ensure

that consumer report information is kept strictly confidential and is

used only for permissible purposes, we carefully screen applications

from businesses who want to receive consumer reports.
We visit each

applicant's premises to confirm identity and purpose of use, and we

require every user to certify that reports
will be requested in compliance

with the aforementioned legal requirements.
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New Realities of Consumer Information Services

Information for consumer transactions has evolved from personal rela-

tionships between merchants and consumers in a local
setting to a current

global situation where financial transactions are between
strangers, often

located in diflferent parts of the country or the world. As technology speeds

up processes, consumers now expect loans and check approvals in minutes or

seconds, rather than the several days or weeks that once were required.

In the
past, consumer information services have provided information about

consumers for business. Often consumers have not been active
participants

in die information process. Today, diat is changing. Through several years of

research and dialogue, we have recognized the growing importance of infor-

mation to the individual and the importance of
treating individuals as valued

stakeholders in the consumer
reporting process.

Information about consumers is also for consumers. Equifax wants to give

people easy access to information reported about diem and to foster under-

standing of die diree-way consumer reporting process among die consumer,

benefit
granter, and Equifax, the

reporting agency. Our goal is to deliver high

quality, personal service to individuals on whom we maintain information

and to provide diat service in a manner diat goes well beyond die letter of die

laws which guide the information industry.
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The New Emphasis on Individual Rights

Our consumer service goals have been based in large part on our contin-

uing sponsorship of public opinion surveys conducted by Louis Harris and

Associates with Dr. Alan Westin of Columbia University as academic advisor.

Our 1990 landmark survey, The Equifax Report on Consumers in the

Information Age , and annual follow-up surveys have revealed that most

Americans are concerned about threats to their personal privacy and desire a

larger degree of participation
in the ways that information is gathered about

them and used. The survey also found that Americans are basically pragmatic

about the use of their personal financial information, value the benefits made

possible by the collection and use of that information, and will support such

uses as long as they know fair information practices are observed.

In a new age of technology and expanding information sources, there is

clearly a need for a continuing balance between the legitimate information

needs of our economic system and the privacy interests of our citizens.

Current consumer protection law provides a good framework for main-

taining the appropriate balance, setting
out permissible purposes, estab-

lishing accuracy standards, and allowing consumers to view data and seek

explanations or corrections, if necessary.

As the leading provider of information for consumer financial transactions,

Equifax continues to be a pioneer in consumer-oriented initiatives, expe-

cially in the area of consumer privacy.
We believe the information we gather

and provide is the lubricant on which our nation's economy runs and pros-

pers.
We also believe in the rights of individuals to participate

in decisions

over the use of information about them: to know what information is gath-

ered, what is done with it, who can obtain it, and what benefits accrue as a

result of its proper availability.
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Putting Equifax Beliefs Into Practice

The following actions and initiatives have been undertaken to enhance

privacy protection, improve information accuracy, andprovide professional
service to consumers.

• We conduct annual national surveys of consumer attitudes about
pri-

vacy and fair information use.

• We consult with privacy experts, representatives of consumer groups

and commentators about privacy concerns and data protection issues.

• We conduct regular privacy audits of our various information services.

Dr. Alan Westin, Columbia University Professor of Public Law and

Government and noted privacy expert, conducts these audits.

•
Security systems are continually reviewed and strengthened to protect

information systems.

• New state-of-the-art software logic helps ensure maximum accuracy in

data input and delivery.

•
Expert systems help ensure data

integrity; automated systems track the

progress of consumer requests for
reinvestigation.

• Standardized formats and data reporting procedures improve speed

and consistency of data.

• The Equifax Office of Consumer Affairs assures quality service and

acts as an ombudsman for consumers.

•
Equifax opened a first-of-its-kind Information Service Center in

December 1991 - with excellent service standards and a service atti-

tude that treats consumers as valued customers.

• Information consultants provide courteous and prompt disclosure and

reinvestigation of questions or disputes. Automated systems deliver

rapid service.

•
Redesigned report formats improve consumer understanding of infor-

mation.

• Periodic surveys of consumers who have obtained their credit report

help us track performance and assure continued high service
quality.

7
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?What's Next For Equifax?

We are pleased with the progress that has been made, but we know

there is more to be done. We continue to review our procedures and

to look for ways to make our information more meaningful and our

service more effective to businesses and consumers.

We know that continuing changes in technology, information use and

public opinion must be monitored very closely and that we must

adjust our practices whenever possible to improve information quality,

accuracy, consumer service and privacy.

Our intent is to be the preferred steward ofconsumer information. We

at Equifax pledge to conduct our business in accordance with the
beliefs

expressed in this document. We are committed to superior information

practices worthy ofthe public trust.

What if I Have a Question?
Please write or call us ifyou have any questions about your rights or

our information praaices. We will answer your inquiries or direa you

to our appropriate business aaivity in accordance with your request.

Equifax Inc.

Corporate Public Affairs

1600 Peachtree Street, N.W.

Adanta, Georgia 30309

(404) 885-8231
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Mr. Baker. Thank you, Mr. Chairman. Several of these initia-

tives have involved Dr. Westin, professor of public law at Columbia
University, and we believe the leading privacy expert, certainly one
of the leading privacy experts in the United States.

Dr. Westin consults with us on privacy issues. He conducts pri-

vacy audits of our various services. And when, in 1990, we spon-
sored a national survey on privacy, general privacy issues, entitled

"Consumer in the Information Age," Dr. Westin acted as academic
adviser to Louis Harris and Associates. He did so in 1991 and 1992
for our followup opinion surveys.

Well, last year, because of our growing businesses using health

information, and because of the obviously growing public concern
about medical record privacy, brought about by increasing uses of
health care information and new automated health care systems,
we decided to sponsor a major survey on health information pri-

vacy.
We certainly wanted to know what the public thinks the privacy

rules of the road are and should be, rather than go ahead and
make investments in new businesses and operate them in a vacu-
um.
The results were released last October and Dr. Westin once again

acted as associate to Louis Harris in the survey planning and data

analysis, so I think it's appropriate now to turn to him and ask him
to brief us on the findings in his analysis.

[The prepared statement of Mr. Baker follows:]
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STATEMENT OF JOHN BAKER

Senior Vice President of Equifax Inc.

Atlanta, Georgia

Hearing on

H.R. 4077, THE FAIR HEALTH INFORMATION PRACTICES ACT OF 1994

Before the Government Operations Committee

Subcommittee on Information, Justice, Transportation and

Agriculture
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United States House of Representatives

Washington, D.C.

Wednesday, April 20, 1994
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Mr. Chairman and mennbers of the Subcommittee, my name is John Baker and I am

a Senior Vice President of Equifax Inc. Equifax is a leading provider of decision-

support information to facilitate transactions between businesses and consumers

throughout the United States and Canada, the Caribbean, and Great Britain.

Established in 1899, Equifax provides services which enable millions of people to

obtain such benefits as credit, insurance, employment, medical plan payment and

check-cashing privileges on the basis of their individual merit. Our customers

include retailers, insurance companies, public utilities, banks, hospitals, employers,

government agencies, manufacturers and the large diversified financial services

organizations that are such an important part of the American economy.

Traditionally, our services have mainly focused on the areas of credit and insurance

underwriting. But in meeting the needs of our customers, our expertise has grown

extensively into database management, decision support systems and other areas

associated with the collection and maintenance of consumer information. As we

continue to add value to transaction related information and develop new markets

for information based solutions, our services relating to the health care field are

growing rapidly. Our health information services include health plan administration

and management, electronic processing of health care payment transactions,

software/consulting with analytical services, health care provider credentialing

systems and hospital bill audits. Many of these activities help to speed information
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flow, improve standardization and reduce waste and inefficiency in health care

systenns.

Equifax continues to develop newer, faster, more secure ways to provide high

quality information while adhering to the highest standards of fair information

practices. We are committed to operate as responsible stewards of the consumer

information we collect and maintain. We have attached as part of our testimony

material which describes the role that we perform in connecting consumers and

businesses, states our beliefs and policies about fair information uses, and explains

the procedures and practices we follow to carry out our policies. Equifax intends

to continue in a leadership role helping to define superior standards of information

use and privacy.

Because of the growth in our own health information services and the growing

public concerns about medical information privacy brought about by increased uses

of health information and new automated health care systems, Equifax last year

sponsored a major new survey on the specific subject of health and medical

information privacy. This survey followed our three previous nationwide surveys,

commissioned by Equifax and conducted by Louis Harris and Associates, which

were designed to probe consumer opinion on a wide variety of privacy issues.

We appreciate the opportunity to appear before this subcommittee to highlight the
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results of our 1993 Health Information Privacy Survey, copies of which have been

distributed in advance to the subcommittee members, and to comment about their

applicability to your proposed legislation. In response to your request, we are

pleased to offer some information about what we have learned in the past year —

from the results of this survey of consumer attitudes and from our real world

experiences —
regarding consumer expectations about health information privacy.

We are accompanied today by the academic advisor to this survey. Dr. Alan F.

Westin, Professor of Public Law and Government at Columbia University. Dr.

Westin has conducted privacy audits for Equifax and provided privacy advice to our

company over the past five years, and is widely regarded as a leading privacy

expert in the United States. Dr. Westin has provided his analysis and

interpretation within the survey document and has also summarized the findings

and their implications in his separate testimony.

We applaud the Chairman's efforts in developing H.R. 4077, the Fair Health

Information Practices Act of 1994. The development of this legislation is timely

and vital to the progress of meaningful public dialogue about fair health information

principles. Obviously, breaking new ground in drafting this first legislation for this

complex subject has been a challenging task, and we commend you and your staff,

especially your Chief Counsel, Mr. Robert Gellman, for the excellent work on this

bill. We agree with the Chairman's statement that, "...regardless of how the

health delivery and payment system is restructured, there is and will continue to be
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a need for a code of fair information practices." We thinl< it's time to get started

defining the permissible purposes of use, consumer rights of access, information

standards and security standards. In fact, last week on April 13, 1994, The

Washington Times printed an Op-Ed commentary by our Chairman, Jack Rogers,

entitled, "It's Time for Serious Legislation to Protect Medical Privacy." We need

national rules of the road for health information privacy and we need them now.

Your legislation is an excellent beginning.

Equifax supports federal legislation which enacts a comprehensive medical

information privacy law designed to protect the confidentiality and security of the

personal health information of all Americans. As you have stated, there will be

many balances of societal interest to work out in any such law. This

subcommittee's recognition that medical information is vitally important to the

American public is confirmed by the results of our recent survey. This major

survey of leaders' and consumers' attitudes regarding health information privacy

was conducted between July 26 and August 26, 1993. Interviews were

conducted with a cross-section of 1,000 Americans eighteen years of age and over

with a leadership sample of 651 executives, professionals, and state and federal

officials in the health care field.

As a clear starting point — the American public continues to be deeply concerned

about threats to personal privacy. A majority of leaders believe that Americans are
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concerned about Threats to the confidentiality of their medical records. A sizeable

minority of the public (27%) believe that there has been improper disclosure of

their medical information.

The public believes that protecting the confidentiality of people's medical records is

essential. Interestingly, they place this priority even ahead of providing health

insurance for those who do not currently have coverage. While there is a high

trust in confidentiality practices of those providing direct care, there are concerns

about how medical information is circulating in uses beyond direct care. And while

the public believes that advanced computer technology will be essential in

managing health care systems effectively, people are also concerned about the

effects that the increasing use of computers could have on patient privacy.

Strong majorities favor the passage of laws to safeguard medical confidentiality

and patient rights. Over half of the public say that comprehensive federal

legislation is needed to clearly define rules for confidentiality of individual medical

records. People overwhelmingly believe that any federal legislation enacted should

designate all personal medical information as sensitive and impose penalties for

unauthorized disclosure. They want rules spelling out who has access to medical

records and what information can be obtained. They also favor legislating a right

of access by individuals to their medical records and creating procedures for

updating or correcting these records when appropriate. It is also important to point
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out that while there is a strong sentiment among the public for new laws, over

eight out of ten surveyed say it is important for companies which process medical

information to have strong privacy policies.

Our survey indicates that your legislation calling for fair health information

practices addresses the major concerns that most Americans have expressed about

the privacy of medical information. HR 4077 takes a major step forward by

defining protected health information, developing a trusteeship concept and setting

forth access rights, notice requirements, and model forms. These concepts will

undoubtedly shape the thinking and mind set of all parties involved with health

care information and enable more precise discussions and better understanding of

key issues.

It is especially helpful that the legislation takes an approach of defining rights and

responsibilities rather than the ownership of information. We very much agree

with your statement that "...the concept of ownership of personal information

maintained by third party record keepers is not particularly useful in today's

complex world." As in the processes of consumer reporting, both the record

subject and record keeper have rights and responsibilities with respect to the

information.

We are encouraged by the emphasis of "consumer empowerment." By
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establishing access and correction rights, requiring consumer education processes,

and instituting mechanisms to ensure knowing and voluntary consent, H.R. 4077

reflects the sentiments of an overwhelming majority of the American public. As

you know, consumer reporting agencies have similar responsibilities under the

federal Fair Credit Reporting Act for providing consumer access and procedures for

information recheck and resolution in cases of disputed accuracy. This has been

an important concept and one that has prompted additional voluntary steps to

improve accuracy and clarity of the information and the speed of reinvestigation

among the various consumer reporting agencies and data furnishers.

As a general principle, we believe strongly that record keepers should be permitted

to recover the reasonable costs of disclosure, handling, and providing copies. We,

therefore, are very pleased that HR 4077 authorizes health information trustees to

charge fees to recover their reasonable costs of record disclosure.

Our company's experience with handling sensitive consumer information has

shown that confidentiality is of primary importance; therefore, we applaud the bill's

strong commitment to confidentiality and security. The requirements to maintain

reasonable and appropriate security measures are supported by the survey results.

Requirements for audit trails, regular training programs and warning mechanisms

are especially appropriate.
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Mr. Chairman, you and your subcommittee members and staff are perhaps better

aware than anyone of the complexity and difficulty in developing comprehensive

health record privacy legislation. Your legislation is innovative, creative and

constructive. Inevitably, of course, your legislation also raises numerous issues

which we believe warrant study and debate. Let me turn briefly to an

identification of what we believe are some of these issues.

For the most part HR 4077 would impose the same information rules on all types

of health care providers including doctors, hospitals, HMOs; most types of payors

including various health benefit plans; researchers and public health agencies; and

all affiliated parties, including a vast and disparate array of mostly private sector

organizations that provide data processing services, auditing, outcome analyses,

and utilization review. Our survey indicates that consumers possess different

expectations about how various entities should handle personal information. For

instance, the great majority of the public believes that health care providers are

keeping their medical information confidential. They are more concerned about the

handling of information by the next tier of organizations, including insurers,

employers and public health agencies. People do not want medical records used

for direct mail purposes or the solicitation of donations without prior approval.

Likewise, almost two out of three Americans do not want medical researchers to

use their records for studies without their permission. Therefore, the proposal to

allow protected health information for research purposes and public health

8
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purposes without patient consent or notice should be given wide publicity with a

clear explanation of the public benefits.

Our survey findings suggest that HR 4077's sinnilar treatment of providers,

payers, health agencies, and all the various kinds of affiliates should be carefully

studied and debated. There are many organizations that provide information

services to health givers and payers - such as auditing, quality assessment,

utilization review and outcome analysis. These are critical services to reduce cost

and improve health care quality. In the work that follows the introduction of this

legislation, we think there should be an outline of the various types of affiliates and

affiliate relationships and the roles of the different parties - providers, payers,

administrators, processors - in different information contexts. We believe that a

detailed mapping of permissible access situations should be made for all

participants in the health care system, and we would be pleased to lend our

experience and analysis to that effort.

We think it is very necessary, as called for in HR 4077, to set standards for

electronic documents and communications. We have recently testified before the

House Subcommittee on Census, Statistics and Postal Personnel, chaired by

Congressman Sawyer regarding HR 3137, which outlines a plan to establish

information standards and procedures. As we said at that hearing, "it will be

impossible for any health care plan to succeed unless there is in place an effective.
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efficient and privacy sensitive information infrastructure to collect, nnaintain and

transmit essential personal medical information." We look forward to working with

the Secretary's staff and all Interested parties to help define standards for

electronic documents and communications, and we have attached to this

testimony a copy of our comments regarding HR 3137.

We look forward to discussions with staff about several additional areas, including

federal pre-emption (which we believe should be a presumption when dealing with

regional or national health care information systems); the compatible use standard

(which should probably be broadened to encompass uses compatible with not only

the specific purpose for which the data was acquired but also the ongoing

relationship between the parties); the permissible reporting of payment and

collection data (which should permit reporting to certain third party agencies); and

the damages and penalties in civil actions (which, hopefully, could include

mechanisms for complaint and cure prior to statutory damages likely to attract

significant litigation for technical violation).

These are all areas of attention that will be facilitated by the far sighted approach,

terminology and mechanisms of HR 4077. We are very encouraged, Mr. Chairman,

by your proposals for fair health information practices, and we believe that as they

are examined and debated, they will encourage new approaches in the marketplace

for the protective handling of health record information. Final legislation will want

10
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to take into account marketplace self-regulatory developments and include a

degree of flexibility so that innovative and practical approaches that result in

privacy protection and fair practice, as determined by the Secretary or review

boards, can be accommodated.

We are encouraged by this Subcommittee's willingness to address the complicated

issue of health information privacy. Equifax is committed to participating in the

effort to establish and maintain a delicate relationship between the legitimate

information needs of health care organizations, the needs of society and the right

to privacy. We appreciate the opportunity to testify today, and look forward to

working closely with you and this subcommittee and other interested paaies in the

discussion of fair health information practices.

11
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Ifs time for serious legislation

to protect medical privacy

By CB. Rogefs Jr.

Now
tbat serious attention is

being given to developing a

health care reform program,
I believe that Congress should
enact a comprehensive medical
information privacy law to protect
the confidentiality and security of

the personal health informanon of

all Amencans. I beheve Congress
must do this now, not three years
after a nanonal health reform plan
is enacted, as ongmally proposed
by the Clinton administration.

Ffederal action is needed for two
fundamental reasons:

First, health mdustry leaders and
the public see federal action as a

pi ioi ity m reshaping ttie naoon^
health care system. Last year,

Equifax sponsored an in-depth
nannnal survey by the Louis Har-

ris organizanon and Dr. Alan West-

in of Columbia University, one of

the nation's leading privacy
experts. The survey found;

85 percent of the public and
similar percentages of health

industry leaden ranic "insuring the

confidentiality of peopled medical
records' in any bealtfa care reform
as "ver y important" or "absolutely
essential"

27 percent of the public— rep-

resenting SO '"'II'"" American
adults, report that an organization
to which they have given their med-
ical information has disclosed it to

others improperly. Rfty-nine per-
cem of health industry leaden say
they consider violations of medical
record confidentiality "a serious

problem" today.
The lack of legal guidelines far

handling personal medical infiar-

mation beyond the places where
direct h""!^ care is provided wor-
ries both the public and industry.
VoBt is why, even though laws defin-

ing medical privacy have iradition-

aily been set at the state level. 56

percent ofthe public and 65 percent
of hospital leaders told the Hams
interviewers that the time has come
for rules on health information con-

Sdoitiality to be set on a national

basis.

The second reason we need
national privacy standards is to

guide the operations of computer
^yM T^ ril^ ^"T *"^ 'fimpw^'^gty hpmg
iced to automaie paoent reconls

and provide electromc health data

exchanges. Information-technolo-

gy firms such as Equifax know that

electromc systems will be vital to

improving patient care, reducing
paperwork burdens, controlling

health-system costs, and Sgfatmg
&aud- The American public agrees:

76 percem believe it will be
essential to increase individual

record-keepmg and apply
advanced compucer technology "if

we are to manage health care
reform efBdently:"

84 percent say it is acceptable
to issue everyone a national health

insurance card for accurate idcnti-

Qcanon and to administer a nation-

al health care sy^em.
But the public is also concerned

about the effects that increased

computer uses could have on

patient privacy. Three out of four

worry ^'" mM'''^' infiirmatian in

a computerized national health

in&rmatiDn system will be used for

many non-health purposes, and 75

percent worry that persons mside

the health care system may dis-

close infbrmanan improperly.

The botmm i'"" is that the pub-

lic wants the benefits oftechnology

applications m health care — and

health care refonn— but is worried

about the way that personal med-

ical information is being bandied

today. People want enforceable

rules of the road from Congress.

Unlikesome privacy situations in

recent years — where basJness or

government agencies disagree
with

consumer and privacy advtxates

about the content <rf federal regula-

tion— the leading players in health

care privacy have been moving
toward a basic consensusdurmgthe

past year The key pnnaples of a

national health infermatioo privacy

law have been well identified— and

drew very strong public support

when they were tested in the Harris

survey. A good statute shniilri:

Designate all personal medical
information as sensitive and penal-
ize unauthorized disclosure (sup-
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The bottom line is that

thepublic wants the

benefits oftechnology

applications in health

care— and health

care reform
— but is

worried about the way
thatpersonal medical

information is being
handled today.

ported by 96 percent ofthe public) .

Spell out who has access to

medical recortls and what infor-

mation can be obtamed (supported
by 96 percent of the pubUc).

• Pttjvide a right of access by
individuals to their medical records
in the system. This not a legal ngm
today in 23 states (supported by 95

percint of the pubUc).
Encourage selection of data

processing organizations handling

personal medical information
based on their record of imple-

menting confidentiality and securi-

ty standards (94 percent ofthe pub-
lic agrees).

There will dearly be many bal-

ances of social interest to work out

in any such law. But the time to

develop and refine a natiooal health

informanon privacy law has come.

As a company already involved in

hnnHiinp health measurement and
health '•i«iiTi«i data, we have our

own code of privacy and fair infor-

mation practices forhandling med-
ical records. But we, like the health

care professionais and h""**^ care

support industries, need the stan-

dards of a sound nwTiff""' law to

guide our relationships witii each

other and with all the individuab
whose records are entrusted to us.

The message is clear. No health

care reform plan will be acceptable
to the American public imlfSji the

privacy, confidentiality, acrem, and

security issues involved in a nanoo-

al health care system are directly

and compreiiensively addressed by
federal legisiannn.

Reprinted w* pemission of The Washngton Times.
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Mr. CoNDiT. Dr. Westin.

STATEMENT OF ALAN WESTIN, PROFESSOR OF PUBLIC LAW
AND GOVERNMENT, COLUMBIA UIVIVERSITY, NEW YORK, NY
Dr. Westin. Mr. Chairman, Ms. Woolsey, I've been working on

surveys of the public attitudes on privacy now for about 15 years.
At my latest count, I think it's been about eight national major sur-

veys and perhaps a dozen special topic surveys.
And I think what's distinctive about this one are two things.

First of all, the way in which the results have been embraced, I

think is the fair term, by all of the sectors that are wrestling with
these issues; that is, industry, public interest and advocacy groups,
government people who regulate and oversee the health care sys-

tem, and even academic survey experts.
The survey has been well received as having asked the right kind

of questions generally, in the right way, and produced data that is

insightful as to not only what the public thinks of values and expe-
riences, but also, since we knew a bill like this was coming down
the pike, what are the principles of a Federal bill that the public
could be asked about and express an opinion on.

The second element of the survey is that we not only did a public
survey of 1,000 respondents of 18 years of age and older represent-
ing the national population, but also of 651 leaders, divided among
the health care industry—heads of HMOs and hospitals and health
insurance executives, of government officials, legislators and regu-
lators who deal with health affairs, and doctors, nurses, care

deliverers, and also employers representing the human resources
function inside the employment area.
And unlike some situations in which you get some gap, if not a

complete conflict between the views of "an industry" and consumer
and privacy advocates on the other hand, here we found a striking
congruence between the concerns and the policy attitudes on the

part of the general public, on the part of a particularly interested

segment of the public and the leadership in all of the areas that
I mentioned.
With that in mind, let me suggest five top-line findings that I

think are the most important ones in terms of H.R. 4077 and the
whole legislative process you're engaged in.

First of all, a remarkable 27 percent of the public, which rep-
resents about 50 million American adults, reported to us that they
believe that an organization or a person that they had given their
medical information to willingly and were using it for the right
purpose had disclosed it in ways that the respondent thought was
improper.
So we have 50 million Americans who report an experience that

they believe that their medical information was disclosed in ways
they thought were inappropriate.

Since paranoia is not unknown on the part of the public, we tried
to test that by asking the health leaders themselves what they
thought about improper disclosure, and found again, a rather dra-
matic parallelism, that 24 percent of the health and government
leaders that we asked, "Do you know of an instance, an episode in

which medical information was released improperly?" reported the

very same fact, and they documented for us in ways that the sur-



153

vey report lays out specifically who was doing the disclosure and
what kind of injury was done to people.
And I think our data are very clear and very helpful, I would

hope, to this committee in suggesting that for tens of millions of

Americans, the feeling is that their employment opportunities or

their insurance opportunities or their reputations and feelings of

security in the handling of their personal medical information were

compromised because of weak rules, absence of safeguards, et

cetera.

And the conclusion that we got from the health leaders and the

government leaders was that 59 percent of them, when asked, said

that they considered violations of medical record confidentiality to

be a serious problem today. And when you get leaders classifying

something as a serious problem, when they're quite capable of say-

ing it's only a minor problem or it's not really a problem, I think

that's a very important element to factor in.

Second, we asked the public how important assuring the con-

fidentiality of people's medical records was to national health care

reform. We gave them a list of seven or eight objectives of national

health care reform, and 85 percent of the American public listed

protecting the confidentiality of people's medical records in national

health care reform to be absolutely essential or very important.
And they put this ahead of such sterling objectives of national

health insurance reform as providing health insurance for those

who don't have it today, reducing paperwork burdens on patients
and providers, and obtaining better data for medical research. So
even such important and laudable objectives, in the minds of the

public, did not keep up with or match the intensity of feeling on

the part of the public about assuring confidentiality in national

health care reform.
The third major finding is that Americans clearly accept the fact

that individual recordkeeping will have to be increased, that ad-

vanced computer technology will have to be invoked and applied if

we're going to manage health care reform efficiently. Seventy-six

percent of the public, three out of four Americans, signed on to that

kind of an expectation and statement.
And when we asked specifically about the national health insur-

ance card for accurate identification and to administer the system,
84 percent of the public said that they thought that such a national

health insurance card was acceptable.

However, and this is where the kind of problems of interpreta-
tion and of judgment on the part of the public coincide with what
is clearly the same feeling of concern and some indecision on the

part of policymakers, we went on to ask about how people felt on

having an identification number for the health insurance system,
and 57 percent of the public said that they would be concerned if

everyone were assigned an identification number, in itself.

However, they were asked if a number was issued, would they
prefer to have the Social Security number used or a new national

health identification number, and 67 percent, two out of three, said

they'd prefer to have their existing Social Security number used.

On the one hand, I think that may be a convenience response,
that I know my number; I don't want to have to remember another
number. Second, I don't think it probably reflected the kind of
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thinking process that might arise when people were brought to an
awareness of some of the problems of linkages and of misuse of the

Social Security number.
So I don't think that one should take that reading as a kind of

definitive last judgment about Social Security number versus other
numbers. I think that is going to have to unfold as the discussion

and debate about various kinds of alternative identifiers, biometric

identifiers, PIN numbers. Social Security numbers plus, and a vari-

ety of other solutions may come up.

Finally in these top-line findings, we asked whether people felt

that it was important that individuals have the legal right to ob-

tain a copy of their own medical records, which is not the case in

about 23 States today, and the public was virtually unanimous, 96

percent believing that that kind of legal right was something that
should be enacted in any contemporary medical information sys-
tem.
Then we asked whether people believe that comprehensive Fed-

eral legislation was needed or whether we should leave this to the

States and current practice, and 56 percent of the public and 58

percent of leaders believe that comprehensive Federal legislation is

needed to spell out rules for confidentiality of individual medical
records in any national health care reform system.
And again, we know from much survey research that Equifax

and Louis Harris have sponsored in the last 4 years that the public
is quite capable of saying no to Federal regulation if they don't be-

lieve that this is necessary, and therefore, this kind of endorse-

ment, I think, is a significant finding for the work of this commit-
tee.

Let me shift now to a couple of additional matters that I think
are worth mentioning before trying to analyze and sum up what I

take to be the major thrust of the survey findings for the particular

piece of legislation here.

It's clear that the public, as our earlier surveys have found, is ca-

pable of discriminating between those uses of information that they
think provide high social benefits and is relevant for decisionmak-

ing. And so the survey found that, for example, the public approves
of life insurance companies asking questions about medical history
and about alcohol and smoking and other kinds of relevant factors

in deciding whether to issue a life insurance policy or what rate to

set for it.

In addition, it's seen on the part of the various people that they
don't want uses made of their medical information where they do
not have the right kind of notice and consent. So, for example, 60

percent believe that it's not acceptable for pharmacists to provide
medical information about them without their individual approval
to direct marketers who may want to mail them offers of new medi-
cations or new medical devices for particular conditions.

And in the finding that Ms. Hunter alluded to, we found that al-

most two out of three respondents, 64 percent, don't want medical
researchers to use their records for studies, even if they're never

personally identified, unless those researchers first get the individ-

ual's consent.

Now, I think that it's going to be important to spell out some ad-

ditional questions for the public on what the conditions are that
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would make people more comfortable with important research uses

being made of their records, and I hope we'll be able to do that.

Turning to national health legislation, we took some of the con-

cepts that wound up in H.R. 4077 and put them as questions to the

public about what they thought should be in any national health

legislation fair information practices legislation.

Ninety-six percent of the public believe any Federal legislation

should designate all personal medical information as sensitive and

impose penalties for unauthorized disclosure. A similar 96 percent

support rules that would spell out who has access to medical
records and what information can be obtained.

Ninety-five percent favor legislating a right of access by individ-

uals to their medical records in the system and creating procedures
for updating or correcting such records.

And finally, 86 percent of the public favor creating an independ-
ent national medical privacy board to hold hearings, issue regula-
tions and enforce standards.

If you look at the survey, you'll see that behind those very large

numbers, in the 90 percents, we asked about what was absolutely

necessary and what was important, and so you can see that some
of these scored much more highly as being absolutely necessary,
but the total numbers show very strong agreement on the part of

people as to what should be in this kind of legislation.
One other point that I thought was interesting is that when

asked about how information processing companies should be cho-

sen in order to do analysis of treatments, results and costs, 94 per-
cent of the public believe that companies should be selected on the

basis of a proven record of protecting the confidentiality and secu-

rity of the personal records they handle.

Let me draw back now and make a few analytic points, if I may.
Mr. CoNDiT. Dr. Westin, we've got about 6, 7 minutes to go cast

a vote. Can both of you stay?
Dr. Westen. Yes, we can.

Mr. CONDIT. We'll return in 10 minutes or so and let you con-

clude your remarks, and then we have some questions for you.
Thank you.

[Recess taken.]
Mr. CONDIT. Maybe we can get going.
We apologize to both of you and to the audience. We had two con-

secutive votes and probably we'll start voting here again in the
next 20 or 30 minutes. So Dr. Westin, we'll let you conclude your
remarks, then try to wrap up our questions, and if we don't get to

all our questions, maybe we can submit those to you in writing.
Dr. Westin. Thank you very much. I was about to say that some-

times when you do surveys and you look at the answers to particu-
lar questions, you really ask yourself, what does it all add up to

in terms of consistency of viewpoint on the part of the public and
also intensity of viewpoint on the part of the public. There's a tend-

ency to do policy wonk questions to the public in which you get an-
swers back but you're not really very sure about where the atti-

tudes are coming from.
We found in this survey that almost half the public, 48 percent,

when you analyze their answers to about 39 or 40 of the questions
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on the survey, reflected what could be called intensive concern

about medical record confidentiality and privacy.
The way we came up with that figure was to look at those re-

spondents who reported that they or their immediate family mem-
bers have used mental health services—that's about 22 percent of

the population, and they are very, very concerned about the sen-

sitivity of medical information. Twenty-seven percent of the public,

as I mentioned, who reported that their personal medical informa-

tion, they felt, had been disclosed improperly.
And then finally, we had a sensitivity index of people who are

especially concerned about misuse of computers and also about po-

tential misuses of their medical information in a high technology
environment.
And when we eliminated duplicates in those three groups, that's

where we came up with the 48 percent of people who, on the sub-

stantive questions on the survey, scored high in a strong majority
of the questions that we asked.

That represents about 89 million Americans. And I think that

that, Mr. Chairman and members of the committee, is your con-

stituency. Those are the Americans who are mobilizable for this

bill, who can be energized by the right kind of publicity and by the

right kind of collection of episodes and stories that illustrate how
people's privacy rights can be trampled on, and that in this kind

of a setting, if the word can get out to those kinds of people, 48

percent of the population, you have the wherewithal for strong sup-

port for congressional action.

What's interesting is that group combines two interesting subsets

of the population. Part of them are from high income and high sta-

tus portions of the population—people who use mental health serv-

ices and report breaches of confidentiality—but they're joined by al-

most half of that number, low income, minority, and senior citizens

groups, who scored the highest on our sensitivity index.

So it's a very interesting combination of elements in the popu-
lation that share this common concern about medical sensitivity.

Let me conclude by saying that I think there's one message that

the survey sends clearly to the Clinton administration, to Congress,
to health leaders and to all the interest groups, and that is that

the American public is not very trustful at the moment of institu-

tions that want to reassure them that their health information will

not be misused.

They're going to be looking to concrete action on the part of Con-

gress and on the part of administrators and on the part of all the

groups that are involved in processing medical information, private
sector comipanies and the professions themselves.

What they want, and I think H.R. 4077 responds quite directly

to the issues that were raised and tested in the survey, is to have

a system of rules, to have meaningful safeguards and remedies,
and to give private rights of action for people so that they feel that

they're not dependent always on what others will do on their be-

half.

And it's that combination of rules and remedies and initiatives

that I think the American public will want if they are to feel that

their confidentiality of information is to be protected.
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I think this is an excellent bill, one that gets us started in ex-

actly the right direction. I'd be delighted to work with you on the
details of it, and I think the Equifax survey of 1993 shows that
you're responding to an extraordinarily sensitive issue for the ma-
iority of the American public and properly mobilized, they will be
behind you with it.

[The prepared statement of Dr. Westin follows:]
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Background

Chainnan Condit and Subcoimnittee Members, I am very pleased to testify today at these

important hearings on federal protection of individual privacy in the handling of health

information and medical records. As a professor at Columbia University and an expert on

privacy, I have been concerned about privacy of medical and health information for three

decades.

In the 1960's, I looked at the uses of medical information during the early days of

computerization fPrivacv and Freedom. 1967') . Between 1974-1976, 1 directed a study for the

U.S. National Bureau of Standards that mapped in detail how personal medical records and

health information were flowing out of direct care into payment and review sectors, and into the

larger zone of social uses of medical information. (Computers. Health Records, and Citiygn

Rights. 1976.) Since 1978, 1 have led a series of public opinion studies on privacy as academic

advisor to Louis Hanis & Associates, with a frequent focus on how Americans feel about

handling of their personal health information. (Ashortbioofmy health-privacy activities

apeai3 at the end of this statement.)

I am also the publisher of Privacy & American Bu.siness. a new, non-profit national bi-

monthly report on key privacy issues affecting all American businesses that rely on uses of

personal information about their customers, clients, employees, patients, and other individuals

with whom they have — or hope to have — business relationships. Privacy & American Business

devoted the In Depth section of its second issue (in early 1994) to the health information privacy

issues and national health care reform. We not only reported in detail on the national survey I

will be describing today but we also described the landscape of organizational activities and

supporting studies, codes, and public expressions that demonstrate converging concerns policy

on the need for health privacy legislative action by Congress.

(I have included a copy of this In Depth section of Privacy & American Business with

my prepared statement, for inclusion in the hearing record)
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The Harris/Equifax Health Information Privacy Survey, 1993

Today, I appear at your inviiation to relate the major findings of a national survey on

"Health Information Privacy" conducted in 1993 by Louis Harris & Associates, sponsored by

Equifax Inc. The Equifax survey is the most comprehensive and detailed study yet conducted of

the American public's experiences, attitudes, and concerns over the handling of their health

information, particularly in the context of national health care reform, as well as the views of

health industry and government leaders.*

These findings confirm the urgency with which both large majorities of Americans and

large majorities of health care leaders favor the enactment of federal legislation to define and

protect health-information privacy rights. The findings also support strongly many of the

particular approaches of H.R. 4077, the Fair Health Information Practices Act of 1994.

First, let me summarize what I see as five of the most relevant findings of the survey for.

FIVE TOP LINE FINDINGS

1. Improper release of medical information

A remarkable 27% of the public
~

representing 50 million American adults — believe that

an organization or person legitimately having their individual medical information has disclosed

it improperly. Twenty-four percent of health and government leaders parallel the public's

response, reporting that they personally know of such improper disclosures of medical

information. Overall, 59% of leaders say that they consider violations of medical record

confidentiality to be "a serious problem" tod^. r

2. The critical importance of confidentiality in health care reform

Eighty five percent of the public say that protecting the confidentiality of people's

medical records is "absolutely essential" or "very imporunt" in national health care reform. They

• The Harris/Equifax survey polled a representative public sample of 1,000 persons 18

years of age or older. Some 90 substantive questions were posed, along with standard

demographic data. In addition, 651 leaders were polled, drawn from the communities of health

care and supporting services, government officials dealing with health issues, and employers.
The surveys were administered in July-August, 1993. The full report. The Health Information
Privacy Survey. 1993. is a 153-page document and single copies are available without charge by
writing to the Public Affairs Department, Equifax Inc., 1600 Peachtree Street, Atlanta, Georgia
30309

The survey findings were issued publicly on October 29. 1993, at a national Health
Information Privacy Conference in Washington, D.C. The conference — attended by over 200
health industry representatives, government experts, and public-interest group representatives

—
was co-sponsored by the American Health Information Management Association and Equifax, in

cooperation with the United States Office of Consumer Affairs.
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put this priority even ahead of reform goals such as providing health insurance for those who do

not have it, reducing paperwork burdens on patients and providers, and obtaining better data for

medical research.

3. Support for record-keeping and health cards

Seventy six pet cent of American adults believe that individual-record-keeping will have

to be increased and advanced computer technology applied to manage health care reform

efficiently. Eighty four per cent say it is acceptable to issue everyone a national health insurance

card for accurate identification and to administer the system.

4. Concerns over computers and identity numbers

However, 75% of the public worry that medical information from a computerized

national health information system will be used for many non-health purposes. And 57% would

be concerned if everyone were assigned an identificalion number for the health insurance system.

But if a number is issued, 67% would prefer using their existing Social Security number to

having a new national number just for health insurance.

5. Strong support for privacy and access laws, and a federal standard

The public is virtually unanimous -' 96% — in saying it is important that individuals have

the legal right to obtain a copy of their own medical records (not the law today in 23 states).

Fifty six percent of the public and 58% of leaders say that comprehensive federal legislation is

needed to "spell out rules for confidentialiry of individual medical records" in national health

care reform; they reject relying on current laws and organizational practices.

OTHER MAJOR FINDINGS

Some other findings of the Hanis/Equifax survey relevant to these hearings are the

following:

* trust in care providers

Eighty seven percent of the public in 1993 believes the health providers they use are

doing a good job in keeping their medical information confidential. Only very small percentages

cite a:iy health service providers
- doctors, hospitals, or pharmacists

- when listing

organizations they believe have disclosed their personal medical information improperly.
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•
provider use of computers

Reflecting high general fears about computer handling of personal information, half the

public (50%) say they are concerned that their health care providers are using computers today in

managing accounting and lab work and keeping medical records. Strong majorities worry that

this computer use may cause mistakes in charges (75%); mistakes in medical conditions put into

patient records (60%); and medical information being given to people who aren't supposed to see

it (64%).

• worries about how medical informatioo circulates

Forty one per cent are worried that medical claims information submitted under an

employer health plan may be seen by their employer and used to a£fect their job

opportunities. Sixty per cent believe it is not acceptable for pharmacists to provide medical

information about them — without their individual approval
— to direct marketers who want to

mail them offers of new medications. Almost two out of three (64%) don't want medical

researchers to use their records for studies, even if they are never identified personally, unless

such researchers flrst get the individual's consenL

• social uses of health information

The public approves of relevant and proper uses of medical information beyond the direct

care setting. For example, large majorides
- from 62-81% - say it is acceptable for life

insurance companies to collect medical or health-related information to decide whether to issue a

policy and at what rate. Acceptable information includes whether applicants drink alcohol,

smoke tobacco products, or engage in dangerous sports; the applicant's medical history of past

diseases and illnesses; and the applicant's family history of inheritable conditions. The public

also believes it is acceptable for life insurers to require urine tests to detect illegal drugs and

blood tests for AIDS or the HIV virus.

• national health privacy legislation.

Ninety six per cent of the public believe any federal legislation should designate all

personal medical information as sensitive and impose penalties for unauthorized disclosure. A
similar 96% suppon rules spelling out who has access to medical records and what information

can be obtained. Ninety five per cent favor legislating a right of access by individuals to their

medical records in the system, and creating procedures for updating or correcting such records.

Finally, 86% of the public favor creating an "independent National Medical Privacy Board to

hold hearings, issue regulations, and enforce standards."
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•
infonnatioii-processing companies and privacy

Ninety-four per cent of the public say that information-processing companies hired to

review individual medical records for analysis of treatments, results, and costs should be

selected "on the basis of a proven record of protecting the confidentiality and security of the

personal records they handle."

Almost Half the Public Register Very High Concern

Looking into imderlying sources of these attitudes — stemming fix)m medical conditions,

experiences with breaches of medical confidentiality, and deeper social attitudes - the survey

identified three subsets of the population that adopted consistently strong privacy positions on a

majority of 39 substantive questions the survey presented about medical privacy.

•
respondents who repon they or immediaie family members have used mental health

services (22%);

•
respondents who report that their pereonal medical information has been disclosed

improperly (27%); and

•
respondents who score high on a "sensitivity index" measuring a combination of

strong fears over computer uses and worries about potential misuses of medical information

(13%).

After eliminating duplicate appearances across the three groups, the survey found that

48% of the American population
-

repre.'aintin g about 89 million Americans - display

consistently strong medical privacy concerns..

What is significant is that this 48% of the population combines people from the high-

income and high-status portion of the population (those using mental health services and

reporting breaches of confidentiality) with people of low-income, minority, and senior-citizen

status (scoring highest on the sensitivity index).

Public and Leaders Compared
The survey's sample of 651 Leaders was dravkTi from three groups: (1) leaders from

health services (hospital. HMO, and health insurance senior executives; physicians; nurses; and

medical society executives); (2) government officials (state and federal legislators and

regulatory officials concerned with health affairs); and (3) employers (represented by senior

human resources executives.)

Unlike the results of surveys in other business sectors - where industry leaders often

register significanUy less concern about privacy and less support for privacy protection measures

tiian the public
- the 1993 Harris/Equifax survey found health services leaders and employers to

hold privacy attitudes very similar to those of the public. Industry leaders were cither more
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privacy-oriented than the public or about the same on almost two-thirds of the 24 key attitude

and policy questions asked of both leaders and the public.

However, leaders are more pessimistic about protection of privacy in health care reform

than the public is. While 54% of the public feels that privacy of medical records will probably be

better protected in health care reform than it is today, only 23% of leaders think that will

probably happen. And. in a question asked only of the leaders, a bare 50% said that they felt

increased computerization of medical and health records "could be managed to help strengthen

the confidentiality of such records," while 45% felt computerization "is almost certain to weaken

confidentiality." (5% had no opinion)

Fortunately, the survey shows there is broad agreement between die public and leaders on

both the crucial importance of legislative privacy action and on die basic measures that are

needed. Whatever their differences on other aspects of health care reform, health-care providers,

insurers, medical society leaders, employers, and government officials overseeing health care

share the public's concerns over medical privacy.

What The Survey Warns About Health Care Reform

The survey contains a clear warning to the Clinton Administration, Congress, the health-

industry, and interest groups concerned with health care reform. The American public supports

the need for health care reform and also the need for applications of advanced technology to

administer it well. But the public also wants medical confidendality and patient-access rights to

be clearly and strongly protected in any refonn system adopted.

As the debates unfold over coverage,' costs, consumer choice, local options, and Federal

Government roles, the American public will be looking for a detailed federal code of fair health

information practices, with the kinds of specific guarantees and mechanisms that majorities in the

80-96% range favored when presented with these on the survey.

This Bill Is In Direct Line with Major National Public Concerns and Policy Preferences

I am pleased to note that this is the approach that H.R. 4077 adopts, placing it in direct

and meaningful response to the concerns registered by the Harris/Equifax survey. You deserve

much praise, Mr. Chairman, for developing and presenting this bilL The results of the survey

indicate that large majorities of the American public and of health care leaders should be ready to

support you.

I also applaud the wide consultation process by which the Committee's staff expert,

Robert Gellman. has constructed H.R. 4077. While there will surely be improvements and

refinements of this initial draft - and I will be happy to work with the Subcommittee in this
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endeavor - this is a strikingly excellent initial bill, a fact that bodes weU for its ultimate passage
in Congress.
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Mr. CONDIT. Thank you, Dr. Westin. We appreciate your testi-

mony. We appreciate your patience and your being here this morn-
ing.
Mr. Baker, did you want to summarize or close?

Mr. Baker. Yes, sir, if I could take another minute or two.
Mr. Chairman, Ms. Woolsey, Mr. Horn, the op-ed commentary

that I referred to earlier from last week, in that commentary we
said that legislation should really do a number of things: designate
medical information as sensitive, penalize unauthorized use, spell
out who has access under what circumstances, provide a right of

patient access, and encourage confidentiality and security practices.
I believe that your bill really addresses these issues.

If I might just state a few things that we're in complete support
on, we like the approach of defining rights and responsibilities of
the parties, rather than trying to get into who owns what, which
we think is less useful, as you have said. We think there are mean-
ingful consent mechanisms set up by the bill that give consumers
access. They allow recordkeepers to charge their reasonable costs,
which we think is proper.
The definition of protected health information does exclude data

that does not identify the individual, so it wouldn't appear to re-

strict the uses of aggregate data for outcome evaluation, cost-bene-
fit statistics. And even where there is identification, and it's a pro-
tected health information, the disclosure is permitted for important
research uses.

And we've had a lot of discussion about the survey and the public
concern about that and the speculation, I believe, by Nan Hunter
that if the questions were more properly or more deeply worded,
thev might elicit, with more information about the benefits of pub-
lic healtn services and research, a more acceptable response on the

part of the public, and I think that may be something worth pursu-
ing.
With regard to the issue of permissible uses and who has access

to information under what circumstances, and I think this might
be our chief observation, there are many different entities with dif-

ferent data uses, all with the same rights and duties under the
label of health use trustees or affiliated persons—doctors, HMOs,
review companies, processors, insurers, health plans, and so forth.

And we think it might be useful and helpful to add more preci-

sion, so that each participant's role is described or charted with the
duties and rights defined for the various information uses that they
make.

It seems likely to us that perhaps some trustees and affiliates

should have different rights and responsibilities than others, and
I'd just like to say, Mr. Chairman, that attending this meeting this

morning with me from Equifax is Jim Perkins, seated behind me,
a senior vice president in charge of our health information compa-
nies, and certainly he and his staff would be pleased to work with
the subcommittee in mapping out some of these various informa-
tion uses and purposes.
We think that effort would be worthwhile because we know from

our surveys that the public wants to make the call for different in-

formation use situations, as to where the appropriate privacy
boundaries lie.
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Mr. Chairman, you realize more than we do how complex and
difficult it is to develop comprehensive health privacy legislation.
We think your bill is creative and constructive, with a number of

approaches and concepts that we believe will shape the future

thinking about these issues for the time to come.
The areas that have been discussed, I'll just highlight some areas

that we talk about in our testimony, without really much comment.
Federal preemption—we think that's important, particularly, as
Ms. Hunter said, in the area of transaction processing, payment
mechanisms. That should be very strong, we think.

The compatible use concept we think is a very good concept, one
that perhaps might be expanded to include those uses that people
normally and reasonably would except to occur in an ongoing rela-

tionship between the particular parties.
Identification systems we've talked about. It seems imperative

that there be some identification system to achieve accuracy, effi-

ciency and eliminate fraud. The task will be to build in proper limi-

tations on the use of that identification and on the linkages that
can be made with those identifiers and other information systems.

I think this bill will encourage companies to develop voluntary
fair practices and that final legislation may want to recognize some
of those and be drawn flexibly enough to incorporate suitable ones
in the overall legislative package.

Again, Mr. Chairman, we'd like to compliment you, the commit-
tee members, your staff for this excellent start, defining proper fair

health information practices. We think your approach, from our

survey, is in synch with public opinion, and we look forward to

working with you and the staff and the committee members on it.

Mr. CONDIT. Thank you, Mr. Baker. Thank you for your help.
I've got a couple of questions. I have a couple of pages of ques-

tions, but I'm going to maybe submit those to you and let you re-

spond in writing. But maybe I'll just ask a couple of them and then
defer to my colleagues.
The polls show that most people, at least 87 percent, believe that

health providers do a good job in keeping information confidential.
Do people really have a good basis for this belief? Can they really
tell whether the hospitals really protect them or not?

Dr. Westen. Well, I read the figure this way, that most people,
in their experience with the direct health care provider, certainly
if it's the physician or the therapist, view that person as trying to

give them vital and necessary treatment and wanting to keep as
much confidentiality in that one-to-one relationship.
But they also appreciate that to get paid for that service, the pro-

fessional may have to disclose some thing, and that worries some
patients, but generally they hear their own doctor or hospital per-
sonnel say that they're also concerned about diagnoses that would
be misunderstood.

So I think on the whole, the public, our survey shows, is highly
trusting of the direct people that are helping them. It's really when
it gets outside the treatment setting and is released under various

requirements of reporting or financing or other kinds of issues that
the public begins to feel nervous.
Mr. CoNDiT. So I take it that they have confidence, and rightly

so, in the hospital infrastructure, but maybe outside that?
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Dr. Westin. They get nervous when the insurance function
comes in, when they worry about who's looking at their record for

payor, quahty care assurance and so forth. They want to be reas-

sured that in those setting, the right people are looking at it and
that it's not being used, especially then in the employment relation-

ship or in something else that will limit their opportunities.
Mr. CONDIT. Mr. Baker, Equifax is a credit bureau.
Mr. Baker. Yes, sir.

Mr. CoNDlT. But it engages in other businesses that involve the
use of health information. Is there a strict functional separation be-

tween health claims processing information and other consumer in-

formation obtained by Equifax? How is that separation enforced?
Mr. Baker. Yes, sir. I think the best answer is that it's a separa-

tion as a matter of principle, practice. It's separated as a matter
of privacy and relevancy, and it's also separated as a matter of law
in that there are regulations that set permissible use requirements
on consumer reporting information, which therefore has to be kept
separate.

Structurally it's enforced by actual structural separation—sepa-
rate data bases, separate computers and so forth.

Mr. CONDIT. Thank you. Mr. Horn.
Mr. Horn. Thank you, Mr. Chairman. I'm sorry we had to go to

the floor to have these votes, and you might have well covered
some of these in your testimony.

I'm a long-time advocate of a fool proof, counterfeit proof Social

Security card, and I've heard all the arguments that have been
made by some of the original designers of the system, that that
number was not supposed to be used for any other purpose but So-
cial Security.

Reality is it is used for almost every purpose where identification

is needed in our society. Universities are a prize example. Most of

the registration records in my former institution, and I suspect Co-

lumbia, but I'm not positive, are tied to a Social Security identifica-

tion number and when you don't have one, the university then
makes up a number to somehow identify this James Smith from
that James Smith.
What I'm curious is in your study, you state that most people

would prefer to have their Social Security number used rather than
a separate health insurance number. How was this question
phrased and do the respondents understand that the Social Secu-

rity number can be linked to other personal documents?
Dr. Westen. Let me just find the wording and I'll give it right

to you. We first asked about the personal ID card.

Mr. Horn. What page are you on?
Dr. Westin. This is page 94 of the full report, and you can see

that the question first asked about the card, and we got, as I men-
tioned, the support for the card.
The number question then followed on page 95. "Under national

health care reform, each person might be assigned an identification
number for health insurance purposes. How concerned would you
be to have such a health information number assigned to you?"
Very concerned, somewhat concerned, not very concerned or not
concerned at all.



171

You can see that 28 percent of the pubhc would be very con-

cerned if they had such a number and 29 percent somewhat con-

cerned. And traditionally if you combine those two to get the above
the line reading, that gives us 57 percent that say they would be
concerned.
And then the next question reads exactly, "If there were to be

such a number, which would you prefer as an individual health

number: Your present Social Security number or a new national

health number assigned to each person?" And on that choice, your
present Social Security number or new number, you can see that

67 percent of the public would prefer to have their present Social

Security number and 30 percent said they would prefer a new na-

tional health number assigned to each person.
We could interpret that, read the tea leaves on it, but as you

asked, what was the actual wording, that's the way we presented
it.

Mr. Horn. One of the things I was thinking of is if there had
been a followup question to that question that made the point I'm

making, did they understand that these can be linked to other per-
sonal documents and does that bother them, sometimes people
don't think of that.

Mr. Chairman, if we might, could we just have the relevant ta-

bles, tables 9-1 and 9-2, inserted, along with the answer, in the

hearing record?
Mr. CONDIT. Without objection.
[The information is contained in appendix 1.]

Mr. Horn. From your research, would the public favor signing a

separate authorization form for every disclosure, or how would you
work the mechanics of that, based on your study of public opinion
and privacy?

Dr. Westin. Well, we didn't ask any question about that specifi-

cally, so I would have to infer. I would infer that the public, I

think, would have two minds. On the one hand, they don't want to

be burdened, especially in times of emotional decisionmaking in

medical situations, with the kind of requirements of reading notices

and signing notices that would be sort of a burden.
On the other hand, I think that most people are concerned about

the breadth of current releases and consents and are not com-
fortable with what some of the present language is, that I release

everything to anybody for any purpose forever, and that one of the
most important things that legislation can do is to define what is

an appropriate consent language, with the appropriate limitations

for particular uses.

That's my inference from the structure of views that our survey
got, but we didn't ask about that in particular.

Incidentally, these suggestions may be things that we can put
into further surveys that we want to do, to test on the number or

on the consent form, and those would be very helpful.
Mr. Horn. Now, the groups that you interviewed are obviously

fairly knowledgeable about a lot of these practices within some of

these institutions.

Dr. Westin. The leader sample, yes.
Mr. Horn. And the average public, and I include myself with the

average public, are probably not as knowledgeable as to the per-
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mutations of this or that foim of health care organization, be it a

hospital, a doctor's office, an HMO, all the various permutations of
that.

What was your impression of the level of knowledge the public
might have had about the different types of disclosure that might
be asked and how that system works?

Dr. Westin. Well, when you ask privacy questions in general,
that's always a problem. If you ask about wiretapping, the number
of people that actually have had a wiretapping experience is prob-
ably going to be very small.

Here, though, I think you have a different situation. The public
is composed of people who use health care services, who compile
and are aware that there are records about them, that know that

they have been asked to disclose health information often to an em-
ployer or to an insurance setting or a license setting or a govern-
ment program.
And so I think that the fact that 27 percent of the public said

that they believed that their medical information had been dis-

closed improperly was really based upon personal experiences and
values and attitudes derived from it.

Also, when you have about a quarter of the population that have
used mental health services, they're going to be giving you some
real live experience as to their concerns about whether sensitive in-

formation drawn from psychological and psychiatric services worry
them.
So I would attach very high confidence that the kind of questions

we asked of the public because they were actually inside their daily
life experiences. We asked different questions of the leaders, so we
asked them about what kind of information they might want for

outcomes research or quality care. We wouldn't expect the public
to have real informed judgments about that.

But I would respond that on the questions that we asked, public
confidence would be very high, that people know experiences and
attitudes they draw on in the answers.
Mr. Horn. One last question, Mr. Chairman, and that is this.

You heard the very moving testimony of our colleague. Representa-
tive Velazquez this morning. Many of the people you interviewed,
as you suggest, also had their personal experiences as a basis for

some of their reaction.

From your study of privacy issues, what's the proper type of en-

forcement, penalty system, if any, that is needed to get conformity
to the law or try and be a sufficient deterrent to nonconformity
with the law?

In my colleague's bill, the chairman, for whom I have the highest
respect, we're talking essentially civil damages, possibly punitive
damages, based on the particular court situation. Is that the best
route to go? Are there other routes to go? How would you suggest
that be handled?

Dr. Westen. I think it's very instructive to think about why the

episode took place that did in New York. One, I think everybody
in the health care system has no experience with anybody every
being prosecuted or convicted or being sued for damages success-

fully for releasing personal medical information. So there's no de-
terrent in terms of the life experience of people.
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So the first thing I think you can do is to put a credible, enforce-

able mechanism in where some people get indicted and prosecuted,
if it's a knowing violation, and some people get sued for damages
or lose their jobs because the hospital fires the person that leaked
the information about the congresswoman.
So I think it's a combination of creating clear rules with public

education going with it, enforcing it, by actually prosecuting people
and suing people, and also I thought the answer that it's the hos-

pital's responsibility is a very good answer. They're the first line,

and while they can't obviously make sure every time every person
obeys their rules, if they can get the people who today breach the
rules because they really don't worry about the hospital doing any-
thing about them, you'd make a major step forward. It's that com-

bination, it seems to me, that you really want to achieve.

Mr. Horn. I guess one of my worries is this going to be sort of

the tort lawyers' relief act of 1994, when we're trying to get some
sense in some of what's going on here? Let's face it. You look at

a doctor and you say, "Aha, deep pockets." You look at the modern
hospital and you say, "Aha, deep pockets."

Will we just have a lot of this nonsense going on that the institu-

tion—doctor, doctor's office, five clerical employees to handle the

paperwork of both government and private insurance companies,
hospital, thousands of records, hundreds of people might well hav-

ing access, and in the age of the Xerox machine, you know, if the
record was Xeroxed 5 months ago, 5 years ago because someone
thought, "Gee, this is the mayor's wife or this is the mayor coming
in or a Member of Congress or whatever; maybe I can put that to

use." And as the case I cited this morning, if you have a disgrun-
tled employee that's fired, is that not a problem? And you don't
know a thing about it, but you've got a bank account. The em-
ployee, they can't even find, et cetera. So I'm worried about that.

Mr. Baker. Mr. Horn, we share your concerns. And in our writ-

ten testimony we did say that the area of particularly civil dam-
ages does appear to perhaps stimulate some of that activity and
that perhaps there could be some—and this is one of the areas we'd
like to work on—perhaps some method of notice and cure before

you get into statutory amounts of $5,000 and so forth in the dam-
age area, because I think you've expressed a legitimate concern,
and we don't want to go down that road. I think you're right.
Mr. Horn. If we wrote into law that the political candidate that

used that record would not be able to hold office, even if elected,
that might be interesting. It might slow things down. On the other

hand, you might have your opponent leaking his own record just
to accuse you of doing it. So we run into some of these things.

Well, I thank you all for your testimony.
Mr. CONDIT. Thank you, Mr. Horn. I want to assure you that I'm

certainly not trying to create employment for the trial lawyers. Ms.

Woolsey.
Ms. Wooi^EY. Very quickly. First, followup to identification

numbers. Did you ask the respondents in your survey how often

they'd forgotten their ATM number?
Dr. Westin. We did not, but obviously behind the idea of "keep

my Social Security number" is what you're implying.
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Ms. WoOLSEY. Right. I can still remember my Social Security
number but I have lost my ATM number every once in a while, so

I think we should keep it as simple as possible. Yes?
Mr. Baker. We were discussing this at some length during the

break. There are probably a number of identification systems that

are going to be used in different regions and in different health

care information environments. And so I'm not sure there's one

overall—there may not be one overall identification circumstance.

Ms. WooLSEY. Maybe we'll try different approaches to it through-
out the country until it's clear there's one way to do it that works
the best.

Mr. Baker. Perhaps so.

Dr. Westin. That's what I meant, in terms of technologies rolling

down, there may be ways of identifying people apart from numbers,
such as a thumb print or something which, if the technology be-

comes widespread and if it's coherent and so forth, that people
won't have to remember any numbers. You put your thumb down
and you're identified as the right person to use the health system.
You carry your thumb with you in most cases.

Ms. WooLSEY. The grayer my hair gets, the more I'm going to

like that. It appears that the public doesn't want us to use their

health care records for research, yet we know that research is so

important. Do you see that once we get some health reforms in

place that the public may accept the idea of using anonymous data
for research?

Dr. Westin. I think so. I think that what the public is saying is

given the way they presently think about the leakiness of the medi-

cal record system and about no capacity on their part to control

use, it worries them that research might get to their records, be-

cause they worry who's the researcher?
If you could have a system of institutional review boards on the

research ethics to begin with and then strong legal safeguards

against using identified information improperly, my guess is if you
put those safeguards to people, and if they believe them, that you
would then find a readiness to support research because of all its

very valuable social benefits.

Ms. WooLSEY. So if we start with H.R. 4077 then people may
start trusting that their medical informaton is private.

Dr. Westin. Yes, you could retitle this the Trust Restoration Act

of 1994, and it might do a great deal for you.
Ms. WooLSEY. Good. Thank you. Thank you, Mr. Chairman.
Mr. CONDIT. Thank you very much. I want to thank both of you.

You've been very helpful and you've been patient with our schedule

this morning, and we appreciate that very much.
We have a vote on. The subcommittee has scheduled two addi-

tional hearings next week, on Wednesday and Thursday. The wit-

nesses will include representatives of some of the major health care

organizations and advocate groups.
Those who cannot be accommodated at the hearing may submit

written comments or testimony, and you're welcome to do that. So
we'll see some of you next week, and this meeting is adjourned.

[Whereupon at 12:20 p.m., the subcommittee adjourned, to recon-

vene Wednesday, May 4, 1994.]
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2247, Rayburn House Office Building, Hon. Gary A. Condit (chair-
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Bart Stupak, Ileana Ros-Lehtinen, and Stephen Horn.
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sional staff member; Aurora Ogg, clerk; and Diane Major, minority

professional staff. Committee on Government Operations.
Mr. Condit. Good morning.
We have called the meeting to order. This is the second legisla-

tive hearing on H.R. 4077, Fair Health Information Practices Act
of 1994.
At our last hearing we received a positive assessment of the leg-

islation from the administration, and we heard the results of the

very timely public opinion poll on medical privacy issues.

Today we continue with the witnesses from the major medical in-

stitutions that will be directly affected by the legislation; we will

hear from doctors, hospitals, insurers, and medical record profes-
sionals.

A second panel will bring in the views of a major employer, a pri-

vate foundation with considerable amount of experience in main-

taining and disclosing sensitive patient information, and a law pro-
fessor who will be able to comment on how confidentiality issues

are addressed elsewhere in the world.

We will be joined a little bit later by the other members of the

committee, but in consideration of your time and our time up here,
we're going to go ahead and begin.
So this morning we have the first panel, Ms. Frawley, Mr.

Gimpel, Mr. Entin, and Dr. Lewers.
Some of you appeared before this committee a few months ago

and we're delighted and honored that you're back again, and we do

appreciate greatly your participation in this issue. It has been very
helpful to the committee.

So I am going to allow you to make your comments, and then if

the other members come, we will let them make their opening
statements at the end of this panel.

(175)



176

We have a policy of this committee, and some of you are already
aware of this policy, those of you who are not, don't be alarmed.
We swear all witnesses in. So will you please rise and raise your
right hand.

[Witnesses sworn.]
Mr. CONDIT. Dr. Lewers.

STATEMENT OF DONALD LEWERS, M.D., MEMBER, BOARD OF
TRUSTEES, AMERICAN MEDICAL ASSOCIATION

Dr. Lewers. Thank you, Mr. Chairman. It's a pleasure to be back
with you.

I am Donald T. Lewers. I am an internist and kidney specialist
in Easton, MD, and a member of the board of trustees of the Amer-
ican Medical Association.

Physicians have an essential role in preserving patient privacy.
That is why we applaud your commitment to the sensitive subject,
Mr. Chairman, and express our gratitude for involving the medical

profession in developing the Fair Health Information Practice Act
of 1994.

Confidentiality is fundamental ethical tenant of the physician/pa-
tient relationship. People must have thc> confidence that their con-

versations with their doctors will not be broadcast or in any way
compromised.
Without such free communication, physicians will not be as read-

ily able to diagnose and manage many illnesses. Efforts to protect
this information often set out in the medical records must be esca-

lated.

This is why, Mr. Chairman, the AMA applauds your sponsorship
of H.R. 4077. This legislation would establish a reasonable Federal
role through the development of a code of fair information practices
that will help to ensure the privacy and security of patient health
care information.
The AMA concurs with the need for precise accounting proce-

dures regarding disclosure of protected health information to en-

sure that unbridled dissemination of individually identifiable

health care data does not occur.

We further commend you in creating appropriate guidelines for

disclosure of protected health information to law enforcement au-
thorities. We agree that mandatory blanket transmission of com-

prehensive health care data in this area without permitting the
health information trustee to utilize boundaries crafted in section

129(a) would be improper.
The provision in H.R. 4077 applying to information disclosure are

effectively bolstered by directing health information trustees to in-

corporate reasonable safeguards to ensure the integrity and con-

fidentiality of protected health information. The proposed security
measures are important to further insulate private health care
data from unauthorized access.

With the increasing computerization of patient records and
changes in medical record creation and use, we must make certain

that legal and ethical precepts applicable to paper records are not
lost. Patient records, regardless of form, must always remain con-

fidential and free from unauthorized access. We feel that it is a

given that even more complex security measures will be required
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to protect patient privacy with the move to computerized-patient
records.
We appreciate your interest in addressing the issues inherent in

this critical patient care matter. However, we are concerned that

the rush to simplification and standardization in the way health in-

surance claims are processed and patient records are handled, may
compromise our role as the advocate our patients' interest.

Care must be taken to avoid creating added levels of bureaucracy
to administer these programs. We can ill afford to impose undue
economic burdens upon physicians or health care providers to im-

plement electronic data systems. Similarly, recognized and success-

ful reporting mechanisms should not be recreated.

Finally, legal restrictions that provide maximum protection for

patient—for the patient, must be clearly articulated. At a mini-

mum, we must have the following protective factors:

Restrictions on access to information must be clearly established;
information released for one purpose must not be used for another

purpose; where disclosures of health care information occur, prin-

ciples of informed patient consent still must apply; when a health
care record is shared, any risk that a patient could be identified

must be minimized; for research purposes, data must be supplied
in aggregate form with removal of individual identifiers.

In conclusion, we strongly believe that the protection from any
unauthorized disclosure must be vigorously pursued. For example,
the sanctity of the information that may be assessable through the
health security card must be protected. The health security card
must not become an avenue for access to personal, private and

privileged information about an individual.

We are convinced that with appropriate safeguards computer-
ized-patient records can provide a valuable service by assisting

physicians and the health care community in reaching our goal of

providing the highest quality medical and health care. However, we
want to underscore that confidentiality protection will be critical in

the new environment that will be created under health system re-

form.
The AMA appreciates the opportunity to appear before the sub-

committee and we will be pleased to respond to questions.
Mr. CONDIT. Thank you. Dr. Lewers. We appreciate your being

here.

[The prepared statement of Dr. Lewers follows:]
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Mr. Chairman and Members of the Subcommittee:

My name is Donald T Lewers. MD. 1 am an internist and kidney specialist m Easton.

Maryland and a member of the Board of Trustees of the American Medical Association (AMA)

Accompanymg me is Hilary Lewis, JD, of the AMA's Division of Federal Legislation.

On behalf of the AMA, I am pleased to have this opportunity to express our views regarding

the critical issues of privacy and confidentiality, particularly in the new environment that will be

created under health system reform. We applaud your commitment to this sensitive subject, Mr.

Chairman, and express our gratitude for seeking the involvement and panicipation of the medical

profession in every phase of your initiative - from your initial examination of the topic through the

development and introduction of H.R. 4077, the "Fair Health Information Practices Act of 1994."

The AMA has long been concerned with the myriad of issues involving confidential patient

information and the quintessential role of the physician in preserving patient privacy as a major

component in rendering quality medical care. Confidentiality of the health care information contained
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in the patient medical record, whether that record is generated through care delivered in the public or

the private sector, remains a cornerstone of the physician/patient relationship. Underlying any

discussion of confidentiality is the need for patients to be willing to tell their physicians highly

personal, possibly embarrassing, and deeply private information. Without such free communication,

physicians will not be able to properly diagnose many illnesses. People must have confidence that

they can speak to their doctors without that information being made available. As the ability to

computerize medical records expands and is used, the potential for confidentiality breaches heighten,

and efforts to protect and maintain confidentiality of all medical records similarly must be escalated.

The AMA has long been active in pursuing matters regarding patient privacy and looks

forward to participating with Congress and the Admimstration as health system reform continues to

evolve. Opinions articulated by the AMA Council on Ethical and Judicial Affairs (CEJA),

development of AMA model state legislation on the confidentiality of health care information,

ongoing activity regarding the AMA Physician Masterfile, and reports of the AMA Council on

Scientific Affairs have highlighted confidentiality issues from a variety of perspectives. We were also

pleased to panicipate in the efforts of the Workgroup on Electronic Data Interchange (WEDI)

convened by the Department of Health and Human Services (HHS) in 1992 to explore the use of

electronic claims processing as a mechanism to increase efficiency, reduce costs, and improve patient

service. The AMA was actively engaged in the Department of Health and Human Services

Workgroups on Computerized Patient Information and External Performance Monitoring as well.

The AMA was also a founding member of the Computer-based Patient Record Instimte and serves on

its governing board.

EXmCAL ISSUES

Confidentiality is a fundamental tenet of the physician/patient relationship, underlying the

ethical context of all communication that takes place during the course of medical care and treatment.
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The AMA Principles of Medical Ethics declare:

A physician shall respect the rights of patients, of colleagues, and of other health

professionals, and shall safeguard patient confidences within the constraints of the law.

As stated in Opinion 5 05 of the AMA Council on Ethical and Judicial Affairs:

The information disclosed to a physician during the course of the relationship between

physician and patient is confidential to the greatest possible degree. The patient should feel

free to make a full disclosure of information to the physician in order that the physician may
most effectively provide needed services. The patient should be able to make this disclosure

with the knowledge that the physician will respect the confidential nature of the

communication. The physician should not reveal confidential communications or information

without the express consent of the patient, unless required to do so by law

Physicians recognize that a patient's history, diagnosis, treatment, and prognosis may be

discussed wiih a patient's attorney with the consent of the patient or the patient's lawful

representative. Additionally, a physician may disclose history, diagnosis, and prognosis of a patient

to an insurance company representative, but only if the patient or a lawful representative of the patient

has consented to the disclosure (Opinion 5.08). Ethical opinions further clarify that a physician's

responsibilities to patients are not limited to the actual practice of medicine, and include the

performance of some services ancillary to medical practice, such as certification that the patient was

under the physician's care, and comments on the diagnosis and care in a particular case.

A panoply of other ethical issues related to patient record confidentiality have also been

addressed in our ethical opinions: (1) availability of the physician record to other physicians, (2)

disposal and transfer of patient records upon a physician's retirement or sale of a medical practice; (3)

confidential information obtained by a physician in an employment sening; (4) the physician's

responsibility to testify in court or before a worker's compensation board in a personal injury or

related case regarding confidential patient information; and (5) the application of confidentiality to

computerized medical records.

One abiding ethical principle remains clear:

Notes made in treating a patient are primarily for the physicians's own use and constitute his
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or her personal property. However, on request of the patient, a physician should provide a

copy or a summary of the record to the patient or to another physician, an attorney, or other

person designated by the patient. (Opinion 7 02)

The opinion funher declares:

The record is a confidential document involving the physician-patient relationship and should

not be communicated to a third party without the patient's prior written onsent, unless

required by law or to protect the welfare of the individual.

The ethical principles outlined above have been embodied in a number of state statutes, as

well as in AMA model state legislation on the confidentiality of health care information

(ATTACHMENT A). State laws have also incorporated provisions authorizing patient access to the

medical record, with many outlining specific limitations regarding access to psychiatric records,

records of minor patients, and communicable disease information. Due to the lack of uniformity that

exists under the framework of state laws, the AMA advises physicians to "become familiar with the

applicable laws, rules, or regulations on patient access to medical records
"

(Opinion 7 02).

COMPUTER-BASED PATIENT RECORDS

With computer technology applied to the medical record arena, and full computerization of

patient records becoming a reality, medical record creation and use in health care delivery will

inevitably change. Certain legal and ethical precepts applicable to the paper medical record, however,

will remain relevant to records generated and modified on computer, signed or authenticated via

computer, stored on computer media, and retrieved by computer. Regardless of the form they may

take, patient records must always remain: (1) confidential; (2) accurate and comprehensible; (3)

secure; and (4) free from unauthorized access. The AMA appreciates the interest of the

Subcommittee in addressing this critical issue.

The 1991 Institute of Medicine (lOM) Repon, The Computer-Based Patient Record: An
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Essential Technology for Health Care ', applauds "the detailed and ethically sensitive
"

guidelines for

computerized patient databases outlined by the AMA in CEJA Opinion 5.07 (ATTACHMENT B)-

These guidelines for maintaining confidentiality of health information in the electronic data

environment specify that: (1) the physician and the patient must consent to the release of patient-

identifiable clinical and administrative data to any entity outside the medical care environment: (2)

release of confidential health information should be confined to the specific purpose for disclosure;

and (3) recipients of information should be advised that any further disclosure is improper As paiiem

records become fully computerized, it is even more imperative that safeguards are taken to preserve

confidentiality.

1. Legal and Ethical Confidentiality Requirements

The legal sources of confidentiality rules may be traced primarily to state medical practice

acts which subject a physician to professional discipline for failing to preserve the confidentiality of

patient records.' A physician member of a hospital medical staff who creates or obtains access to

patient records is also subject to confidentiality requirements largely found in state hospital licensing

statutes'* and regulations,' and accreditation standards of the Joint Commission on Accreditation of

Healthcare Organizations (JCAHO).' State medical records acts establish confidentiality guidelines in

' The Computer-Based Patient Record: An Essential Technology for Health Care , Instinite of

Medicine, 1991.

'

Ibid p. 162.

'
III. Rev. Stat. ch. 111. §4400-22.30 (1987)

' Ann. Code of Md. §4-301 (1990)

'
III. Hosp. Licensing Requirements §12-1. 2(b) (1979); Utah Hosp. Rates and Regulations.

§7.402 et esq. (1984).

' JCAH0MR3.1 MR3.2(1993).
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varying degrees for hospital records and physician office medical records as well^ Medicare

regulations,' the Federal Privacy Act." and the federal alcohol and drug abuse statute'" impose

standards of confidentiality that also apply to medical records, such as the special confidentiality rules

that apply to records of patients who seek drug or alcohol treatment at federally funded facilities

Under the common law. numerous court decisions have held that the physician/patient relationship is

characterized by its fiduciary nature, thus obligating the physician to retain in confidence personal

information regarding the patient, including data contained in the patient record Any unauthorized

disclosure of such information may, therefore, subject the physician to liability for breach of trust or

invasion of privacy.

Exceptions to statutory confidentiality requirements generally permit disclosure under

controlled circumstances, with the release of medical information restricted to the purpose of the

disclosure As stated earlier, medical records may be disclosed with the consent of the patient or the

patient's authorized representative. Disclosure may also be required pursuant to: (1) government

reimbursement programs; (2) mandates of state licensing agencies; (3) the federal Peer Review

Organization (PRO) program; and (4) public health reporting laws relating to child abuse. AIDS,

controlled substances, occupational diseases, cancer, birth defects, and gunshot wounds.

2. The Legal Necessity of Computer Security

As the members of this Subcommitte know, notwithstanding the many federal and state

statutory and regulatory requirements, computerized patient records (CPRs) will require even more

'
111. Rev. Stat. Ch 110 §8-2001-2003 (1980).

' 42 CFR §482.24 (b) (3).

'
5 use §552a (1988).

'" 42 use §§290dd-3. 290ee-3 (1988).
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complex security measures both to protect patient privacy and to avoid adverse legal consequences.

If a CPR system lacks reasonable security in design or operation, the records stored on the

system may not be deemed sufficiently reliable to be introduced as evidence in court Introduction of

computer viruses and other security breaches may compromise the accuracy of patient records as

well Computer sabotage can lead to slowdown or collapse of a system such that users will be denied

access to health records. The resulting inaccessibility to necessary medical data may ultimately bring

harm to the patient. With computer technology and concomitant security devices continually

evolving, however, a legal standard of reasonableness should be applied to any computer security

measures undertaken.

3. Keeping Computerized Records Confidential and Secure

Computers have the capacity to store, copy, and transmit massive amounts of patient health

information. At the same time, electronic data collection has the potential to restrict access to

sensitive information and limit its use to authorized individuals. Even a single breach in the security

of a computerized patient record (CPR) system, however, may result in the disclosure of a vast

number of medical records. CPR systems in hospitals and physicians' offices, moreover, demand that

various individuals be involved in data entry. As each hospital department or physician office in

which portions of a record are generated becomes computerized, and with care being provided in

diverse settings, access to the record from multiple locations is increased. While such remote access

capability optimally should enhance patient care, security measures must be employed that balance the

need for confidentiality with the necessity for quick and easy access by physicians and other patient

care professionals.

The following security measures should be taken to enhance the security of any CPR system:

(1) A CPR system should only permit authorized users to access medical records through the use

of frequently changed passwords, access codes, and/or key cards;

(2) Hospitals and physicians' offices should adopt and strictly enforce policies against disclosing
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or sharing passwords, access codes, and key cards;

(3) Upon termination of employment, passwords and access codes should be immediately
deactivated:

(4) The access of each user should be limited to the portions of the patient record relating only to

the user's responsibility in the hospital or medical practice;

(5) A CPR system should be programmed so that records may not be retrieved beyond one's

clearance, with user access to records momtored on an ongoing basis as a disincentive to

unauthorized viewing of records;

(6) Use of software should be restricted to permit copying of only one record at a time;

(7) Networking and electronic data sharing programs with outside computers from different

institutional settings should instimte adequate privacy safeguards prior to transmission to

reduce the risk of computer sabotage and to ensure that such information is appropriately

exchanged for delivery of optimal patient care; and

(8) Anti-virus software to detect and block computer viruses and other forms of sabotage should

be utilized.

4 Confidentiality and the Physician/Patient Relationship

With confidentiality as a cornerstone underlying the physician/patient relationship, it should be

no surprise that the AMA has assumed a leadership role in protecting the confidentiality, integrity,

and security of patient-specific information. Privacy and confidentiality are critical to every aspect of

the physician/patient relationship.

We believe that electronic data management activities can serve an important function in

yielding more time for our paramount concern -- the provision of quality health care to our patients.

As health system reform evolves and more patients are treated through managed care entities and

large group practices, the role of the physician remains constant -- as the advocate of patient interests.

In this capacity, the physician may not necessarily record every aspect of the patient encounter,

employing self-imposed restraints consistent with professionalism. The physician's commitment to

use data in the proper fashion serves to further protect patient confidentiality.
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LEGISLATIVE PROPOSALS
<

Simplification and standardization in the way health insurance claims are processed and patient

records are handled can bring about significant cost-savings However, micromanagement of the

information system at the federal level will diminish any savings that could be realized, and the AMA

opposes such a broad federal role We believe the costs of developing any type of information

management system must be recognized. We must be vigilant, moreover, to avoid creating additional

levels of bureaucracy to administer these programs or imposing undue economic burdens upon

physicians or health care providers to implement electronic data systems, especially where they may

recreate recognized and successful reporting mechanisms. For example, the means commonly

accepted for reporting physician services. Physicians' Current Procedural Terminology (CPT). is

already recognized by the Department of Health and Human Services for use in the Medicare and

Medicaid programs, and any other coding system formulation, would be redundant. Just as the AMA

works with the Health Care Financing Administration and others to maintain CPT, we are conunitted

to efforts to ensure that computerized patient record systems, as well as related legislation and

regulations, include adequate technical and legal safeguards to protect the quality, confidentiality,

integrity, and security of patient data.

1. Workgroup on Electronic Data Interchanfle

The Workgroup on Electronic Data Interchange (AVEDI) issued a number of recommendations

to assure that electronic data interchange (EDI) for health care claims processing and payment does

not compromise data confidentiality or privacy rights of patients, their physicians, or health care

providers. We believe that the proposals of the WEDI Confidentiality Workgroup merit careful

consideration in formulating any approach to address broader questions of privacy of private sector

health records. Given the current patchwork of state statutes and regulations on medical record

confidentiality, the Workgroup recommended the development of federal preemptive legislation that
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would:

(1) establish uniform requirements for preservation of confidentiality and privacy rights in

electronic health care claims processing and payment;

(2) apply to collection, storage, handling, and transmission of identifiable health care data,

including initial and subsequent disclosures in electronic transactions by all public and private

third-party payers, health care providers and ail other entities;

(3) not apply to state public health reponing laws;

(4) delineate protocols for secure electronic storage and transmission of health care data;

(5) specify fair information practices to ensure a proper balance between required disclosure and

use of data;

(6) require publication of the existence of health care data banks:

(7) establish appropriate protections for highly sensitive data, regarding, for example, mental

health, substance abuse and communicable diseases;

(8) encourage use of alternative dispute resolution mechanisms where appropriate;

(9) establish that compliance with the requirements of this legislation constitute a defense to

actions for improper disclosure;

(10) establish penalties for violations of this legislation, including civil damages, equitable
remedies and attorneys' fees, where appropriate; and

(11) provide for enforcement by government ofTicials and private aggrieved parties.

One of the key areas in which government can help ensure the health care system works

competitively and efficiently is by working in partnership with all those involved in health care -

physicians, hospitals, other professionals and providers, insurers, and consumers. The WEDl effort

serves as a model for this activity in bringing together representatives from throughout the health care

industry to cooperate in mobilizing the industry's use of technology to streamline the administration of

health care. This process is indicative of the kind of cooperation and partnership that must occur if

meaningful change in the way our health care system is administered can be effected.

2. H.R. 4077: the "Health Information Practices Act of 1994"

Mr. Chairman, the AMA applauds your sponsorship of H.R. 4077, the "Health Information
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Practices Act of 1994." This legislation would establish a reasonable federal role through the

development of a code of fair information practices for health information. The code would

constructively define the rights of individual subjects of such information created or maintained as

part of the treatment and payment process The Act also would delineate the rights and

responsibilities of those who create or maintain individually identifiable health information that

originates or is used in this process, as well as construct effective mechanisms to enforce these rights,

a. Code of Fair Information Practices/Authorized Disclosure

The code of fair information practices contained in H.R. 4077 will help to ensure the privacy

and security of patient health care information. Assigning responsibility to the health information

trustee who creates or receives protected health information to prepare a written notice of information

practices describing; (1) the right of the individual to inspect and copy information; (2) the right of

the individual to seek amendments to such information; and (3) the procedures for authorizing

disclosures of protected information and for the revocation of such disclosures, would buoy

consumers with greater assurance that their private information, irrespective of the form in which it is

recorded, will be accessible for their personal use, yet shielded from unauthorized disclosure.

The AMA also concurs with the need for precise accounting procedures regarding disclosure

of protected health information as set forth in the bill. Requiring the maintenance of records

regarding the date and purpose of any disclosure, the name and address of the person, or location to

which the disclosure was made, and the information disclosed, will help to ensure that unbridled

dissemination of individually identifiable health care dau does not ensue by conserving the identity of

the recipients.

We further commend the bill for imposing a mandate upon the health information trustee to

use protected information only for purposes for which it was collected. The parameters limiting

disclosure to the mitumum amount of information necessary to achieve the objective for which it is
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used or disclosed, serve to appropriately foreclose the potential for the blanket release of unabridged

health care information. An authorization for disclosure by the subject of such information on a

discrete form separate from those documents governing health care consent or payment, and expressly

naming both the trustee and the recipient of the information, will confer maximum patient control

over the health record contents. Requiring that the prospective recipient of such information submit a

statement outlining its intended uses and disclosures creates even stronger conditions attached to its

use.

The "Fair Health Information Practices Act of 1994" also circumscribes guidelines for

disclosure by the health information trustee to next of kin. to public health officials for disease

reporting and surveillance purposes, in emergency circimistances, for health research activities, and

for directory information. In Section 129 of the bill, appropriate guidelines for disclosure of

protected health information to law enforcement authorities are also outlined. Mandatory blanket

transmission of comprehensive health care data in this area, absent the exercise of discretionary

authority by the health information trustee utilizing the boundaries crafted in Section 129(a), would be

improper,

b. Safeguards for Security

The provisions in H.R. 4077 applying to information disclosure are effectively bolstered by

directing health information trustees to incorporate reasonable and appropriate administrative,

technical, and physical safeguards to ensure the integrity and confidentiality of protected health

information and guard against threats or hazards of improper disclosure. Some of these security

measures would iiKlude regular training in the requirements that govern such information for those

employed by or affiliated with the trustee. The maintenance of audit trails, as well as the posting of

signs and warnings accompanied by advice regarding the necessity to secure protected infoimation,

are prescribed to further insulate private health care dau from unauthorized access. The AMA
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applauds the bill for addressing matters relating to unauthorized employee access to patient

information.

c Development of Regulations

The "Health Information Practices Act of 1994" designates the Secretary of Health and

Human Services (HHS) to develop and disseminate a model notice of information practices for use by

health information trustees. The HHS Secretary would also be required to issue guidelines for

disclosure of protected health information and model statements of intended uses and disclosures for

those who wish to receive health information from a health information trustee. All of these

guidelines are to be developed by July 1. 1996. after notice and opportunity for public comment.

The AMA strongly recommends that any guidelines or model statements that are drafted to

ensure the privacy of health care information be developed through a negotiated rulemaking process

pursuant to the dictates of the Negotiated Rulemaking Act of 1990. 5 U.S.C. §561 et. seq.. rather

than through the traditional procedures established in the Administrative Procedure Act, 5 U S.C

§551 et seq. The 1990 Act permits federal agencies to utilize negotiated rulemaking as an

alternative to public notice and comment rulemaking prescribed by the federal Administrative

Procedure Act. Under negotiated rulemaking, the affected parties would meet with the Department of

Health and Human Services and formulate an initial draft regulation. That regulation would then be

offered for public notice and comment.

Negotiated rulemaking thus offers an opportunity to expedite the regulatory process by

crystallizing the views and expertise of those who are most knowledgeable in a given area, prior to

the issuance of a notice of proposed rulemaking. In the sensitive area of privacy and confidentiality,

a collaborative endeavor early in the rulemaking process would be especially constructive in

articulating rules that represent an amalgam of current thinking by experts in this field. The effective

date for implementation of H.R. 4077 has been set at January 1, 1997, a full six months after the
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regulations must be drafted. This timing is suitable inasmuch as fair information standards and

confidentiality guidelines would be developed prior to the effective date of the measure. Negotiated

rulemaking would enhance the ability to meet these deadlines by integrating the views of those most

involved in preserving the sanctity of health care information.

d. Privacy and Security Standards

The AMA continues its longstanding suppon for the creation of privacy and security standards

relative to health care information, and stresses the importance of developing fair and comprehensible

authorization and consent forms for the disclosure and redisclosure of information to authorized

persons, for authorized purposes, at authorized times. The definition of "protected health

information" contained in H.R. 4077 encompasses any information, whether oral or recorded, in any

4onn or medium that:

(A) is created or received by a health use trustee or a public health trustee in a State; and

(B) relates to the past, present, or future physical or mental health of an individual, the

provision of health care to an individual, or payment for the provision of health care to an

individual and -

(i) identifies the individual; or

(ii) with respect to which there is a reasonable basis to believe chat the information

can be used readily to identify the individual.

In view of the increasing usage of data collection and transmission in electronic form, we

believe that any legislative proposal (as reflected in the bill now under discussion) designed to develop

standards to ensure uniform, confidential treatment of individually identifiable health care

information, must address all methods in which health care information is presently recorded. In fact.

expanded standards specifically relating to EDI indeed may be optimal. The safeguards for security

outlined in the "Fair Information Practices Act of 1994" recognize the need to adequately buttress

health care data from potential security breaches, yet balance the concomitant need for "reasonable

and appropriate" security mechanisms. Due to the burgeoning nature of electronic data information

and the dynamic technological innovations that are being advanced to augment the protections that
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many EDI systems currently employ, such standards should be subjected to ongoing review and

appropriate modification on a regular basis In this regard, the creation of an advisory panel,

comprising representatives of the public and private sector, could act as a valuable resource for

updating the standards and requirements for emerging technology Any such entity should, of course,

include membership of the health care professional and provider communities. The AMA possesses

the expertise, the track record, and the resources to provide physician input to a joint public/private

sector effort of this kind,

e Patient Education

We also believe that any approach formulated must include a patient education program to

provide information to all panicipants in the health care system regarding the privacy of health record

information The wrinen notice of information practices that health information trustees would be

required to prepare under H.R. 4077 represents a constructive start to a patient education model.

However, more comprehensive programs must be devised to ensure that the public clearly

understands the complexities associated with the protection of health care information. The AMA

would be pleased to assume an active role in such an informational endeavor,

f. Enforcement Provisions

The enforcement provisions in the bill would permit the recovery of actual damages for a

knowing violation, with punitive damages and attorney fees also available to the prevailing party. A

health information trustee who has been determined by the Secretary of HHS to fail to substantially

comply with the provisions of the measure would be subject to a civil monetary penalty of up to

$10,000 for each violation. Alternative dispute resolution methods will be developed to resolve

claims for civil monetary penalties in a fair, timely, and affordable manner. Finally, criminal

sanctions are included in H.R. 4077 for those who secure monetary gains from obtaining protected

health information under false pretenses, for knowing and unlawful obtaining of protected health
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information, for knowing and unlawful use or disclosure of protected health information, and for

securing monetary gain from knowing and unlawful sale, transfer, or use of protected health

information.

The AMA believes that the penalty provisions for statutory violations are appropriate.

However, we strongly urge the creation of an oversight mechanism, to assist the Secretary in making

determinations regarding substantial compliance and to provide periodic reports to this Committee and

the Congress evaluating the status and utility of the fair practices incorporated in the measure,

g. Federal Preemption

The AMA urges modification of the federal preemption provision contained in Section 304 of

HR 4077 The bill declares that state law cannot be established, continue to be effective, or be

enforced:

to the extent such law is inconsistent with a provision of this Act. but nothing in this Act shall

be construed to indicate an intent on the pan of Congress to occupy the field in which its

provisions operate to the exclusion of the laws of any State on the same subject matter.

Many of the problems relating to confidentiality and privacy of health care information can be traced

to the patchwork of inconsistent state laws that have been enacted on this subject. Both in the current

environment and under health system reform, interstate electronic data transfer and transmission will

intensify. Without the enactment of strong federal preemptive legislation in this area, the potential for

breaches of security and privacy will be exacerbated. The AMA. therefore, recommends that state

staaites that are as strict as, or contain even more stringent levels of confidentiality protection than the

standards incorporated in this measure, should not be preempted. Where such levels of protection do

iiot exist, the "Fair Information Practices Act of 1994" should preempt state law.

3. EDI Implementation: The AMA View

The AMA believes that a legislative solution must similarly address the critical issues of

implementing an EDI system. Although change is imminent, it is not possible overnight. A fixed
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time limit should not be set for private sector adoption of EDI We also urge the creation of tax

incentives and other policies to encourage the implementation of EDI If the goal is to control costs

and lessen administrative burdens, implementation should not force physicians or providers to incur

sudden costs or utilize new and untried reporting mechanisms which will only result in increased

health care spending.

The AMA does not support mandatory implementation of EDI. Attached to this statement is

a recent study on the extent of electronic billing among physicians. (ATTACHMENT C) Without a

mandate, without incentives other than cost-savings and simplicity, and without a uiuform format of

software packages, the percentage of physicians whose practices submit claims and have electronic

billing capabilities has increased from 42.2 percent to 49 percent in only one year, from 1991 to

1992. We have no doubt that trend will continue. The marketplace and competition have created this

movement Any government involvement should help to encourage this transition, not preempt it

4. Restrictions on Access to Information

Appropriate restrictions on access to information must be formulated in any system that is

created so that patient confidentiality is not compromised. As stated earlier, H.R. 4077 addresses a

variety of issues involving limitations on disclosure of health care data specifically addressing both the

recipient of the recorded material and the precise circumstances surrounding the disclosure. These

boundaries will protect the privacy of patients and ensure the confidentiality of information in the data

interchange system. It is imperative that information released for one purpose not be used for another

purpose. With respect to patient preauthorization for the release of health care information, we

believe that principles of informed consent must apply Legal restrictions that provide maximum

protection for the patient must be clearly articulated In order that reimbursement occur for a valid

medical event, only necessary payor information should be conveyed. The volume of information

disclosed for the purpose of third-party payment should be limited to the patient's name, other
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identifying information, procedure, and diagnosis information. When a health care record is shared.

any risk that a patient could be identified from the data should be minimized. For research purposes,

data should be supplied in aggregate form with removal of individual patient identifiers. Protections

from further unauthorized disclosures must be incorporated and vigorously enforced.

The issuance of a national health security card to every American to guarantee access to

needed health services contains merit in terms of facilitating passage through the health care delivery

system and receipt of information about health coverage through an integrated national network. We

concur with the need to restrict the scope of information contained on this card. We urge Congress

and the Administration to ensure that safeguards be established so that a health security card does not

become a vehicle for accessing other types of information about an individual.

AMA PHYSICIAN MASTERFILE

Finally, as this Subcommittee addresses the issue of patient record privacy, it may be useful

to examine matters relative to physician information as well. Security of information penaining to

physicians is carefully maintained through the American Medical Association Physician Masterfile.

This is the most comprehensive source of physician information available in the United States. It has

been in existence since 1905 and contains demographic, educational, and current practice information

on all of the 665.000 physicians eligible to practice medicine in this coimtry.

At the hean of each record is the Medical Education Number (ME#). The ME# is a unique

identifier assigned to every U.S. physician upon entry into medical school and to every foreign

trained physician who enters a residency traimng program in the U.S. The AMA's constructive

relationships with U.S. medical schools, graduate medical education programs, and the Educational

Commission for Foreign Medical Graduates facilitate and ensure the accuracy and comprehensiveness

of this information. Our data are based on prinury source information, with contributions from

thousands of data providers. These resources ensure that any errors that may occur are corrected
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immediately.

The ME* also compares favorably with the Medicare Unique Physician Identifier Number

(UPIN) in the following ways:

• An ME/t has been assigned to all 665.000 U.S. physicians. A UPIN has been

assigned to only 515,000 physicians.

• The Masterfile contains current practice, historical, and demographic information on

each physician verified with primary sources. The UPIN file contains only the name,

city, state, and zip code of each physician.

• The Masterfile has been in existence since 1905, The UPIN file is less than two years

old and remains untested.

The AMA believes that our Physician Masterfile may serve as a model for any computerized

record system, both in its capacity to store comprehensive information and in its ability to maintain

updated information and to observe appropriate security restrictions regarding this information.

Recent proposals for the federal government to develop unique identifiers for each health care

professional and provider, moreover, would be redundant inasmuch as physicians already are

identified by the ME#, and many hold UPIN identifiers. Accepted identifiers need not be duplicated.

CONCLUSION

Computerization of patient records raises numerous security and medical record confidentiality

issues. The "Fair Health Information Act of 1994" reflects a realistic and cogent approach to the

critical issue of maintaining patient privacy in the context of patient medical records. The AMA

believes that any recommendations that are ultimately formulated should combine both technological

and practical patient protection concerns It is essential that the high costs associated with security

systems and the necessity that records be easily accessible by health professionals be considered. The

need to protect patient confidentiality, record security, and integrity must be balanced with the

practical constraints of achieving perfect security or confidentiality. To properly strike this balance,

the AMA recommends that physicians and other health care providers should be expected to use
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reasonable mechanisms (there is no failsafe approach) for computer-based patient records. With

appropriate safeguards, computerized patient records can provide a valuable service by assisting the

health care community in reaching its goal of rendering the highest quality medical care. The

development of fair information practices for health care information, as reflected in H.R. 4077.

would represent a sound and constructive approach to ensuring uniform, confidential treatment of

individually identifiable health care information, especially in the pervasive EDI environment that

promises to dominate the future of medical record collection.

Physicians have already taken the first steps into a new frontier in the way medicine is

practiced, through efforts that mirror the profession's long history of voluntary efforts to improve the

quality of medical care. Government should not unnecessarily try to duplicate or supplant these

efforts. This should be achieved in partnership with physicians and others dedicated to effecting

health system reform, helping to ensure that these efforts are successful.

The AMA appreciates the opportunity to appear before this Subcommittee. At this time, we

will be pleased to respond to questions.
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AT'ac-'yET 3

IN THE GENERAL ASSEMBLY
STATE OF

A Bill

To Provide For Confidentiality

of Health Care Information

1 Be it enacted by the People of the State of , represented in the General

2 Assembly:

3 Section 1. This act may be cited as the "Confidentiality of Health Care Informa-

4 tion Act".

5 Section 2. The purpose of this Act is to esublish safeguards for maintaining the

6 integrity of confidential health care information. The necessity of keeping patient health

7 care information confidential and free from unauthorized access exists regardless of

8 whether the records are kept on paper, preserved on microfilm or are stored in computcr-

9 retrievable form.

10 Section 3. For purposes of this Act—
1 1 (a) the term "health care provider" means any person, corporation, facility or

12 institution licensed by this state to provide or otherwise lawfully providing health care

13 services, including but not liniited to a physician, hospital or other health care facility.

14 dentist, nurse, optometrist, podiatrist, physician therapist or psychologist, and an officer.

15 employee or agent of such provider acting in the course and scope of his employment or

1 6 agency related to or supportive of health care services:

1 7 (b) the term "health care services" means acts of diagnosis, treatment, medical

18 evaluation or advise or such other acts as may be permissible under the health care

19 licensing statutes of this sute;

- ADMiicaa Medical Asiociatioa •

OcpartBCBt of Stau Legislatioa. Divbioa of Lcgblativc Activities

Revised July 1993
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1 (c) the term "confidential health care information'" means infomiation

2 rclanng to a person's health care history, diagnosis, condition, treatment or

3 evaluation, regardless of whether such information is in the form of paper.

4 preserved on microfilm or are stored in computer-retrievable form;

5 (d) the term "medical peer review committee, means a committee of a

6 state or local professional medical society or of a medical staff of a licensed

7 hospital, nursing home or other health care facility provided the medical staff

8 operates pursuant to written bylaws that have been approved by the govem-

9 ing board of the hospital, nursing home or other health care facility, or other

10 organization of physicians formed pursuant to state or federal law and autho-

1 1 rizcd to evaluate medical and health care services; and

12 (e) the term "third party
"

means a person or entity other than the

13 person to whom the confidential health care information relates and other

14 than a health care provider.

15 Section 4. (a) Except as provided in subsection (b) or as otherwise

16 specifically provided by law, a person's confidential health care information

17 shall not be released or transferred without the written consent, on such a

18 consent fomi meeting the requirements of section 4 (d) of this Act, of such

19 individual or his authorized represenutive. A copy of any notice used

20 pursuant to section 4 (d), and of any signed consent shall be provided to the

21 person signing a consent form.

22 (b) No consent for release or transfer of confidential health care infor-

23 mation is required in the following situations: ( 1) to a physician, dentist, or

24 other medical personnel for diagnosis or treatment of such individual in a

25 medical or dental emergency, or (2) to medical peer review conunittees. or

26 (3) to a State Insurance Department or other state agency for the purpose of

27 reviewing an insurance claim or complaint made to such Department or other

28 agency by an insured or his authorized representative or by a beneficiary or

29 his authorized representative of a deceased insured, or (4) to qualified per-

30 sonnel for the purpose of conducting scientific research, management audits.

31 financial audits, program evaluations, or similar studies, but such personnel
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1 shall not identify, directly or indirectly, any individual patient in any report of such

2 research, audit, or evaluation, or otherwise disclose patient identities in any manner

3 (the term "qualified personnel" means persons whose training and experience are

4 appropriate to the nature and level of the work in whose training and experience

5 are and who, when working as part of an organization, are performing such work

6 with published and adequate administration safeguards against unauthorized disclo-

7 sures), (5) by a health care provider, as reasonably necessary in the provision of

8 health care services to a person, or in the adnunistration of the office or practice or

9 operation of a health care provider (as used herein, "administration, rcimburse-

10 ment, liability risk management or appraisal, and defense or prosecution of legal

1 1 actions), (6) by an employer as reasonably necessary in the administration of a

12 group insurance or workmen's compensation plan, (7) upon the filing of a claim

1 3 for insurance benefits, between third party insurers to determine their relative

14 rights and obligations concerning the individual's entitlertient or the amount or

1 5 kind of insurance benefits, when the policy of insurance insurer with respect to a

16 claim for benefits, or (8) between insurers and reinsurers in connection with the

17 underwriting and administration of coverages and the processing of claims.

1 8 The release or transfer of confidential medical information under any of the

1 9 above excepdons shall not be the basis for any legal liability, civil, or criminal, nor

20 considered a violation of this Act

21 (c) Third parties receiving and retaining an individual's confidential health

22 care information must establish at least the following security procedures: ( 1 ) limit

23 authorized access to personally identifiable confidential health care information to

24 persons having a "need to know" such information; additional employees or agents

25 may have access to such information which does not contain informadon ftom

26 which an individual can be identified; (2) identify as individual or individuals who

27 have responsibility for maintaining security procedures for confidential health care

28 information; (3) provide a written sutement to each employee or agent as to the

29 necessity of maintaining the security of confidential health care information, and of

30 the penalties provided for in this Act for the unauthorized release, use, or disclo-

3 1 sures of such information; receipt of such statement shall be acknowledged by such
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1 employee or agent signing and returning same to his employer or principal and the

employer or principal shall furnish his employee or agent with a copy of the signed

3 statement, and shall retain the onginal thereof; (4) take no disciplinary or punitive acuon

4 against any employee or agent who brings evidence of violation of this Act to the atten-

5 tion of any person or entity.

6 (d) Consent forms for the release or transfer of confidential health care information

7 shall contain, or in the course of an application or claim for insurance be accompanied by

8 a notice containing, at least the following:

9 (1) the need for and proposed use of such information;

10 (2) a sutement indicating specifically the type and exte.t of information to

1 1 be released, and

12 (3) a statement that such information will not be given, sold, transferred, or

13 in any way relayed to any other person or entity not specified in the

14 consent form or notice without first obtaining the Individual's additional

15 written consent on a form stating the need for the proposed new use of

16 such information of the need for its transfer to another person or enuty.

17 and.

18 (4) a statement that such consent applies only to the release or transfer of

19 confidential health care information existing prior to the date such con-

20 sent is signed, except that when such consent is given in the course of an

21 application or claim for insurance it shall also apply to medical informa-

22 tion existing at any time during the period of contestability provided for

23 in the policy and during periods of ongoing proofs of loss during a claim.

24 (e) where confidential health care information is in computer-retrievable form, such

25 information shall be subject to the following minimum security measures:

26 (1) limit authorized access to such information through the establishment of

27 some form of security clearance available only to authorized persons;

28 (2) identify individual(s) responsible for maintaining security procedures;

29 (3) any contracts with third parties shall, at a minimum, place no limits on

30 the third party's liability for breaches of its obligations to keep confidcn-

31 tial health care information in strict confidence.
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1 Section 5. (a) Every health care provider shall, upon written request of any patient

2 who has received health care services from such provider, at the opnon of the health care

3 provider either permit such patient (or his authorized attorney) to exanune and copy the

4 patient's confidential health care information or provide such patient (or his authorized

5 attorney) a summary of such information.

6 At the time of such examination, copying or provision of summary information,

7 the health care provider shall be reimbursed for reasonable expenses in connecnon with

8 furnishing such information.

9 (b) If in the professional judgment of the health care provider, it would be injuri-

10 ous to the mental or physical health of the patient to disclose certain confidential health

1 1 care information to the patient, the health care provider is not required to disclose or

12 provide a summary of such information to the patient, but shall upon written request of

1 3 the patient (or his authorized attorney) disclose such information to another health care

14 provider designated by the patient.

15 (c)(1) Upon occurrence of an action or decision of any third party which adversely

16 affects a person, and which is based in whole or in part upon his confidential health care

1 7 information, including, but not limited to, the following actions:

18 * denial of an application for an insurance policy;

19 * issuance of an insurance policy with other than standard and

20 uniform restrictions;

21 *
rejection in whole or in part of any claim for insurance benefits;

22 * denial of an employment application or termination of

23 employment when such denial or termination is for health

24 reasons:

25 and upon the written request of such persons or his authorized attorney or physician (or.

26 if such person is deceased, then his heir or beneficiary or their authorized representative

27 or his estate), a third party shall transfer all of person's confidential healthcare informa-

28 tion in its possesion to such person's authorized attorney.

29 Prior to making such transfer, a third party may require payment of its cost of

30 retrieval, duplication and forwarding of such information.
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1 (2) After reviewing his confidential health care information pursuant to this Sec-

2 tion. a person or his authorized attorney may request the third party to amend or expunge

3 any pan he believes is in error, or request the addition of any recent relevant informauon

4 Upon receiving such a request, the third party shall notify the health care provider

5 who initially forwarded such information to the third party, and when such health care

6 provider concurs with such request, the third party shall return such informauon to that

7 health care provider for modification. Prior to making such return, a third party may

8 require payment of its cost of notice, duplication, and rettim of such information. Except

9 upon court order, the third party shall not modify such information. A person after

10 requesting and reviewing his confidential health care information shall have the nght, in

1 1 any case, to place into the file a statement of reasonable length of his view as to the

12 correcmess or relevance of existing information or as to the addition of new information

13 Such statement or copies thereof shall at all tunes accompany that pan of the information

14 in contention.

15 Section 6. (a) (1) Except as provided in subparagraph (2) hereof, confidential

16 health care information shall not be subject to compulsory legal process in any type of

17 proceeding, including, but not lirruted to, any civil or criminal case or legislative or

1 8 administrative proceedings or in any pre-trial or other preliminary proceedings, and a

19 person or his authorized represenutivc has a privilege to refuse to disclose, and to pre-

20 vent a witness from disclosing, his confidential health care information in any such

21 proceedings.

22 (2) The exemption from compulsory legal process and the privledge provided in

23 subparagraph ( 1 ) above shall not apply when:

24 (a) an individual introduces his physical or mental condition

25 including, but not limited to, any allegation of mental anguish,

26 mental suffering or similar condition as an element of his claim or

27 defense, provided that a claim for damages or other relief for "pain and

28 suffering" based solely on one's physical condition does not constitute the

29 introduction of one's mental condition into issue and the exemption and

30 privilege shall apply in such situation as to those portions of one's confiden-

31 tial health care information relating to mental condition;
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1 (b) the individual's physical or mental condition is relevant regarding the

2 execution or witnessing of a will or other document;

3 (c) the physical or mental condition of a deceased individual is introduced by

4 any party claiming or defending through or as a beneficiary of such indi-

5 vidual:

6 (d) in a civil or criminal commitment proceeding, a physician, in the course

7 of diagnosis, treatment, or medical evaluation of an individual, determines

8 that an individual is in need of care and treatment in a hospiul or any other

9 health care facility which is deemed by the individual's physician to be

10 appropriate for nKntal illness;

11 (e) a judge finds that an individual, after having been iirformed that the

12 communications would not be privileged, has made communications to a

13 psychiatrist in the course of a psychiatric examination ordered by the court.

14 provided that such communications shall be admissible only on issues in-

15 volving the individual's mental condition;

16 (f) in any court proceeding, including an ex parte hearing, it is demonstrated

17 on a prima facie basis to the court that the individual's physical or mental

18 condition is of an imminent and serious danger to the physical or mental

19 health of another person, or to the security of the United Sutes; or

20 , (g) in any action by an individual pursuant to Section 9 of this Act, or in

21 any policy action brought by an individual against his insurance carrier, or

22 by the carrier an insured, or in any other action by an individual wherein it

23 is demonstrated to the court that such confidential health care information

24 is relevant and material then such coun may issue an order compelling

25 production of such information.

26 (b) the exceptions contained in items (A) through (G) of subparagraph (2) above

27 are not intended to preclude the exemption or privilege described in subparagraph ( 1 )

28 above in any pretrial or trial (>roceedings under the Divorce Act of this Sate unless the

29 individual or witness on his behalf first testifies as to such confidential health care

30 information.
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1 Section 7. (a) Notwithstanding other provisions of this Act, health care providers

2 may make confidential health care information available to medical peer review comrrut-

3 tees without authonzation.

4 (b) Confidential health care information before a medical peer review committee

5 shall remain strictly confidential, and any person found guilty of the unlawful disclosure

6 of such information shall be subject to the penalties provided in this Act

7 (c) Except as otherwise provided in this Section, the proceedings and records of

8 medical peer review committees shall not be subject to discovery or introduction into

9 evidence. No person who was in aaendance at a meeting of such committee shall be

10 permined or required to testify as to any matters presented during the proceedings of

1 1 such committee or as to any findings, recommendations, evaluations, opinions or other

12 actions of such committee or any members thereof.

1 3 Confidential health care information otherwise discoverable or admissible from

14 original sources is not to be construed as immune from discovery or use in any proceed-

15 ing merely because they were presented during proceedings before such committee, nor

16 is a member of such committee or other person appearing before it to be prevented from

17 testifying as to matters within his knowledge and in accordance with the other provisions

1 8 of this Act, but the said witness cannot be questioned about his testimony or other pro-

1 9 cecdings before such conrunittee or about opinions formed by him as a result of said

20 committee hearings.

2 1 (d) The provisions of sub-section (c) above limiting discovery or testimony do not

22 apply in any legal action brought by a medical peer review committee to restrict or

23 revoke a physician's hospital staff privileges, or his license to practice medicine, or to

24 cases where a member of the medical peer review committee or the legal entity which

25 formed such a committee or within such committee operates is used for actions taken by

26 such committee, provided that in any such legal action personally identifiable portions of

27 a person's confidential health care information shall not be used without written authori-

28 zation of such person or his authorized representative or upon court order.

29 (e) Nothing in this Act shall limit the authority, which may otherwise be provided

30 by law, of a physician licensing or disciplinary board of this State to require a medical
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1 peer review comminee to rcpon to it any disciplinary actions or recommendations of

2 such comminee, or to transfer to it records of such committee's proceedings or actions.

3 including confidential medical information, or restrict or revoke a physician's license to

4 practice medicine, provided that an any such legal action personally identifiable

5 portions of a person's confidential health care information shall not be used without

6 authorization of such person or his authorized representative or upon coun order.

7 (f) No member of a medical peer review committee nor the legal entity which

8 formed or within which such committee operates nor any person providing information

9 to such committee shall be criminally or civilly liable for the performance of any duty.

10 function, or activity of such committee or based upon providing information to such

1 1 committee; provided such action is without malice and is based upon a reasonable belief

12 that such action is warranted.

1 3 Section 8. (a) Civil Penalties - Anyone who violates provisions of this Act may be

14 held liable for special and general damages.

15 (b) Criminal Penalties - Anyone who intentionally and knowingly violates provi-

16 sions of this Act shall, upon conviction, be fined not more than $1,000. or imprisoned for

17 not more than six months, or both.

1 8 (c) The civil and criminal penalties above shall also be applicable to anyone who

19 obtains an individual's confidential health care information through the commission of a

20 crime.

21 Section 9. A person or his authorized representative shall have the right, when

22 there is an unreasonable refusal to change the records as provided in Section S, to seek

23 through court action the amendment or expungement of any part of his confidential

24 health care information in a third party's possession which he believes is erroneous.

25 Section 9.1 To the extent a minor has the right under the laws of this state to

26 obtain health care services without the consent of a parent or guardian, such minor shall

27 have all rights under this Act relating to confidential health care information regarding

28 such health care services.

29 Section 10. Attorney's fees and reasonable costs may be awarded, at the discretion

30 of the court, to the successful party in any action under

31 this Act
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1 Section 11. Any agreement purporting to waive the provisions of this Act is hereby

2 declared to be against pubhc policy and void.

3 Section 12. If any provision of this Act is held by a coun to be invalid, such invalidity

4 shall not affect the remaining provisions of this Act, and to this end the provisions of this .Act ire

5 hereby declared severable.

6 Section 13. This Act shall become effective (one year from the date of being signed

7 into law.)
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before releasing such informaiion The padeni's decision is fiii.il muler the

!nv% Phvsici.ins are cthicalh niid legallv required lo proeec. the porsoiini pi :

\ncv and other legal rights of patients The phvsician-paiieiit rclatioiulii;)

and Its conl'ideiujal nature must be maintained. With these cor.jicii.r.nioris :ii

in Hid. the physician mav asiiit the representatives of the media iii f\otv v>.u

posiible (I\j

5.05 CONFIDENTIALITY. The irirorinaiion disclosed to a piiysician durmu; '.lie ..ou: >c

ol the relationship between phvsician and patient is confidential to the

greatest possible degiee. The patient should feel free to make a full ' -clo-

sure of information lo the physician in order that ihe physician lu.-w i;io>t

effeciivelv provide needed services The patient should be able to make tins

disclosure with the knowledge that the physician will respect the coiifidenti.il

natuie of the communication. The phvsician should not reveal conridcnual

communications or information without the express consent ol the patient,

unless required to do so by law

The obligation to safeguard patient confidences is subject to certain i:\-

cepiioiis which are ethicallv and legally justified because of ovemdiiig social

considerations. Where a patient threatens to inflict serious bodilv li.u ni to

another person and there is a reasonable probability that the patient mav

cairv out the threat, the physician should take reasonable precautions for

the protection of the intended victim, including notification o .w ciifoicc-

inciii authorities. .-Mso. communicable diseases, gun shot and knife wounds,

siiould be reported as requited bv applicable statutes or ordinances. (IV)

5.06 CONFIOENTIALITY: ATTORNEY-PHYSICIAN REUTIOH. The patient s histoiv (liagnosi>

treatment, and prognosis mav be discussed with the patient's lawvci with the

voiiscnt of the patient or tlie patients lawful representative.

.•\ phvsician may lestifv m couii or before a workers compeii>atiun

bo.iid or the like in anv pcisimal :iijui-v or related case. (IV)

5.07 CONFIOCNTIAUTV: COMPUTERS. T!k- minost effort and care must be taken to

protect the confidentiality o( ^V. :;iei!ical records This ethical ptinriple ap-

plies to computerized mediol lecoids as it applies to any other medical

records.

The confidentiality of plnsician-paiieni communications is desirable to

assure free and open disclosure hv the patient to the physician of all infor-

mation needed to establish a proper tliagnosis and attain the most tlcsirahle

clinical outcome possible. Protecting the confidentiality of the personal and

medical infoi ination in such medical records is also necessarv to prevent liii-

iiiiliaiion. cmharrassinciu. oi discomfort of patients .At the same lime, pa-

iieiiis may have legitimate desires to have medical inloi m.ition coiiternint;

their care and treatment foru aided to others.

25
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lioth ilic piotcciion of con fide nua lily and ilic ap|5iopi laic iclc.i>c of

mfoiniaiion in records is ilic i ipliiful cxpt-r laiion of llic p.iiiciu. A plnsici.m

sliould icspcci llic paiienL's CNpcciaiions of conrideniialii\ concciimig imjiii-

f;il iccords ili.Ti involve llic p.iiiciu s r.irc and ircaimcn;. but ilic plixsici.ui

sliould :il>o icspcci the paucni'i aiiiliorizaiioii lo piovnic infoi ni.uinii iioir.

:liL- medical iccoid lo lliose ^^llum the paiieni auiliorues lo iiispcci .ill o;

p.ii ; of II foi leijilimaic pui poics

Coiiipuier lechnolog^ perniUb ilic accumulauon. sio;:i:;c, .ind .m.ihii-

ol an unliniaed quaniuin of mcdicjl infoiniauon The possiijiliu of access in

inforinaiion is greater with a coinputei ized data s\sten! than uith inloiiii.i-

lion stored in the traditional written form in a plnsician s office AclokI-

High, tlie guidelines below are offered to assist |jlivsici3iis and conijiuici sci

Mcc organizations in niaintammg the confidcniialiiv of information in ii^cfli-

cal records when tliat information is stored m computerized data ba>cs. h

should be recognized that specific procedures adapted from application of

these concepts may vaiy depending upon the nature of the organization pio-

ccssing the data as well as ihc appropriate and auiiionzed use of the sioied

data.

Guidelines on a computerized data base:

(1) Confidential medical information entered into the computerized
data base should be verified as to auiheniicity of source.

(2) The patient and physician should be advised about the existence of

computerized data bases in which medical information concerning
the pacieni is stored. Sucli information should be communicated to

tlie phvsician and patient prior to the phvsician's release of the

medical information AW individuals and organizations \Mth sonic

form of access to the computerized data bank, and the lc\c! of ac-

cess permitted, should be specificalh ideniified in advance

(3) The phvsician and patient should be notified of the distribution of

all reports reflecting identifiable patient data prior to disti iljution

ofilie reports by the computer facilitv. There should be appioval Ijv

the phvsician and patient prior to the release of patieiit-idcntifialjlc

chnical and administrative data to individuals or organizations cn-

lerna) to ihe medical care enviionmem. and such infoimation

should not be released without the express permission of the pin si-

cian and the patient.

(4) Tlie dissemination of confidential medical data should be limited lo

only those individuals or agencies iMth a bona fide use for the data

Release of confidential medical information from the data base

should be confined to the specific purpose for which the informa-

tion is requested and limited to the specific time frame tequcstcd.

All such organizations or individuals should be advised that auilio-

rized release of data to them does not authorize their further re-

lease of the daia to additional individuals or organizations.
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(5) Procedures for adding to or changing data on the coniputeiizcd

data base should indicate individuals authorized to inaUe change?

time periods in which changes take place, and those indiMdiials

whouill be informec at)out changes in the data fioin the incuicii

records

(6) Procetiuies fot pui^ing t' . omputerucd data i.ue oiaiLliaic oi

inaccurate data should be estabhshed and the patient and piiv>i<.i.ii:

should be notified before and after the data has been ptugcd

There siiould be no comnimgling of a phvsician s conipuici ued ji.i

tient records with those of other computer service bureau clients

In addition, procedures should be developed to protect agniii>t in-

advertent mixing of individual reports or segments thereof

(7) The computerized medical data base should be on-line to the com-

puter terminal onlv when authorized computer progiams icquii nig

the medical data are being used. Individuals and organizations c\

ternai to the clinical facility should not be provided on-line access

to a computerized data base containing ideniinable data from

medical records concerning patients.

(S) Security:

A. Stringent security procedures for entry into the immediate en-

vironment in which the computerized medical data base is

stored and/or processed or for othei-wise having acces.-. to con-

fidential medical information should be developetl and stncth

enforced so as to prevent access to the computet i.icilitv jv un-

auihorized personnel Personnel audit procedures shouUI be

developed to establish a record in the event of unauihoiucd

disclosure of medical data, .-"i roster of past and present awicc

bureau personnel iMth specified levels of access to iIk- medic. il

data base should be maintained Specific aiimmisii.nivc s.iiic-

iioos should c\ist to f)rcvi:nt cinplovce breadics o: coiifi<.iciui-

ality and sccuiitv pioccdnres

B. .MI terminated or former employees in the data piocesMng en-

vironment should have no access to data from the medical

records concerning patients

C Involuntarily teiimnated employees working in the data pro-

cessing environment in v»hich data from medical records coll-

ect ning patients are processed should immediateh upon tcnin-

nation be removed from the computerized medical data envi-

ronment.

D. Upon termination of computer service bureau services foi a

phvsician. tho>e computer files maintained for the phv-iician

should be plnsicallv turned over to the pliysiciail. oi ilcstroveil

(erased) In the event of file crrv.sure. the computer sciMce hu-

le.iu should veiifv m wmm^ to the phvsician that the eiasuie

has taken place (U )
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5.08 COHFIOtNTIALITY: INSURANCE COMPANY REPRESENTATIVE. Hision
. diagnosis, pro"

iiosis. and ilic lil>c acquired during the physician-paiient rciaiionsliip iiiav be

(iiNcloscii lo .in iniuiiincc coiiipan\ represcniauve only if ihc paiieni or a

l.iuful icpi ebciiiaiive has consciiied to the disclosure .A plnsician's ies|>on>i-

biiiucs lo p.inciHs .lie not liiimed lo the actual practice of snefticmc Tlic\

.1.5.J iiiciiicc ilii: performance of some services anciIlarN to the |)iactirc ol

Kicdiciiit; Tliese senices might include certification thai tiie paticni na^ nn

iiLi ;iif
|):.^ sicians care and comment on the diagnosis and tlieiapv m the

p.i! ticulai case (l\')

5.09 CONFIDENTIALITY: PHYSICIANS IN INDUSTRY. Where a plivsician s sei^iccs aie lim-

ited lo pre-employment pliysical e.vaminations or cxaminatioa> to detei inmc
if an cmplovce who has been ill or injured is able to return to woik. no pin-

jician-paiicnt relationship exists between die phvsician and those individuals

\i.-\ei theless. the information obtained by the physician as a result of such

examinations is confidenLial and should not be communicated to a ihird

pai t\ witJiout iJie individual's prior written consent, unless it is required b^

law If the individual authorized the release of medical information to an em-

plover Ol a potential employer, tlie physician should release onlv that infoi -

inaiion which is reasonably relevant to the employer's decision regarding
thai individual's ability to perform the work required by the job.

A phvsician-patient relationship does exist wljen a pliysician renders

treatment to an employee, even though the physician is paid bv the em-

ployer. If iJie employee's illness or injurv' is work-related, the release of medi-

cal information as to the treatment provided to the emplover mav be subject
to the provisions of workers compensation laws The phvsician must compK
»Mtli the requirements of such laws, if applicable Howe\ei. the pinsician
niav not otherwise discuss the employee's health condition wuh ihc cm-

plover without the emplovee's consent or. in the event of t!ic emplovec s in-

c.->.;)acitv. the family's consent.

Whenever statistical information about employees' health is released, all

emplovt-e identities should be deleted (IV)

28
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Electronic Billing of Physician Services

by Aruia J Chawla

Reducing the level and growth rate of health ex-

penditures has become a pnnury goal of most

health system reform proposals. While there is cot\-

siderable debate on the extent to which administn-

uve costs contnbute to health care cost irjflanon.

most policy analysts would acknowledge that

streamlining the administration of health care ser-

vices would provide at least a one-time reducuon
in administrative costs. It has been suggested that

one area in which administrative cost savmgs could

be achieved is the billing for providen' services

and submission of iruutance claims. The applica-
tion of electronic transmission of data, bills, and
claims between providen and third-parry payers
could be one source of adnunisiiaiive cost savings.

Administrative Coots and Electronic Billing

Promouon of electroruc billing and claims submis-

sion OS a mearu to reduce administrative costs has

received increased anencion suKe the publication
of the Workgroup for Electronic Data Interchange
(WEDI) report to the Secretary <3t the Department
of Health and Human Services in July 1992. The
WED( report was a produa of a private sector iniu-

ated workgroup convened in response to Secretary

Sullivan s challenge to industry to address the re-

ducuon of admmistratrve costs. In addition to re-

viewing the state of electroruc daa iruerchange in

the health care industry, the WEOI repott proposed
obiectives and an acuon pUn to foster widespread

adoption of electronic daa interchange within the

next five years

Currently, electronic claims submission is far more
prevalent for Medicare services The Health Cure

Firuncing Adminuiration estimates that close :o

80H of claims for hospiul services and 45»<i for

physician services are submitted electromcallv The

percentage of provitlers subtiutung claims elect.'om-

cally in the Medicaid program vanes from state ;o

sute. with as few as 35*t of physicians and js

many as 9(Wt of hospitals using electroruc claims

submission in some states Blue Cross and Blue

Shield estimates that among its plans, more tha.n

half of hospital claims (79% of .viedicare Part .\

claims and 60% of pnvate sector hospital claims)

are trarumined electronically Electronic submission

of claims for physician services is less than tor hos-

pital services with only 50% of Medicare Parr B ind

20% of pnvate sector physician claims submiaed

through electroruc data interchange There is a

much lower inadence of elearoruc data inter-

change in claims submission among commercial

camen It is estimated that, in 1991. onlv about

10% of commercial indemnity claims were submit-

ted elecirotucally

Electronic CUlins Capability in Physician Of-

ficca. 1991 and 1993

The Amencan .Medical Associauon has recenilv

begun to collect mfbrmauon on physicians elec-

tronic billing capability m their practices using the

Socioecononuc Morutonng System (SMS) survev

Results that chataaenze electronic billing activirv m
physician offices from the 1991 and 1992 core sur-

TV AglHo !• a •oaicn tamarm m ilM AiMnofl !*mlmal Ammm Cataw for HcuK tttn HoaiOi
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Tible I ElcctrtMilc Claim* SubmlMion in

Ptaysidan Office*. 19911992*

Percentage of phywcuns
»noje practice* luhmii

claims and nav« elecuomc

biilinj; capabiliiy

Percentage of phv^icuni

who treat Medicare

patients whose practices

submit Medicare claims

electronically

Percenuge of physicians

who treat non-Medicare

patients whose pracuces

submit non-Medicare

claims elecuonicallv

1991

izrH

iw:

219

Source S«« text <rf ande
' The diflercnco t>e«w«cn I99t and 1992 afr Haujiallv signiTi-

cant (p< on

vey» are presented in chi5 report.' The results pre-

sented here ire denved from a sample of physi-

cians who pracnced at least some fee-for-service

medicine Physicians responding to the SMS survey

were asked if thetr pracuces submit insunmce

claims directly to third-parry earners. Those who

submined claims directly were asked J their prac-

uces had the capability to submit if\surarKe claims

to chird-parry earners electronically While SMS

survey data on physiaan office electronic billing is

thus far only available for the years 1991 and 1992.

the dau irKlicate that physicians are increasingly

choosing to acquire the capabiliry to submit claims

eleoronicaUy The percentage of physioans who

submit claims directly to third-parry camen and

whose pracaces have the capability of billing

claims electronically increased from 4Z2H to 49 OH

between 1991 and 1992.

Physioaru who submitted daim* directly and had

electronic billing capability were asked if they sub-

mitted daimi iliiiiiMiii illy to Medicare attd non-

Medicare cantea. Aaoog Medicare pronden
(services pravtdad in (he Ian 12 monih*) with elec-

trotuc bUling capabUky. ifa* pcreantage of physi-

cians who tubmiaad Medicate daim* electronically

increased from 2a'm to 38.1H. Ouiing (he same

period, among physicians who provided service* to

non-Medicare pauents and had eiectronac billing

capability, the percetuage (hat eiectronacally sub-

mitted daiffls (o non-Medicare camets increased

Table Z Percentage of Physiciaru Who
Submit Claim* Olrectly to Third-Party
Carrier* and Who*c Practices Have

Capability of Billing Claims Electrotucally.

by Selected Characteristics. 1992
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50% of physicians in medical and surgical special-

ties have such a capability Phvsicians in spt rvalues

other than general/familv practice, medical and

surgical specialues are the least likelv to have elec-

tronic billing capability Phvsicians who have elec-

tronic billing capability are more likely to be

located ;n '.he south than ;n other regions, and thev

are more hkeiv ;o be located in nonmetropoiiLin

areas Nearly 33"'b of phvsicians in the south had

electroruc billing capability compared with only

40% in the northeast Phvsicians in large metropoli-

tan areas are far less likely to have electronic billing

capabiliry (44 1%) than those in nonmetropoliun

arers (56%)

There are disunc: differences in electronic billing

capabiliues according to employment status and

pracuce size Only 48% of self-employed physi-

cians, compared with 52% of employee physicians.

have electronic billing capability in their practice

The relauonship between pracuce size and billing

capability is even more dramatic Physicians in

large pracuces are far more likely to have elecuoruc

billing capability In pracuces with more than eight

physicians. 70% reponed having the capability to

bill electronically Among those in solo pracuce.

only 36% reported having electronic capability The

cost of acquinng the hardware and software re-

quired for electroruc claims submission is a signifi-

cant obsucle for smaller pracuces and for

physicians who are not employees. In smaller prac-

uces, the costs are likely to be spread among few

physicians while in large group pracuces physicians

may not directly bear the costs of acquinng elec-

tronic data mterchange technology Funhennore. in

smaller pracuces it is less likely chat non-physician

office staff would be familiar with electroruc daa

interchange: costs assooaced with nauung person-

nel also represent a significant obstacle to impie-

menung electroruc claims transmission. Thus,

elearoruc claims submission may not be cost effec-

uve for a number of physiaan practices, particu-

larly those chat arc small.

Younger physidanf are otosi likdy to have elec-

tromc billing capability in their practices Fifty-three

percent of physiaans under 40 years of age

reported having a capability. Among physicians

over 66 years of age. only 29% indicated cheir

pracuces did so.

The likelihood that a physican would have elec-

tronic billing capability would be expeaed to vary

according to the proportion of services provided to

T:ible 3 Percentage of Phyiiciaru Who Subnut
Claims Directly to Third-Party Carriers and
Whose Practices Have Capability of Billing
Claims Electronically, by Percent of Revenues
from Selected Third-Party Payers. 1992

All Phvsiciini -0 >

Percentage 0/ Reitnui
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Tabic 4 Ptfccnmc of Pfaytlckms Who Pro-

Tided Service* CO Medicare Putents In the Ust

12 Months that Submitted Claims lo Medicare

Electrooicallr. 1992

Table 5 Percentage of Physicians JHio Pro-
vided Services to Non-Medicare Patients m the
Last 12 Months that Submined Claims to Non-
Medicare Carriers Electronically, 1992

All Ph>-SiCiiru

G«neraLF:rr.ilv Pnc.ice

Medical Specialties

Surgical Speculiies

Oiher Specialties

Rtgmrf
Softheas

Nonh Central

South

Vest

Locatiorf

Nofunetropoliun

Metrepolitan leu than 1.000.000

Mettopoliun l.OOO.OOO and over

Employmmt Statut

fiinpioyec

Sdf-Einployed

PraaictStx^

Solo Practice

Two Phytican Practice

Three Physcun Practice

4-9 Physican Practice

Over 8 Physician Practice

Leu than 40 years

40-45

46-55

5«5
More than £6

38 1
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Table 6 Proportion of Medicare and Non-Medicare Claims Submitted Electronically. 1992

:5H

Percentage of physiciins submitting Medicare

claims in ihu proportion (among physicians

who treat Medicare patienu) -t ^

Percentage of physicians submiiiing Non-Medicare

claims in this proportion (among physicians

»ho trejt Non-Medicare patients) 31 9

:6-50%

:s

"6-!;.>,

23:

Source See lext ot articJe

submit claimj electronically than physicians in gen-

eral/family pracuce. surgical, or other speculues.

The percentage of physicians who provided non-

Medicare services and electrorucally submitted

claims to non-Medicare earners did not vary signifi-

cantly according to specialty

For both .Medicare and non-Medicare providers

who submitted claims electronically, there were

sutisucally sigruficant differences, among regions,

locauons. and pracuce sizes, in the percentage of

physicians submitting claims electronically The

panems of vanauon are somewhat different For

Medicare providen, physicians in the south and

nortmetropolitan areas were more likely to submit

claims electronically Among those providmg non-

.Medicare services, a greater percenuge of physi-

cians located in the north central region and

notunetropolitan areas submiaed claims electroni-

cally to non-Medicare earners. In general, for both

Medicare and non-Medicare pro%riders. physicians

in larger pracuces were more likely to submit

claims electronically. The relaaonship between

pracuce size and the likelihood of submitting

claims electrorucally is paraculaity strong for Medi-

care providers submiomg Medicare daims.

The use of electronic claims suboiMion in physi-

cian offices IS more widespread for Medicare ser-

vices than for non-Medicare services. Table 6

shows that, among physidans who submiaed

claims electnnicaUy to Medicare, 86«t submitted

between 76H and lOOH of (heir Medicare claims

electronically. Physicians who treated non-Medicare

patients submitted smaller shares of their ncn.-'.lec..

care claims electronically Only one-third or inese

physiciaru submitted 76-l(K)% of their non-Meci-

care cbims electronically, nearly the same per:;r.t-

age submitted 1-25** of their non-Medicare c.airr.s

In part the difference in the extent to which phvsi-

cians use electroruc claims submission for Medicare

and non-Medicare claims probably reflects higher

impUat costs associated with electroruc data inter-

change with non-Medicare earners In addiuon to

actively promotmg electroruc claims submission tor

Medicare services, HCFA has standardized the for-

mat for submission. There is a myriad of submis-

sion formats among pnvate sector third-parrv pav-

ers, artd physicians argue (hat the multiplicitv of

formats contnbutes to the 'hassle factor' of practic-

ing medicme.

Afl flfuMB piaM i—U in ittif Mcuon tn from (fw It^oft ro iwcrfan if

US rHn I illil nTIHatl III n n I n I I OuAinipon DC
Wu»*|mup tor Qsonnc Oaa InwmruniK) Julv IWl

1. Saw dKi an tiaumw. billinf frem in* ^MS 1991 con: lurvvv njvc

bMA tiimiMil in Aiwnan Mtrtanl Auacotoi Ccnwf fot Hmin
; BtllMi a# Iraufinct Clainu lot PhTticijn

MrXMurn 1992)
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Mr. CONDIT. Mr. Entin.

STATEMENT OF FREDRIC ENTIN, SENIOR VICE PRESIDENT
AND GENERAL COUNSEL, AMERICAN HOSPITAL ASSOCIATION

Mr. Entin. Thank you, Mr. Chairman, and I, too, appreciate the

opportunity to appear before you today.
I am Fred Entin, I am senior vice president and general counsel

of the American Hospital Association. The AHA is a voluntary
membership organization of over 5,300 institutions, primarily hos-

pitals. We have been seriously addressing the complex question of
health care reform for several years, and we believe we have pro-
vided constructive, credible input in the Nation's debate over re-

form.
The AHA believes that the goals of universal coverage and con-

trol of costs cannot be achieved unless the system is fundamentally
restructured. As the chairman is no doubt aware, our current sys-
tem is complicated, its problems are many, and there is no single
solution to reform.
There will be a need for a whole host of measures, the sum total

of which will contribute to the transformation of this system into
one which provides all Americans high quality, efficient care. Elec-
tronic automation of the vast amounts of information that exist in

health care offers much to achieve cost-effective care. The AHA vi-

sion of a reformed health care delivery system is based around
community based health networks that integrate financing and de-

livery of care. To make these networks function well, we must take

advantage of the latest information technology to make health care
better coordinated and user friendly.

For better coordination of care to occur in a network structure,
information must be able to move across time, across many sites

and many providers of care. If we're able to do that, the payoff will

be administrative simplification and better care. Improved elec-

tronic information infrastructure must be installed, therefore, to

support efforts to pull together a current system that is fragmented
and highly inefficient.

Inherent in network formation is the aggregation of individual

provider and payer information systems into larger shared informa-
tion networks. Data in such shared networks would be efficiently
or effectively directed to health care practitioners, hospital and
health care administrators, payers, purchasers, quality and utiliza-

tion reviewers, and researchers, enabling all to respond to the pres-
sures that are driving the call for health care reform right now.

It is critical that we apply new technology to make it possible for
data to be directed in ways not previously thought possible. Of
course, the ease of data transmission carries with it a risk, that of
unauthorized disclosure.

The same technology that so easily moves and stores information
makes confidentiality

—confidential information much more vulner-
able to disclosure.

We commend the chairman for his efforts in H.R. 4077 to strike
the appropriate balance between the need to apply the latest in

data technology to health care reform, and at the same time to en-
sure that the integrity of records containing sensitively confidential
information of the most private details of our lives is safeguarded.
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We are in general agreement with the principles in the bill, and
the standards set forth in the bill establish a framework that
should be uniformly applied.
We have a number of suggestions that we believe will strengthen

the bill and they are set forth in our written testimony. We believe
that these suggestions would better enable you to achieve the goals
that the bill seeks to achieve, and I'd like to talk about a couple
in my oral remarks.

First, I'd like to address the question of preemption, Mr. Chair-
man. In the findings and purposes section of the bill, there are two
important observations: First is that in our current system the

legal protections for confidentiality vary greatly from State to

State.

The second observation is that movement of individuals and
health care information across State lines and the emergence of
multistate providers and payers, creates a compelling need for a
uniform Federal law, and rules and procedures governing the use,
maintenance, and disclosure of information. We agree with those
observations and suggest that the argument for Federal preemp-
tion is compelling.

All of the attributes of our current confusing, unduly complicated
system must be simplified. What we're operating under right now
is a patchwork of inconsistent, conflicting and, in many cases, inad-

equate State laws. Some State laws in fact prohibit the use of com-
puterized patient records requiring orders in ink. Others require
the storage media to be original paper.
Other State laws do not address a patient's right to see, copy or

correct their medical record, and some State laws fail to set forth

obligations of those who come in contact with private information
in order to safeguard that confidentiality. What we have right now
is a system that promotes confusion and makes it difficult to pro-
tect confidentiality. Today we waste resources due to this system,
resources which could be better deployed to take care of patients.
To transform the system into a rational, efficient delivery sys-

tem, we must have a single set of standards and laws. There is no

justification, given the multistate nature of care and payment, for

the maintenance of 50 State approaches to the problem.
Federal legislation should set forth a single standard. No State

should have the option to provide more or less protection. There
must be preemption and we offer to work with the subcommittee
to draft such a clause for the bill.

Second, just as preemption is necessary to eliminate the complex-
ity of the current system, the goal of any such legislation should
be to simplify the issue so as to make it easier for legitimate users
of patient information to comply with the law. Respectfully, we sug-
gest that we should reexamine the approach in the bill which de-

fines different types of users to identify the different obligations to

use and disclose individually identifiable information.
Instead of making it clearer to legitimate users of protected

health information, we are concerned that the use of the three-
trustee concept will prove to be confusing and impose complicated
burdens. For example, it's possible that an individual may fit into

different trustee categories in a single day, or even at the same
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time. It's possible an individual may not fit into any category and
thus be unclear as to what his responsibilities are.

The duties of the "affiliated person" found in the bill further com-

plicate the process. Rather than assign responsibilities according to

the category a user might fit into, we recommend a single standard
of confidentiality to apply to all individually identifiable informa-

tion. This sets forth a single standard which, first, respects the con-

stitutional underpinnings of privacy; and second, tells all users

what their responsibilities are when in possession of individually
identifiable information.
To address those circumstances where public policy would au-

thorize disclosure, certain explicit exceptions could be defined so

that close family members, law enforcement agencies, public health

officials and the like, may have immediate access to necessary in-

formation. And I note that in the bill many of those exceptions are

already contained.
We believe having limited exceptions designed around the use of

information is a more workable approach and ultimately one that

will be less confusing than the trustee concept found in the bill.

We commend the chairman for H.R. 4077. We believe it is the

appropriate step at this stage of the Nation's health care debate to

address the fundamental tensions between two legitimate compet-
ing principles. H.R. 4077 strikes the right balance between the pri-

orities of using electronic data to help restructure the health care

system, and the rights of all Americans to reasonable guarantees
of privacy.
Thank you for the opportunity to address the committee, and I

welcome any questions.
Mr. CONDIT. Thank you, Mr. Entin.

[The prepared statement of Mr. Entin follows:]
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Mr. Chainnan, I am Fredric J. Entin, Senior Vice President and General Counsel of the

American Hospital Association (AHA). On behalf of the AHA's 5,300 institutional

members, I am pleased to comment on H.R. 4077, the Fair Health Information Practices Act

of 1994.

The Need to Promote the Health Information Infrastructure

This country is on the verge of comprehensive health reform. We hope, as we work to

reform the nation's health care delivery system, that we will emerge with a system of

community-based health networks that integrate the financing and the delivery of care. We

believe that by bringing providers together into health networks, we wiU provide incentives

to integrate services and coordinate care, yielding more efficient and appropriate utilization

of precious health care resources.
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to integrate services and ccx)rdinate care, yielding more efficient and appropriate utilization

of precious health care resources.

A health information infrastructure is central to our vision of an integrated delivery system.

By such an infrastructure, we mean an interconnected communication network capable of

linking all participants in the U.S. health system. For better coordination of care to occur,

information about patients must move smoothly across times, sites, and providers of care.

Each health care facility and practitioner would connect to and become part of a larger

shared information network. By increasing the accessibility of patient information, this

electronic information infrastructure can help improve quality, increase efficiency, and

control costs. When authorized, data from such a system could flow to health care

managers, payers, purchasers, policy makers, and researchers to monitor the performance of

the health care system and make key decisions for the future. However, because this

information will be traveling through a variety of providers, payers and health data

rejKJsitories, including processing vendors and clearinghouses, this information will become

more vulnerable to unauthorized disclosures.

Current Problems

As we move toward our goal, we are faced with the challenge of finding an acceptable

balance between providing greater access to health care information and protecting patient

rights to privacy. For all the enthusiasm among those within the health care sector for

migrating toward computerized information systems, many Americans view the
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computerization of personal health information with suspicion, if not outright hostility. No

obstacle to the development of this infrastructure looms larger than the public's concerns

about safeguarding the flow of personal health information.

As we begin to build a nationwide information infrastructure, we have an obligation to

examine the currently inconsistent laws and regulations which govern the exchange of patient

information. Many state and federal laws create obstacles to legitimate sharing of health

information that could yield better patient care, administrative savings, and more efficient

patient management. For example, some states prohibit the use of computerized record

systems by requiring that orders be written in ink, often referred to as the "quill pen" laws

or by restricting the permissible health record storage media to the original paper or

microfilm.

Moreover, payers and providers that operate in more than one state are required to comply

with a multitude of different rules, which adds to administrative inefficiency. The

burdensome and costly obligation of complying with individual—often inconsistent—state laws

is obvious. Such costs add nothing to the quality of care and divert resources that could be

better deployed.

Despite this plethora of state laws, most of which include some form of confidentiality

protection, identifiable health care information still remains vulnerable to unauthorized

disclosures. Furthermore, many state laws do not address key issues, like a patient's right to
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see, copy, and correct his or her own records, and the obligations of anyone who comes in

contact with individually identifiable health care infoimation-including but not limited to,

payers, providers, processing vendors, storage vendors and utilization review organizations—

to protect confidentiality. As a result, the varying requirements of the current system

promote confusion over confidentiality rights.

At the same time, because many of these state laws were written in the context of the paper

records of yesterday, they frequently do not offer sufficient security for today's world of

electronic data interchange (EDI). The shared information networks of the future will

require explicit and uniform confidentiality requirements for handling health care data.

Identifiable health care information traveling in an EDI environment is more vulnerable to

unauthorized disclosures. Special protections need to be in place for this type of information

in order to provide appropriate incentives for providers and payers to move toward EDI

while assuring confidentiality. Therefore, a uniform federal law must ensure that

individually identifiable health care information be maintained confidentially as it travels

from place to place.

Solutions

AHA applauds your efforts, Mr. Chairman, in introducing H.R. 4077, the Fair Health

Information Practices Act of 1994. AHA believes that it is crucial to focus on the issue of

maintaining health care information in a confidential and private manner while this nation

debates reform. In order to effectively restructure our health care delivery system.
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information must be shared in an appropriate manner without sacrificing the confidential and

private nature of such Information.

Although AHA generally supports the principles contained in this bill, there are a number of

points that AHA would like to address. These include: the concept of "Trustee" as outlined

in the proposed legislation; equal protection for all individually identifiable health care

information, regardless of its perceived sensitivity; federal preemption; and oversight

authority.

The first area of concern relates to confusion with the "Trustee" concept, which has many

different legal and fmancial connotations. Because the term Trustee may in fact imply more

than the meaning intended in this bill, AHA suggests either making "Trustee" a better

defmed term or substituting a new word that might more accurately reflect the intent of the

bill. The concept of three defined trustees is also a confusing and complicated method of

assigning responsibility for respect to individually identifiable health care information. For

example, it is possible that an individual may fit into multiple trustee categories

simultaneously or even at different times during the day. It is also possible that an individual

may not fit into any trustee category and therefore, may have no idea what, if any,

responsibilities he/she has with regard to protecting health care information. Although, AHA

understands that different individuals will come into contact with individually identifiable

health care information for different purposes, we believe that regardless of the context,

individually identifiable health care information deserves to be protected equally. AHA
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would recommend that a simple and less confusing approach is to develop a single set of

standards for all uses and users.

Similarly, all individually identifiable health care infonnation should be protected equally.

No special protection should be afforded to individually identifiable health care information

which is perceived to be highly sensitive. Every individual should be granted the same

protections, for what may not appear to be sensitive infonnation to some, may in fact be

quite sensitive to others. Additionally, whenever sensitive information is segregated for

protection puiposes it becomes obvious that the segregated information is more sensitive,

therefore making that information even more vulnerable to leakage or unauthorized

disclosure.

Perhaps one of the most important components of any proposed confidentiality legislation is

the preemption section. AHA believes that in order to reap the benefits of electronic

information exchange while still protecting patient privacy and confidentiality, there must be

federal legislation to preempt state laws regarding the collection, storage, processing, and

transmission of individually identifiable health care information. All personally identifiable

health care information, regardless of where it originates or where it is transmitted should be

handled under the direction of a uniform federal law. Additionally, federal law must create

a system where confidentiality rights no longer vary from state to state—in other words the

federal law should serve as both the "floor" and the "ceiling," such that no state could

provide less protection or more protection.
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Unfortunately, the bill fails to provide for federal preemption. We understand that you, Mr.

Chainnan, recognize the importance of preemption and we are anxious to work with you and

your staff to draft the most comprehensive, complete and appropriate preemption clause.

Without such a clause this proposed legislation will not provide a uniform set of protections

and rules for maintaining individually identifiable health care information confidentially and

privately. If the proposed legislation is not uniform and complete, we will be maintaining

the current patchwork of different State laws rather than having the protection of one uniform

standard.

Finally, the agency or oversight authority which will promulgate regulations and administer

this Act should not be the Department of Health and Human Services (HHS). Although this

may appear to be the logical choice, HHS as a payor and administrator of health services

would also be subject to the requirements of this Act. The dual role of regulator and the

regulated appears to be a conflict of interest. The responsibility for implementing this Act

should be assigned either to an existing or new administrative agency not otherwise

responsible for administering or providing health care programs.

I*rinciples Governing the Protection of Health Records

The issue of the protection of confidentiality of patient information is not a new one; rather,

the government has been active in this arena for many years.
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In 1973, the Secretary of Health, Education, and Welfare's Advisory Committee on

Automated Personal Data Systems set out the following principles to govern electronic data

systems.

• Existence of personal data record keeping systems must be identified and not kept

secret;

• Individuals should be able to fmd out what infonnation is in their records and how it

is used;

• Individuals should be able to prevent information that was obtained for one purpose

fix)m being used or made available for other purposes without their consent;

• Individuals should be able to correct or amend a record of identifiable information;

• Any organization creating, maintaining, using, or disseminating records of identifiable

{jersonal data must take precautions to prevent misuse of the data.

The Office of Technology Assessment (OTA) recently submitted a report entitled "Protecting

Privacy in Computerized Medical Information". This report states that the present system

of protecting health care infonnation offers a "patchwork of codes, state laws of varying

scope, and Federal laws applicable to limited kinds of information.
" The OTA Report

8
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concludes by stating that "the present legal scheme does not provide consistent,

comprehensive, protection for privacy in health care information, and it is inadequate to

guide the health care industry with respect to obligations to protect the privacy of medical

information in a computerized environment." The OTA report concludes by stating that

federal law is necessary to address issues of patient confidentiality and privacy.

In November 1991, HHS Secretary Sullivan convened a forum of national health care leaders

to discuss the challenges of reducing administrative costs in the U.S. health care system. At

the forum, several health care industry-led workgroups were created—including the

Workgroup for Electronic Data Interchange (WEDI) and the Woricgroup on Computerized

Patient Records. Both of these Workgroups submitted reports to the Secretary

recommending ways the health care industry could begin reducing administrative costs

associated with the delivery of and payment for health care, and recommended that national

standards be established for protecting the confidentiality of individually identifiable health

care information. The American Hospital Association participated in both groups and

strongly supports the recommendation that Congress enact federal preemptive legislation

governing the confidentiality of individually identifiable health care information.

WEDI, a public/private partnership consisting of health care leaders from all segments of the

health care delivery and payment communities, believes that national legal standards for the

protection of the confidentiality of personal health information should:
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• EstabUsh uniform requirements for the preservation of confidentiality and privacy

rights in electronic health care claims processing and payment;

• Address the coUection, storage, handling and transmission of individually identifiable

health care data, including initial and subsequent disclosures, in electronic transactions

by all public and private payers, providers of health care, and all other entities

involved in the transactions;

• Ensure that preemption will not supersede state public health reporting laws which

address the particular health safety needs of a community;

• Delineate protocols for secure electronic storage and transmission of health care data;

• Specify fair information practices that ensure a proper balance between required

disclosures, use of data, and patient privacy;

• Require publication of the existence of health care data banks;

• Encourage use of alternate dispute resolution mechanisms, where appropriate;

• Establish that compliance with the Act's requirements would serve as a defense to

legal actions based on charges of improper disclosure;

10
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• Impose penalties for violation of the Act, including civil damages, equitable remedies,

and attorney's fees, where appropriate; and

• Provide enforcement by government officials and private, aggrieved parties.

WEDI reconvened in January 1993 and set up a Workgroup on Confidentiality/Legal Issues

to draft model legislation. This model legislation is included in a report delivered to

Secretary Shalala in November of 1993 and is attached to this statement. The requirements

of this legislation are intended to apply to all entities, including public and private third-party

payers and providers, that collect, store, process, or transmit such information in electronic

form. The legislation would protect individually identifiable health care information, but

would not affect federal and state laws that require reporting of identifiable information to

public health authorities. It would also place oversight authority in an independent national

privacy commission.

Conclusion

The American public is concerned about the development of a new health information

system, where personal health information will easUy travel through a variety of health

repositories. Simultaneously, all individually identifiable health care information needs to

be protected regardless of the medium. Although the future of health care will most likely

be automated, all individually identifiable health care information deserves to be protected

regardless of the medium. As we automate, the public must be assured that the benefits of

11
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computerizing their health infonnation substantially outweigh the potential risk of any

unauthorized disclosures. AHA commends you, Mr. Chairman, for your efforts in drafting

the Fair Health Infonnation Practices Act of 1994. The steps you outline will do much to

ensure the confidentiality and privacy of health care records and clinical encounters. AHA

does not, however, believe that the intent of this proposed legislation is to unduly burden or

cause mass confusion for the legitimate users of identifiable health care infonnation. AHA is

recommending therefore, that the "Trustee" concept as described in H.R. 4077 be

reconsidered. The existence of so many different "rules" may in fact be an impediment to

the effective protection of patient identifiable information. Instead of a framework which

different standards exist for different circumstances, we recommend that all individually

identifiable health care infonnation be handled unifonnly. Health care information is highly

sensitive and should be treated in a uniform manner, regardless of the nature of the

information.

AHA believes that it is essential that federal law occupy the field and completely preempt the

application of state law to the collection, storage, processing and transmission of individually

identifiable health care information. If our new health care system, in which many health

providers will either deliver care or share information in multiple jurisdictions, is to protect

unauthorized disclosures of individually identifiable health care information and preserve its

privacy and confidentiality, comprehensive legislation must be enacted—at the same time as

the enactment of the new health care system itself—that will ensure uniform and confidential

treatment of identifiable health care information.

12
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Finally, as this subcommittee contemplates the appropriate oversight agency, AHA continues

to believe that an indq}endent entity who is neither a payer, administrator, or provider of

health care services would be important to the establishment of public confidence in a new

health delivery environment. We do not believe it is possible for HHS to reconcile the

conflict of interest that occurs when it serves as both the regulated and the regulator.

We appreciate the opportunity to present our views to this subcommittee and look forward to

working with you as the issues of reform and confidentiality move forward.

13
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ATTACHMENT
AMERICAN HOSPITAL ASSOCIATION TESTIMONY

MAY 4, 1994

Addenda

Addendum 1 : Text of Proposed "Health Information

Confidentiality and Privacy Act of 1993"

MODEL FEDERAL LEGISLATION

CONRDENDAUTY OF ELECTRONIC HEALTH CARE INFORMATION

A BILL

To provide tor the preservation of coiuidentuiity and pnvacy nKhts in the

collection, storage, processing and transnussion ot individually identifiable heakh
care tmormation (including initial and subsequent disclosure) in electronic form: to

preempt state laws relating thereto, except public health reportmg laws: to establish

a regulatory mechanism for delineating protocols for securmg electronic collection,

storage, processmg, and transmission of such health care information, and for fair

inrormation practices: to require publication of the existence of health care data

banks: to encourage the use of alternative dispute resolution mechaiusnu, where

appropriate, for resolving disputes arising under this Act: and to establish penalties
for \iolation.

Be it enacted by the Senate and House of Representatives of the United States

of America in Congress assembled.

SECTION 1 - SHORT TITLE

This Act may be dted as the "Health Information Confidentiality and Privacy

Act of 1993."

SECTION 2 • SCOPE

A. .Applicability. This Act shall apply to the collection, storage, processing,

and transmission of individually identifiable health care information

(including initial and subsequent disclosures) in electromc torm by all

persons, including but not limited to public and pnvate third-party payors
And providers of health care.

Sjtinaeiirtaiitu ana Utai lanes 1993 WEDl Reoorr i-lS
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B. Protecnon. Tlie nrotecnons or this Act shaii extend to indi\nduals who are

the ^ubiect or indivtduaiiv identmable health care inrormanon that is

collected, storea. processea or transmitted m electronic torm.

C. Exemptions. This Act shall not aoply to tederal or state laws or reeulations

that require reporting or individuallv idennhable health care mtormation

to public health authorities.

SECTION 3 - DERNinONS

For purposes ot this Act:

.A. Disclosure includes the initial release and anv subsequent redisclosures

of individually identifiable health care information.

B. Electronic form means all mechanical, non-paper formats, including

nberoptic transrmssion and laser disc storage.

C. External Disclosure<s)' means:

( 1 ) .All disclosures of individually identifiable health care information to

person(s) who are not employed or credentialed by, or who do not

have an independent contractor relationship with a payor or provider;
and

(2) Which are made on behalf of the individual and are directly related

to either the adjudication of a claim, coordination of benefits, or to the

medical treatment of an individual.

D. "Health care
'

means:

(1) Any preventive, diagnostic, therapeutic, rehabilitative, maintenance,

or palliative care, counseling, service or procedure provided by a

provider

(a) with respect to an individual's physical or mental condition; or

(b) affecting the structure or function of the human body or any part

thereof, including, but not limited to, banking of blood, sperm,

organs, or any other tissue: and

(2) The prescription, sale or dispensmg of any drug, substance, device,

equipment, or other item to an mdividual or for an individual's use

for health care.

.Jo 1993 WtDl Revort Conndmmliru ana U^al hsins
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E. Individual means a natural person wno is the subiect ot individuailv

identinable health care mtormanon. and includes the indivnaual's legal

representative.

F Individually identifiable health care information means anv data or

intormation that identifies or can reasonablv be associated with the

identity ot an individual, either directlv or by reterence to other publicly
available intormation. and:

(1) Relates to the individual's health history, health status, health

benents. or application therefor; or

(2) Is obtained in the course of an individual's health care from a provider,
from the individual, from a member of the mdividual's tamilv, or from

a person with whom the individual has a dose personal relationsfup.

G. Person means a government, governmental subdivision, agencv or

authority, natural person, corporation, estate, trust, partnership,
association. )omt venture, and anv other legal entity.

H. Provider means a person that is duly authorized, or that represents itself

as bemg duly authorized to provide health care.

I. "Secretaiy" means . . .

SECTION 4 • PREEMPTION

Unless otherwise provided in Section 2 C, upon the effective date of regulations

implementing this Act, no effect shall be given to any provision of state law that

requires individually identifiable health care information to be mamtained

exclusively in written rather than electronic form or to any provision of state law to

the extent it relates to the matters covered in this Act, including the preservation of

confidentiality and privacy rights in the collection, storage, processing, and

traivsmission of individually identiiiable health care information (including initial

and subsequent disclosures) in electronic form by all involved in such transactions.

SECTION S • STANDARDS FOR INFORMATION PRACTICES

A. The Secretary shall, by regulation, establish appropriate levels of security,

standards, and controls including but not limited to passwords, access

codes, restrictions on access, limitations on networking and electronic data

shanng, and protocols and procedures for preventing computer sabotage,

for collecting, storing, processing and transmitting individually

identifiable health care information in electronic form so as to ensure the

Conndeniiatitv ana Litat issues 1993 WtDl Rrporr J-1"
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pnvacv ana conndennaiirv or sucn inrormanon. taiune; into consideranon

the nature or the inrormation ana reianve nsKS ot disclosure.

Tlie reeuiations oromuieated pursuant to Secnon 5 A shall incorporate the

roUowing pnncipies;

1 1) The individual shall have the neht to know that individually

idenntiabie health care intormation concenung the individual is

collected, stored, processed or transmitted by any person, and to

know Tor what purpose such information is used.

i2) individually identihable health care inrormation shall be collected,

processed, stored and transmitted only to the extent necessarv to carrv

out a legitimate purpose tor which the individual has granted consent.

i3) Each person collecting individually identifiable health care

inrormanon rrom an individual shall notify the individual of his or

her neht to receive a statement, m the style and form prescribed by
the Secretary, summarizing the individual's rights pursuant to this

.Act.

(4) The individual shall have a nght of access to individually identifiable

health care infom*^tion concemmg the individual from the person

collecting such informatioK, the nght to have a copy ot such

information after payment of a reasonable charge, and the nght to

have a notahon made with or m such information of any amendment

or correction requested by the mdividual.

(5) Persons collecting, processing, stonng or transmitting mdividually

identifiable health care information shall implement or cause to be

implemented as the case may be, the appropriate security standards

and controls promulgated by the Secretary to assure the accuracy,

reliability, relevance, completeness, timeliness and secunty of such

information.

SECTION 6 • DISCLOSURE

A. Disclosure. Except as authorized in Section 6 D, no person other than an

individual shall disclose mdividually identifiable health care information

to anv other person without the indiyidual's valid authorization as

provided in Section 6 C. .No person shall disclose such information except

m accordance with the terms of such authorization, unless otherwise

authorized under Section 6 D.

1993 IVED! Rowrr Conndentmlinj dim Uval lisua



241

Aecoro or Ciiciosures. Z.icn rerson coiiectme or ftonne :naiviauailv

jentinairie ;ie<»ith c.-.re inrorm.ition ?iuii maintain n re:ora or nil external

.•.;sciosure» tn.icie >n .-'enair .': ,; "ro\ioer. :\ivor or -.-aiv.auai. or sucn

nrormation.

;;-aividuai Authonzation: Reouirements ror V aliditv.

I) To be \aiid. .'in autnonzanon to uisciose mdividuailv idennnable

iiealth care inrormation must -

.i I IJenntv the individual:

bi Descnbe the health care inrormanon to be oisclosea:

•CI laentirv the person to whom the mrormation is to be uisclosed:

d) Descnbe ine ourrose or the disclosure:

ei Indicate the length ot time tor v\ hich the individual's

.luthonzation will remain \aiid:

It) Be either.

( i) In wnting, dated and signed bv the individual: or

( ii) In electronic torm, dated and authenticated by the individual

usine a unique identifier; and

(g) Not have been revoked under Section 6 C (2).

(2) Revocation ot Individual's Authonzation. An mdividual may revoke

the individual's authonzation at any time, uixless disclosure is

required to effectuate payment for health care that has been provided
to the individual, or other action has been taken m reliance on the

individual's authonzation. An individual may not mamtain an action

against a person for disclosure of individually identifiable health care

information made in good faith reliance on the individual's

authorization, provided the disclosing person had no notice of the

revocation of the individual's authonzation at the time disclosure was

made.

1 3) Record ot Individual's Authoruations and Revocations. Each person

collecting or stonng mdividuailv identifiable health care information

>hall maintain n record ot each mdividuals authonzation and

revocation thereot. .ind such record shall become rart ot the

•i;;.m.-.( iiM U .mi i-- ,- •'i IV£Df \.:;<ri '19
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individuailv idennnabie health care imormation concemmg such

individual.

i4) No Waiver. E.xcept as provided bv this Act. an authonzation to

disclose individuailv identitiable health care intormation bv an

individual is not a waiver ot anv nghts an individual has under other

tederal or state statutes, the rules ot evidence, or common law

Disclosure Without An Individual's Authonzation. .A person mav
disclose individually identifiable health care information without the

individual's authonzation reqiured in Section C if:

( 1 ) The disclosure is by a familv member or by any other person with

whom the individual has a close personal relationship, unless such

disclosure is expressly limited or prohibited by the individual;

1 2) The disclosure is only to the extent necessary for the disclosing person
to carrv out its lawrui activities and is to the disclosing persons agent,

employee, or independent contractor who is under an obligation to

hold the individually identifiable health care information in

confidence and not to use such information for any purpose otherthan

the lawful purpose for which the information was obtamed bv the

disclosing person;

(3) The disclosure is to a provider who is providing health care to the

individual except as such disclosure is limited or prohibited by the

individual;

(4) The disdosmg person reasonably believes that disclosure is necessary

to avoid or minimize imminent danger to the health or safety of any
individiiai, but only to the extent necessary to avoid or minimize such

danger or emergency;

(5) The disclosure is to a member of the individual's immediate family,

or to any other individual with whom the patient is known to have a

close personal relationship, if such disclosure is made in accordance

with good medical or other professioiwl practice, unless such

disclosure is expressly limited or prohibited by the individual;

(6) The disclosure is to a successor in interest to the person maintaining

the individually identifiable health care information, provided,

however, that no person other than a provider or the estate of a

deceased provider shall be considered a successor in interest to a

provider;

i-lO 1993 WEDl Report Conndentiatitu ana Ufal lisues
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' 7) The aisciosure is to reaeral. state, or locai eovemment authonnes. to

the extent the person noidine the indiviauallv idennnable health care

intormation is required bv law to report speciric individuailv
identuiabie health care information:

I a) when needed to determine compliance with state or federal

licensure, certihcation, or registranon rules or laws; or

(b) when needed to protect the public health;

1 8) The disclosure is to a person solelv tor purposes ot conducting an
audit. It that person agrees m wntuig:

(a) to remove or destroy, at the earliest opportumtv consistent with
the purpose ot the audit, information that would enable
identification ot the individual;

(b) not to disclose in any report any individually identifiable health

care information; and

(c) not to further disclose the information, except to accomplish the

audit or to report unlawful or improper conduct involving health

care fraud by a provider or the individual or other unlawful

conduct by a provider;

(9) The disclosure is for use in a research project that

(a) IS of sufficient importance to outweigh anv potential harm to the

individual that would result from the disclosure;

(b) IS reasonably impracticable without the use of the individually
identifiable health care information;

(c) contains reasonable safeguards to protect the information from

redisdosure;

(d) contains reasonable safeguards to protect agjunst identifying,

directly or mdirectly, any mdividual in any report of the research

project;

(e) contains procedures to remove or destrov at the earliest

opportunity, consistent with the purposes of the project,

information that would enable identification of the individual,

unless retention of identifying information is required for

purposes of another research project that also satisfies the

requirements of this Section; and

Conndentmlini ami U^at Issues l?9) WED! Rupon 3-21
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:' ::ie person aerees in unnng:

;' "o remove or aescrov. at the earliest ooportumn- consistent

Aith the purpose or the research mtormation that u-ouid

v-'nable idennncation or the individuai;

lii) to not disclose individually identifiable health care

mtormation, except as necessarv to conduct the research

proiea;

1 10) The disclosure is in accordance ivith a discover.' request:

:a) Before service ot a discovery request on a person maintaining

mdividually idenrifiable health care information, an attomev

shall provide advance notice to the person and to the individual

involved or the individual's representative or attorney through
semce ot process or nrst class mail, indicating what mrormation

is sought, and the date by which a protective order must be

obtained to prevent the person from complying. Such date shall

give the individual and the person adequate time to seek a

protective order, but m no event be less than fourteen days after

the date of service of such notice:

( b) Without the individual's authorization, a person mav not disclose

the information sought under paragraph (a) if the requestor has

not compiled with the 'requirements of paragraph (a). In the

absence of a protective order issued by a court of competent

jurisdiction forbidding compliance, the jserson shall disclose the

information in accordance with tfiis section. In the case of

ccmpliance, the request for discovery or compulsory process

shall be maintained by the holder thereof with the individual's

health care information;

(c) Production of individually identifiable health care information

under tfiis section, in and of itself, does not constitute a waiver of

any privilege, objection, or defense existing under other law or

rule of evidence or procedure;

(11) The disclosure is to federal, state or local law enforcement authorities

to the extent required or permitted by law;

(12) The disclosure is directed by a court in connection with a

court-ordered examination of an individual; or

;993 WEDl Revon ConruiemuiUtu aiut U^ai lisues
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ji , ..e i.;iiCiOsure •? ;-jsea on reasonapie .;rounas to L-eiieve :.-.at ;ne

.'.rormjuon ;: ..-'eoej ::^ .'i-iist ::-. tr.e . jentmcation . eceasea

-^iviaua..

£. ."blisations or uesiai Representatives.

•
• -. person autnonzea toactasanindiviauai sleeairerresemativemav

-xercise the rights or the inaividuai under this Act to :r.e extent

-ecessarv to ertecruate the terms or purcoses or the erant or authontv:

-ut an inaividuai wno is a minor ana wno is authonzea to consent to

.eaith care without tne consent ot a parent or legal ^uaraian under

r:3te law mav exausiveiv exercise the r.shts ot an inaiviauai unaer

:.-.is Ac: as to iniormation penamine to neaith care to 'amen tr.e minor

awruilv consented.

2) -.n individual's lezai rerresentanve shall actm 200a taitn to represent

.-.e rest interests or rhe inaividuai vith resoect -.o ;naiviaua»lv

-:entitiable health care intormanon.

SECTION 7 - PUBUCATION

Persons collecting individuallv identifiable health care mtormation shall,

pursuant to regixlations, penodicallv publicize the existence ot the inrormanon and

provide information regardmg procedures tor obtaimng and correcting the

information.

SECTION 8 • AMENDMENT OF INDIVIDUALLY IDENT1RABLE HEALTH
CARE INFORMATION

A. Within thirty (30) business days from the date of receipt of a written

request from an individual to amend any mdividually identifiable health

care information about the individual within its possession, a person

collectmg, stonng or processmg such information shall either

(1) Amend the portion of the recorded individually identifiable health

care information identified by the individuaL or

(2) .Votifv the individual of:

a) Its refusal to make such, amendment:

b) Tlie reasons tor the refusal, and

iintK-nnntttu ana Lt\'^( i.-t^.h-s :'93 \\EDt Rdoort
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ic) The '.naividual s rient to riie a statement as orovided in

iubsecnon 8C.

B. !t the person amenas intormation :n accordance with Subsection 8 A
above, the person shall provide the amendment to;

1 1 ) The individual;

1 2) Any person specifically designated by the individual who nnav have,

within the precedmg two (2) vears, received such iniormation;

(3) Other persons who have systematically been provided such
information within the preceding seven (7) years; provided, however.
that the amendment or tact ot deletion need not be furnished if the

other person no longer maintains such information about the

individual; and

1 4) Anv person that provided the iruormation that has been amended.

C. Whenever an individual disagrees with a person's refusal to amend

individually identifiable health care information, the individual shall be

permitted to file with such person:

(1) A concise statement setting forth what the individual believes to be

correct, relevant or fair informaQon; and

(2) A concise statement of the reasons why the individual disagrees with

the refusal to amend such information.

O. If an individual files either statement as described in Subsection C above,

the person shall:

(1) Include the statement vinth the disputed individually identifiable

health care information and provide a means by which anyone

reviewmg such information will be made aware of the individual's

statement and have access to it;

(2) With any subsequent disclosure of the information that is the subject

of disagreement, dearly identify the matter or matters in dispmte and

provide the individual's statement along with the information being
disclosed; and

(3) Provide the statement to the persons and in the maimer specified in

Subsection 8 B above.

: 993 WEDl Report Cjnndentittiiru ana U^al Issues
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E. The n5hts grantea in this section shall not applv to inaividuallv

idennhabie health care :nrormanon that relates to ana is coiiectea in

connection ^\ith or in reasonaoie annapanon oi a claim or avil or cnmtnal

proceedine involving the inaiviaual.

SECTION 9 - ALTERNATIVE DISPUTE RESOLUTION

The Secretary shall promulgate regulations that will promote the resoluaon ot

disputes ansmg under this Act through alternative dispute resolution mecitamsms.

SECTION 10 - PROMULGATION OF REGULATIONS

A. In promulgating reguiatioru under this Act. the Secretary shall follow the

procedures authorized under the Negotiated Rulemaking Act ot 1990," 5

U.S.C. §§ 581-590.

B. If the Secretary determines that a negotiated rulemaking committee shall

not be established as permitted by 5 U5.C. § 583, the Secretary skall

appoint and consult with an adyisory group of knowledgeable
individuals. The advisory group shall consist ot at least seven (D but no

more than twelve (12) individuals from the foUowmg areas: ( 1 ) health care

financing and reimbursement; (2) health care delivery, including

representatives of health care professionals and health care entities: (3)

third party payors / administrators, network administrators: and (4) health

care consumers.

C. The advisory group shall review all proposed rules and regulations and

submit recommendations to the Secretary. The advisory group shall also

assist the Secretary: (1) in establishing the standards for compliance with

rules and regulations; and (2) in developing an annual report to the

Congress on the status of the requirements set forth in this Act, their cost

impact, and any recommendations for modifications in order to ensure

efficient and confidential electronic data interchange of individually

identifiable health care infonnation.

SECTION 11 • CIVIL REMEDIES

A. An individual aggrieved by a violation of this Act may maintam an action

for relief as provided in this section.

B. The district courts of the Uruted States shall have exclusive jurisdiction in

any action brought under the provisions of this section.

Cjnnilennatitv and U?at Issues 1993 WEDI Reuort i-2S
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C . The court may order a person maintaining mdividuailv idennnable health

care mrormation to compiv with this Act and may oraer anv other

appropriate reiier.

D. [f the court determines that there has been a violation or this Act, the

aggrieved individual shall be entitled to recover damages tor anv losses

iustamed as a result of the violation: and. in addition, it the violation

results trom willful or grossly negligent conduct, the aggrieved mdividual

may recover not m excess of SIO.OOO, exclusive of any loss.

E. [f an aggneved individual prevails m an action brought under this section,

the court, in addition to any other relief granted under this section, mav
award reasonable attorneys' fees and all other expenses incurred bv the

aggneved individual in the litigation.

F. Any action under this Act must be brought within two vears from the date

on which the alleged violation is discovered.

SECTION 12 - CIVIL MONEY PENALTIES

Any person that knowingly discloses health care information m violation of

this Act shall be subject, in addition to any other penalties that may be prescribed

bylaw —

A. to a dvil money penalty of not more than SIOXXX) for each violation, but

not to exceed $50,000 in the aggregate for multiple violations; and, in

addition -

B. to a avil money penalty of not more than SIOO^XX) if the Secretary finds

that violations of this Act have occurred with such frequency as to

constitute a general business practice.

SECTION 13 • IMMUNITY

It shall be an affirmative defense in actions brought for improper disclosure of

individually identifiable health care information that such disclosure was in

accordance with the requirements of this Act and regtiiations promulgated

pursuant to this Act

J -26 1 S93 WED/ Report Conndmtaitni and Ltfal !
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SECTION 14 • CRIMINAL PENALTIES FOR OBTAINING INOIVIOUAU.Y
I0ENT1RABLE HEALTH CARE INFORMATION THROUGH FALSE
PRETENSES OR THEFT

A. Anv person who. under raise or rraudulent pretenses, requests or obtains

indi\idualiv identifiable health care iniormation shall be rined not more
(han S50.000 or imprisoned not more than six months, or both, tor each

otter^e.

B. Anv person who unlawfully takes, or under talse or fraudulent pretenses,

requests or obtams individually identifiable health care information and

who intentionally uses, sells or transfers such information for

remuneration, for profit or tor monetary gam shall be fined not more than

SIOO.OOO, or imprisoned for not more than two years, or both, for each

offense.

SECTION 15 • SEVERABILITY

If any provision of this Act or its application to any person or arcumstanceis

held invalid, it shall not affect other provisions or applications of this Act that cui

be given effect without the mvalid provision or application, and to this end ttie

provisions of this Act are severable.

SECnON 16 • EFFECTIVE DATE

Except as provided in Section 4, this Act shallbecome effective upon enactinent

Conndentmittv and U^ lisues 1993 WZDI Repan i-27
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Mr. CoNDiT. Mr. Gimpel.

STATEMENT OF JOEL E. GIMPEL, ASSOCLVTE GENERAL COUN-
SEL, BLUE CROSS AND BLUE SHIELD ASSOCIATION, CHI-

CAGO, IL, REPRESENTING THE WORKGROUP ON ELEC-
TRONIC DATA INTERCHANGE
Mr. Gimpel. Mr. Chairman, and members of the subcommittee,

I am Joel Gimpel, associate general counsel of the Blue Cross and
Blue Shield Association, which is the coordinating organization for

the 69 independent Blue Cross and Blue Shield plans operating in

the United States and Puerto Rico.

I am testifying here today, however, as a representative of the

Workgroup on Electronic Interchange, or WEDI, having served as

the cochair of WEDI's technical advisory group on confidentiality
and legal issues. I am pleased to present WEDI's views on Federal

legislation governing the confidentiality of identifiable health care

information in general, and on H.R. 4077 in particular.
In my oral testimony today, I would summarize the principal

points of my written submission. I intend to provide an overview
of WEDI's efforts to date, to outline WEDI's principles for privacy
protection legislation, note our consideration of the Privacy Act of

1974, and comment on H.R. 4077, noting WEDI's concerns with
certain of its provisions.
WEDI was established in November 1991, to reduce administra-

tive costs in the Nation's health care system. It is a voluntary pub-
lic and private task force and it developed an action plan to

streamline health care administration by standardizing electronic

communications across the industry. I might add parenthetically,
Mr. Chairman, that all of the members sitting at this panel had
representatives of their sponsoring or their employing entities serv-

ing on WEDI's 25-member steering committee.
In July 1992, WEDI published a report to the HHS Secretary of

the steps it felt necessary to make electronic data interchange rou-

tine for the health care industry by 1996. Those 1992 recommenda-
tions dealt with such issues as the need for standard formats for

four core financial transactions, phased implementation by the in-

dustry, and the creation of incentives for increased use of EDI.

They also dealt with the need for unique identifiers and various
other technical issues. In addition, the 1992 WEDI report rec-

ommended that Congress enact Federal preemptive legislation to

facilitate and assure the uniform confidential treatment of identifi-

able information in electronic environments. The confidentiality
and legal issues technical advisory group which developed that rec-

ommendation approached the issue with a desire to facilitate

achieving WEDI's overall objective of moving to an EDI environ-

ment for health care transactions by 1996. And to accomplish that

goal, the group believed it necessary to remove statutory impedi-
ments such as "quill pen" laws, and other laws that inhibit or pre-
vent the use of EDI for health care transactions.

Several proposals were discussed, including the development of a

model State law for adoption by all States within 3 years. To state

that proposal, however, is to discard it as probably not being fea-

sible, for we considered it most unlikely that all States would adopt
niform privacy legislation in the foreseeable future.



251

The group also considered proposing a Federal law that sets

standards for State legislation, but allows States to adopt more

stringent standards. This too was rejected because of the need to

establish a uniform regulatory environment.

Accordingly, the group decided that the only logical course was
to recommend enactment of Federal preemptive legislation govern-

ing confidentiality that would completely occupy the field.

WEDI reconvened in 1993 to resolve implementation obstacles

and work toward engaging all of the health care trading partners
in standardized automation and electronic communication.

In November 1993, WEDI released its second report. With par-
ticular respect to the section in that report regarding confidential-

ity and legal issues, it includes proposed Federal legislation that is

designed to preserve confidentiality and privacy rights in health

care information; to preempt State laws that relate thereto, except
for public health reporting laws; to establish a mechanisin for pro-

mulgating regulations that delineate protocols for securing infor-

mation; to require publication of the existence of health care data

banks; to encourage the use of alternative dispute resolution mech-
anisms to resolve certain disputes that arise; and to establish pen-
alties for violating the act.

Mr. Chairman, although complete copies of the 1992 and 1993 re-

ports submitted by WEDI to HHS were furnished to all Members
of the Congress, I have attached copies of the 1993 executive sum-

mary and report of the confidentiality and legal issues technical ad-

visory group, which does include the text of WEDFs proposed legis-

lation, to my prepared testimony.
What are WEDI's principles for privacy protection? We are en-

couraged by the obvious interest shown by many Members of the

Congress in general, and this subcommittee in particular, in devel-

oping appropriate privacy protections and encouraging migration to

electronic data interchange in the health care system.
In evaluating legislation in this area, we believe, however, that

certain principles should be recognized and that Federal privacy

legislation must: completely preempt State laws, except public
health reporting laws that inhibit the use of EDI by our health

care industry; protect identifiable health care information wherever
located and however obtained; designate an impartial regulator to

administer and enforce the law; and establish appropriate stand-

ards for privacy and confidentiality protection.
And to that end, Mr. Chairman, the WEDI proposal sets forth

five principles that have to be—that should be incorporated in reg-
ulations that establish security standards. They are: No. 1, guaran-
tee the individual's right to know that identifiable health informa-
tion is being collected and stored and processed and for what pur-

pose it's used.
No. 2, assure that the information is collected, processed, stored

and transmitted only as required for a legitimate purpose.
No. 3, the rules should require that persons collecting informa-

tion notify individuals of their rights under the act.

No. 4, the rules should guarantee an individual's right of access

to information from the person collecting the information.
And No. 5, the rules should require that persons collecting, stor-

ing, processing, or transmitting identifiable information implement
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the standards and controls that are promulgated by the regulatory

agency.
WEDI's principles for legislation also call for rapid implementa-

tion. The legislation should be uncomplicated and enforceable. And,
of course, should pro\nde appropriate civil and criminal penalties
for violation.

Before commenting on H.R. 4077, I believe it appropriate to com-
ment on the possibility of expanding the application of the Privacy
Act of 1974 to nongovernmental entities. That possibility, too, was
considered and rejected by WEDI's confidentiality and legal issues

technical advisory group for several reasons. First, an extensive re-

write would be required to apply the Privacy Act's provisions to

nongovernmental entities, and a preemption provision would have
to be engrafted. Most importantly, however, the act's structure is

inappropriate for application to private industry in that, for in-

stance, it authorizes agency heads to promulgate rules to exempt
any system of records within the agency from certain of the act's

requirements, and to promulgate rules regarding procedures for ex-

amining records.

Nevertheless, WEDI drew upon many of the concepts contained
in the Privacy Act's provisions regarding conditions of disclosure,

accounting for certain disclosures, access to records and others in

drafting its proposed legislation.
Let me provide a few comments on H.R. 4077. We are honored

to have been asked to contribute to the development of the bill, and
WEDI representatives have met on many occasions with your staff

and others to discuss the various issues dealt with in the legisla-

tion.

We believe that our overall objectives and philosophies are com-

patible, but are concerned with respect to certain of the provisions
in H.R. 4077. First and foremost of those concerns is the absence
of a provision preempting State laws that deal with privacy of iden-

tifiable health care information, because the absence of a sufficient

preemption provision will result in uneven privacy protection, and

thereby inhibit if not prevent universal implementation of elec-

tronic data interchange for health care transactions.

We're also concerned that H.R. 4077 doesn't appear to apply to

identifiable health care information in a nontreatment setting. In

other words, information regarding health status in applications for

life insurance and employment would not be protected and could be

disclosed.

Our third principal concern is that the bill would not become ef-

fective until January 1, 1997, which could unduly delay the univer-

sal implementation of electronic data interchange in our health

care systera. We also have an overriding concern regarding the pos-
sible complications and opportunity for game playing that may
arise fi"om the three-trustee arrangement contemplated in the bill.

In order to be enforceable, those regulated by the act must know
with reasonable certainty what regulations and requirements they
must follow. Because, however, a given entity may at any time be

a health-use trustee, a public-health trustee, and a special-purpose

trustee, depending upon the specific set of circumstances, it would
be difficult if not impossible to assure that it was complying with

the right set of rules.
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Furthermore, entities that fall into more than one class of trust-

ee would have to establish different sets of controls to protect pri-

vacy in different transactions. We would therefore urge careful ex-

amination of the trustee concept to explore whether it could be sim-

plified and to carefully consider alternative solutions to the prob-
lem.
Those solutions might include establishment of only two trustee

categories, for example, health-use trustees which should include

employers and others that maintain health-related information in

nonpatient settings, and special-purpose trustees, exempting cer-

tain users from certain of the act's requirements.
We also note that H.R. 4077 assigns to the Secretary of Health

and Human Services the responsibility for administering and en-

forcing the act. This may be inappropriate in that the Department
of Health and Human Services would itself be regulated under the
act. For that reason, we urge that consideration be given to assign-
ing enforcement and administrative responsibility to an independ-
ent governmental agency that is neither a health care provider nor

payer.
In conclusion, Mr. Chairman, WEDI believes that in order to

make possible the many benefits of universal electronic data inter-

change in health care transactions, the health care industry, in-

cluding private and public payers, providers and vendors of infor-

mation services, must be able to travel the information super-
highway without having to consider 51 different rules of the road
for privacy protection.
WEDI also urges that privacy protection is warranted for identi-

fiable health care information obtained in nonpatient settings, and
that the responsibility for administering and enforcing Federal pri-

vacy legislation be assigned to an agency that is not itself a health
care provider or payer.
Furthermore, WEDI has recommended five principles for privacy

protection that should be incorporated in security standards.

Finally, we urge that legislation be uncomplicated and enforce-

able, provide appropriate penalties for violation, and be imple-
mented as soon as possible.
We look forward to working with your committee and with the

Congress to develop meaningful and appropriate legislation that fa-

cilitates the universal implementation of EDI in health care, while

protecting the privacy rights of individuals.
I believe that H.R. 4077 represents an important first step to-

ward that goal.
Thank you for your attention and I'll be happy to answer any

questions you may have.
Mr. CONDIT. Thank you, Mr. Gimpel.
[The prepared statement of Mr. Gimpel follows:]



254

TESTIMONY OF THE

WORKGROUP ON ELECTRONIC DATA INTERCHANGE

ON

CONFIDENTIALITY OF INDIVIDUALLY IDENTIFIABLE

HEALTH CARE INFORMATION

BEFORE THE

INFORMATION, JUSTICE, TRANSPORTATION, AND AGRICULTURE SUBCOMMITTEE

OF THE

COMMITTEE ON GOVERNMENT OPERATIONS

U.S. HOUSE OF REPRESENTATIVES

BY

JOEL E. GIMPEL

ASSOCIATE GENERAL COUNSEL

BLUE CROSS AND BLUE SHIELD ASSOCIATION

APRIL 27, 1994



255

INTRODUCTION

Mr. Chairman and Members of the Subcommittee:

I am Joel Gimpel, Associate General Counsel of the Blue Cross and Blue

Shield Association, which is the coordinating organization for the 69

independent Blue Cross and Blue Shield Plans operating in the United
States and Puerto Rico. I am testifying here today as a representative
of the Workgroup on Electronic Data Interchange, or WEDI, having served

as the co-chair of WEDI's Technical Advisory Group on confidentiality
and legal issues. I am pleased to present WEDI's views on federal

legislation governing the confidentiality of individually identifiable
health care information in general, and on HR 4077, the Fair Health

Information Practices Act of 1994, in particular.

In my testimony today, I will:

• Provide an overview of WEDI's efforts to date;

• Outline WEDI's principles for privacy protection legislation;

• Note WEDI's consideration of the Privacy Act of 1974; and

• Comment on HR 4077, noting WEDI's concerns with certain provisions.

OVERVIEW OF WEDI'S EFFORTS

WEDI was established in November 1991, in response to a challenge from
Dr. Louis Sullivan, then Secretary of the Department of Health and Human

Services, to reduce administrative costs in the nation's health care

system. WEDI, which is a voluntary, public-private task force,

developed an action plan to streamline health care administration by

standardizing electronic communications across the industry.

In July 1992, WEDI published a report to the Secretary of the steps it

felt necessary to make electronic data interchange routine for the

health care industry by 1996. The 1992 recommendations dealt with such

issues as the need for standard formats for four core financial

transactions, phased implementation by industry of WEDI for those core

transactions, the creation of incentives by public and private payers
and the Congress for increased use of EDI, the use of standardized

billing content for claim submissions, the need for a unique identifier

system that covers all participants in the health care system, and
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various other technical issues. In addition, the 1992 WEDI report

recommended that Congress enact federal preemptive legislation to

facilitate and assure the uniform, confidential treatment of

identifiable information in electronic environments.

The Confidentiality and Legal Issues Technical Advisory Group, which

developed that recommendation, approached the issue with the desire to

facilitate the achievement of WEDI's overall objective of moving to an

EDI environment for health care transactions by 1995. To accomplish

that goal, the group believed it necessary to remove statutory

impediments such as "quill-pen" and other laws that inhibit or prevent

the use of EDI for health care transactions. Several proposals were

discussed, including the development of a model state law for adoption

by all states within three years. To state the proposal, however, is to

discard it as not being feasible, for we considered it most unlikely

that all states would adopt uniform privacy legislation in the

foreseeable future.

The technical advisory group also considered proposing a federal law

that sets standards for state legislation, but allows states to adopt

more stringent standards. This, too, was rejected because of the need

to establish a uniform regulatory environment. Accordingly, the group

decided that the only logical course was to recommend the enactment of

federal preemptive legislation governing confidentiality that would

completely occupy the field.

WEDI reconvened in 1993 to resolve remaining implementation obstacles

and work toward engaging all health care trading partners in

standardized automation and electronic coiimunication. The membership of

WEDI's steering committee was expanded to include 26 national

organizations representing payers, providers, consumers, federal and

state health care governmental agencies, and businesses. Over 200 people

representing all areas of the health care industry served in 11

technical advisory groups.

In November 1993, WEDI released its second report, which contained

recommendations regarding standards implementation and uniform data

content, network architecture and accreditation, confidentiality and

legal issues, unique identifiers, education and publicity, health care

identification cards, short term strategies, state and federal roles,

financial implications, coordination of benefits, and health care fraud

prevention and detection.
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With particular respect to the section regarding confidentiality and

legal issues, the report includes proposed federal legislation designed

to:

• preserve confidentiality and privacy rights in individually
identifiable health care information that is collected, stored,

processed or transmitted in electronic form;

• preempt state laws that relate thereto, except public health

reporting laws;

• establish a mechanism for promulgating regulations that delineate

protocols for securing such information when collected, stored,

processed or transmitted in electronic form and that set forth fair

information practices;

• require publication of the existence of health care data banks;

• encourage the use of alternative dispute resolution mechanisms to

resolve certain disputes under the Act; and

• establish penalties for violating the Act.

To these ends, WEDI intends that the Act be construed so as to broadly

protect individually identifiable health care information from improper

and unauthorized disclosures in an electronic environment, while

facilitating the prompt and universal implementation of electronic data

interchange for legitimate and necessary health care transactions.

Although complete copies of WEDI's 1992 and 1993 reports were furnished

to all members of the Congress, I've attached copies of the 1993

Executive Summary and report of the Confidentiality and Legal Issues

Technical Advisory Group, which includes the text of WEDI's proposed

legislation, to my prepared testimony.

PRINCIPLES FOR PRIVACY PROTECTION

We are encouraged by the obvious interest shown by many members of the

Congress in general, and this subcommittee in particular, in developing

appropriate privacy protections and encouraging migration to electronic

data interchange in the health care system. In evaluating legislation
in this area, however, we believe that certain principles should be

recognized and that federal privacy legislation must:
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• Completely preempt state laws, except public health reporting laws,

that inhibit the use of electronic data interchange by our health

care industry and relate to the preservation of privacy and

confidentiality of identifiable health care information. WEDI

believes that complete preemption is required in order to provide
uniform rules of the road regarding privacy protection for all

travelers on the health care information superhighway.

• Protect identifiable health care information wherever located and

however obtained. WEDI believes that identifiable health care

information obtained in non-patient settings, such as employment and

insurance applications, merits similar protection against
unauthorized disclosure.

• Designate an impartial regulator to administer and enforce the law.

WEDI is concerned that enforcement by a federal agency that is itself

a health care provider or health care payer could lead to problems.

• Establish appropriate standards for privacy and confidentiality

protection. To that end, the WEDI proposal sets forth five

principles to be incorporated in regulations that establish security
standards.

They are:

1. Guarantee the individual's right to know that identifiable health

care information is collected, stored, processed, and for what

purpose it is used,

2. Assure that the information is collected, processed, stored, and

transmitted only as required for a legitimate purpose;

3. Require that persons collecting information notify individuals of

their rights under the Act;

4. Guarantee an individual's right of access to information from the

person collecting the information;

5. Require persons collecting, processing, storing, or transmitting
identifiable information to implement the standards and controls

promulgated by the regulatory agency.

• Provide for rapid implementation. WEDI believes that, to realize the

benefits from universal use of electronic data interchange in the
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health care system as soon as possible, it is necessary to have in

place appropriate and uniform rules for protecting the privacy of

individuals.

• Be uncomplicated and enforceable. Although we recognize that no

legislation is perfect, unnecessarily complicated legislation will

make enforcement and implementation difficult.

• Provide appropriate civil and criminal penalties. WEDI believes that

penalties for violations must be sufficient in order to foster

compliance, yet not so high as to inhibit their imposition, and that

the penalties suggested in the WEDI proposal, both civil and

criminal, achieve the necessary balance.

CONSIDERATION OF THE PRIVACY ACT Of 1974 (5 USC § 552a)

Before commenting on HR 4077 as introduced by Congressman Condi t, I

believe it appropriate to comment on the possibility of expanding the

application of the Privacy Act of 1974 to non-governmental identities.

That possibility was considered and rejected by WEDI's Confidentiality
and Legal Issues Technical Advisory Group for several reasons. First,

an extensive rewrite would be required to apply the Privacy Act's

provisions to non-governmental entities, and a preemption provision
would have to be engrafted. Most importantly, however, the Act's

structure is inappropriate for application to private industry in that,

for instance, it authorizes agency heads to promulgate rules to exempt

any system of records within the agency from certain of the Act's

requirements and to promulgate rules regarding procedures for examining
records. Nevertheless, WEDI drew upon many of the concepts contained in

the Privacy Act's provisions regarding conditions of disclosure,

accounting for certain disclosures, access to records, and others, in

drafting its proposed legislation.

COMHENTS ON HR 4077

WEDI is honored to have been asked to contribute to the development of

HR 4077, and WEDI representatives have met on many occasions with staff

of this committee to discuss the various issues dealt with in the

legislation. We believe that our overall objectives and philosophies
are compatible, but are concerned with respect to certain of the

provisions in HR 4077, which concerns have been brought to the attention

of committee staff in prior discussions.
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First and foremost of those concerns is the absence of a provision
preempting state laws (other than laws regarding public health
reporting) that deal with privacy of identifiable health care
information. The absence of a sufficient preemption provision will
result in uneven privacy protection and thereby inhibit if not prevent
the universal implementation of electronic data interchange for health
care transactions.

We are also concerned that HR 4077 does not appear to apply to
identifiable health care information in the non-treatment setting. In
other words, information regarding health status in applications for
life insurance and employment would not be protected and could be
disclosed.

Our third principal concern is that the bill would not become effective
until January I, 1997, which could unduly delay the universal
implementation of electronic data interchange in our health care system.

We also have an overriding concern regarding the possible complications
and opportunity for game playing that may arise from the three trustee
arrangement contemplated in the bill. In order to be enforceable, those
regulated by the Act must know with reasonable certainty what
regulations and requirements they must follow. Because, however, a

given entity may at any time be a health use trustee, a public health
trustee, and a special purpose trustee depending on the specific set of
circumstances, it would be difficult if not impossible to assure that it
was complying with the right set of rules. Furthermore, entities
falling into more than one class of trustee would have to establish
different sets of controls to protect privacy in different transactions.

We would, therefore, urge careful examination of the trustee concept to
explore whether it could be simplified, and to carefully consider
alternative solutions to the problem. Solutions might include
establishment of only two trustee categories, for example, health use
trustees, which should include employers and others maintaining health-
related information in non-patient settings, and special purpose
trustees, and exempting certain users from certain of the Act's
requirements. For example, law enforcement agencies, as special use
trustees, should not be required to permit access to or correction of
records, or to provide a notice of information practices.

We also note that HR 4077 assigns to the Secretary of Health and Human
Services the responsibility for administering and enforcing the Act.
This, as we noted earlier, may be inappropriate in that the Department
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of Health and Human Services {as are the Departments of Defense and

Veterans Affairs) would be regulated under the Act. For that reason, we

urge that consideration be given to assigning enforcement and

administrative responsibility to an independent governmental agency that

is neither a health care provider nor payer.

SUMMARY

In conclusion, WEDI believes that in order to make possible the many

benefits of universal electronic data interchange in health care

transactions, the health care industry, including private and public

payers, providers and vendors of information services, must be able to

travel the information superhighway without having to consider 51

different rules of the road for privacy protection.

WEDI also urges that privacy protection is warranted for identifiable

health care information obtained in non-patient settings, and that the

responsibility for administering and enforcing federal privacy

legislation be assigned to an agency that is not itself a health care

provider or payer. Furthermore, WEDI has recommended five principles

for privacy protection that should be incorporated in security

standards.

Finally, WEDI urges that the legislation be uncomplicated and

enforceable, provide appropriate penalties for violation, and be

implemented as soon as possible.

WEDI looks forward to working with your committee and with the Congress

to develop meaningful and appropriate legislation that facilitates the

universal implementation of electronic data interchange in health care

while protecting the privacy rights of individuals.

Thank you for your attention. I'll be happy to answer any questions

you may have.
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Executive Summary

Workgroup for Electronic Data Interchange
October 1 993

In November 1991, the Workgroup for Electronic Data Interchange (WEDI)
was established in response to the challenge to reduce administrative costs in the

nation's health care system. A voluntary, public-private task force, WEDI
developed an action plan to streamline health care administration by standardizing
electronic communications across the industry.

In July 1992, WEDI published a report that outlined the steps necessary to make
electronic data interchange (EDI) routine for the health care industry by 1996 (refer

to Addendum 1, 1992 WEDI Recommendations ). The Workgroup envisioned a

health care industry transacting business electronically, using one set of electronic

standards and interconnecting netviforks. Since that publication, the health care

industry independently pushed forward and made substantial gains with EDI

implementation:

ASC X12 (an accredited American National Standards Institute (ANSI)

Committee] approved the claim and eligibility standards for trial use.

The Insurance Subcommittee of ASC XI 2 formed new workgroups to

develop other standards required by the health care industry.

HCFA mitiated the use of Health Care Claim and Health Care Claim

Payment/ Advice standards and developed EDI implementation guides
for Medicare Part A Intermediaries and Part B Carriers consistent with the

ASC XI 2 standards.
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The private sector began developing EDI implementation guides.

Efforts toward standardizing data content increased.

EDI awareness and participation heightened.

VVEDI reconvened in 1993 to resolve remairung implementation obstacles and to:

Strengthen the understanding of and commitment to EDI among the

health care industry, policymakers, and consumers by: developing a

targeted plan for using industry resources to educate key audiences on

EDI, encouraging participation in demonstration projects that prove EDI

benefits and cost savings, and expanding membership to reflect more

broadly the key constituencies affected by EDI.

Work for enactment of preemptive federal confidentiality protection for

individually identifiable health care information in an electronic

environment.

Develop a strategy to facilitate quick, industry-wide trar\sition to EDI,

including universal identifiers for patients, providers, and payors; health

identification cards; coordination of benefits in electronic environments;

and implementation guidance for data standards.

Work with appropriate parties to ensure the health care industry can meet

WEDI's target of universal adherence to uniform data content by 1996.

Provide additional data to the industry on the cost benefits of EDI, using

WEDI demonstration projects as a primary source (refer to Addendum 2,

"1992 Findings" and Appendix 7, "Short-Term Strategies").

Monitor the industry's progress toward the use of data standards and EDI.

Provide basic telecommunications requirements and promote WEDI's

goal of clearinghouse accreditation by 1994.

Serve as a resource to work cooperatively Vifith the National Association

of Insurance Commissioners and state governments to coordinate state

and national efforts on admirustrative simplification.

WEDI expanded its financial analysis to encompass eleven health care

trai«actions. Newly available data were added to estimate the potential savings

for providers and to update the estimated savings for payors and employers.

Additionally, the cost of implementing EDI was added to achieve a more

comprehensive picture of EDI's financial impact on the health care industry.

1993 WEDI Report Executive Sumrnary
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WEDI's 1993 financial analysis concludes that combining the estimated

implementation costs and the gross administrative savings potential, the

cumulative net savings over the next six years (to the vear 2000) is estimated to total

over $42 billion. Although the estimated net savings may not translate directly to

hard dollar savings tor the nation's health care system, EDI savings will allow health

care enterprises to reallocate resources from administrative activities to enhance

quality, patient care, and customer service.

To achieve this large cost savings, WEDI's eleven Technical Advisory Groups

developed the following major recommendations. These recommendations, along
with additional "key

'

supporting recommendations, are provided, in full, in the

"Report" section of this publication. They are summarized below according to the

Technical Advisory Group that developed the recommendation:

1 Require specific and defined instructions through implementation guides
to support uniform data content and coding structures (Standards

Iinplciiicniiitioii and Uniform Data Content).

2. Develop .i network architecture to support a broad array of applications,

communications, access methods, protocols, and line speeds (Network

Arclutciliiic and Accreditation).

3. Enact the model federal preemptive legislation drafted by WEDI to

preser\ f contidentiality and privacy rights of individually identifiable

health dire mformation (Confidentiality and Legal Issues).

4. Identit\- unique, standard identification numbers to promote industry

standardization and uniformity of health care data (Unique Identifiers for

the Health Cure Indiistn/).

5. Develop and promote a comprehensive education and publicity work plan

designed to provide standardized, economically affordable and

geographically accessible education opportunities for all EDI constituents

(Education and Publicity).

6. Develop an ASC X12 standard for data content and format for health

identification cards (Health Identification Cards).

7. Continue demonstration projects that are ecumenical, identifiable to the

public, demonstrate industry cooperation, leverage existing
infrastructures, add something new, measure results, and meet aggressive
time frames to demonstrate that technology is currently available to

implement WEDI recommendations (Short-Term Strategies).

Executive Summary 1993 WEDI Report
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8. Clearly delineate state and federal roles for EDI implementation

(State/Federal Role).

9. Provide ongoing analysis of the financial implications of EDI

implementation (Financial Implications).

10. Automate the Coordination of Benefits process (Coordination of Benefits).

11. Use electronic environments and standardized data to improve fraud

detection (Health Care Fraud Prevention and Detection).

These recommendations represent the conser«us of the Steering Committee

but do not necessarily represent the policy of any particular member organization

participating in the VVEDI process.

Significant progress has been made over the last year in the development of

ASC X12 standards, increased volume of business conducted electrorucally, and

new awareness and acceptance of WEDI's vision. However, much still remains to

be accomplished. WEDl is committed to the aggressive goals outlined in the 1993

WEDI Report and to working in partnership with the Administration on Health Care

Reform.

WEDl applauds recognition, by the Administration and a growing number of

members of Congress, of the critical role that EDI must play in the nation's health

care system. Many of their proposals build on WEDI's work and recommendations.

1993 WEDl Report Executive Summary
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1993 REPORT

Appendix 3

Confidentiality and

Legal Issues

Technical Advisory Group White Paper
October 1 993

Introduction
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Introduction

1 his White Paper responds to Recommendation Number 8 in the 2992 WEDl

Report to the Secretary of the Department of Health and Human Services (HHS).

The White Paper offers, for consideration by the Administration and Congress, a

proposed federal bill designed to facilitate achieving the goal of reducing total

administrative costs associated with health care claims processing and payment,

including appropriate utilization review, through the use of electronic data

interchange between providers and third party payors, while observing applicable

requirements regarding confidentiality of health care information.

This paf)er summarizes the proposed bill, noting the Confidentiality and Legal

Issues Technical Advisory Group's (TAG) intent, where appropriate, in order to

provide a "legislative history' that will facilitate its interpretation and foster a

common understanding of its provisions.

Recommendation and Charge from the

1992 WEDl Report

Rek.ecommenda tion Number 8 in the 1 992 WEDl Report urged Congress to enact

preemptive legislation governing confidentiality by the 4th Qtr 93 "to facilitate and

ensure the uniform, confidential treatment of identifiable information in electronic

environments."

The recommendation noted that WEDl would create a task force to coordinate

with other relevant groups, and to assist in the timely technical drafting of this

legislation, which should:

Establish uniform requirements for the preservation of confidentiality and

privacy rights in electronic health care claims processing and payment;

Address the collection, storage, handling and transmission of individually

identifiable health care data, including initial and subsequent disclosures,

in electronic transactions by all public and private payors, providers of

health care, and all other entities involved in the transactions;

Exempt state public health reporting laws;

Confidentiality and Legal Issues 1993 WEDl Report 3-3
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Delineate protocols for secure electronic storage and transmission of

health care data;

Specify fair information practices that ensure a proper balance between

required disclosures, use of data, and patient privacy;

Require publication of the existence of health care data banks;

Encourage use of alternate dispute resolution mechanisms, where

appropriate;

Establish that compliance with the Act's requirements would serve as a

defense to legal actions, based on charges of improper disclosure;

Impose penalties for violation of the Act, including civil damages,

equitable remedies, and attorney's fees, where appropriate; and

Provide enforcement by government officials and private, aggrieved

parties.

Summary of "Health Information Confidentiality and

Privacy Act of 1993"

r\s indicated in the preamble, the Act is designed to:

Preserve confidentiality and privacy rights in individually identifiable

health care information that is collected, stored, processed, or transmitted

in electronic form;

Preempt state laws that relate thereto, except public health reporting laws;

Establish a mechanism for promulgating regulations that delineate

protocols for securing such information when collected, stored, processed
or transmitted in electronic form, and that set forth fair information

practices;

Require publication of the existence of health care data banks;

Encourage the use of alternative dispute resolution mechanisms to resolve

certain disputes under the Act; and

Establish penalties for violating the Act.

3-4 1993 WEDI Report Confidentiality and Legal Issues
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To these ends, the Confidentiahty and Legal Issues TAG intends that the Act

be construed so as to broadly protect individually identifiable health care

information from improper and unauthorized disclosures in an electronic

environment, while facilitating the prompt and universal implementation of

electronic data interchange for legitimate and necessary health care transactions.

The Act is not intended to relate to the privacy and confidentiality of

identifiable health care provider information as it was considered beyond the scope

of the TAG'S charge.

Scope (Section 2)

In order to afford appropriate protection from unauthorized disclosures of

individually identifiable health care information, the Act's requirements are

intended to applv to nil entities, including public and private third party payors

and providers, that collect, store, process, or transmit such information in electronic

form. The Act protects individually identifiable health care information, as defined

in Section 3, but does not affect federal and state laws that require reporting of

identifiable information to public health authorities (i.e., laws that require reporting

of sexually transmitted diseases).

The TAG believes that applying the Act to non-electronic media may be

counter-productive to WEDI's goal to use EDI universally for key health care

transactions. The Act fulfills the TAG's charge and accomplishes WEDI's objective

by facilitating and ensuring the uniform, confidential treatment of identifiable

health care information in electronic environments. Because uniform requirements

for privacy protection in health care transactions are important to providers, payors,

vendors, and consumers, establishing a uniform regulatory environment for health

care information in a form that is not electronic could remove an important incentive

for migrating to EDI.

Definitions (Section 3)

The TAG has not designated the Secretary who will promulgate regulations

and administer the Act. Although the Secretary of the Department of Health and

Human Services mav be the logical choice, concerns were expressed over the fact

that HHS would be subject to the Act's requirements as an entity that collects, stores,

processes, and transmits health care information in electronic form, and that the

dual roles of the regulator and the regulated would appear to be a conflict of interest.

Accordingly, the TAG recommends that responsibility for implementing the Act be

Confidentiality and Ugal Issues 1993 WEDI Report
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assigned either to an existing or new administrative officer or agency not otherwise

responsible for administering or providing health care programs.

The Act defines disclosure" to include redisclosure,
"

and the TAG intends the

provisions regarding disclosure to be strictly construed as to afford maximum

protection to the individual.

The TAG intends that the remaining definitions be construed as to broadly

apply the Act's protections.

Preemption (Section 4)

The 1992 WEDI Report noted that "existing laws and regulations present a

barrier to promoting electronic data interchange (EDI) in the health care

marketplace,' and that "current state laws may not recognize the transfer of key
information in electronic form, or may prohibit the exchange of claim payment data

without the written consent of the patient." The Report recognized that the many
state and federal laws and regulations defining obligations regarding
confidentiality ot health care data require that payors and providers research each

state's law in order to ensure compliance with the variety of potentially conflicting

rules. WEDI found this not in the best interests of patients, providers, or payors
because it is burdensome and costly, and creates a system where confidentiality

rights vary widely from state-to-state.

In order to effectively, efficiently, and promptly achieve the objectives of

facilitating the use ot electronic data interchange in health care while affording

appropriate and universal privacy and confidentiality protections, theTAG intends

that federal law occupy the field and completely preempt the application of state

law to the collection, storage, processing, and transmission of individually

identifiable health care information in electronic form. Thus, the Act preempts state

"quill pen" laws (laws requiring that certain medical records be in writing) and other

state laws to the extent that they relate to matters regulated under the Act.

However, in order to ensure that there are no gaps in protection, the federal

preemption does not take effect until regulations implementing the Act are

effective.

3-6 1993 WEDI Rqxrt Confidentiality and Legal Issues
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Standards for Information Practices (Section 5)

The Act requires the Secretary to promulgate regulations that establish

appropriate levels of security, standards, and controls to ensure pnvacy and

confidentiality, while considering the nature of the information and the relative

risks of disclosure.

Accordingly, the security, standards and control levels established by the

Secretary should vary with the nature of the information, the degree of risk to the

individual, and the particular functions being performed by the entities involved.

The Act sets forth five principles to be incorporated in the regulations:

1. Guarantee the individual's right to know that identifiable health care

information is collected, stored, or processed, and for what purpose it is

used;

2. Assure that the information is collected, processed, stored, and transmitted

only as required for a legitimate purpose;

3. Require that persons collecting information notify individuals of their

rights under the Act;

4. Guarantee an individual's right of access to information from the person

collecting the information; and

5. Require persons collecting, processing, storing, or transmitting
identifiable information to implement the standards and controls

promulgated by the Secretary.

To ensure that individuals are efficiently informed of their rights under the Act

(while minimizing the amount of paper), the Act requires only that the entity

collecting identifiable health care information from the individual provide the

required statement, which must be in a form prescribed by the Secretary. The TAG
intends that the prescribed form and the information provided the individual be

easy to read and understandable, with codified values explained, and where

appropriate, bilingual.

Disclosure (Section 6)

Generally, the Act requires that disclosures of individually identifiable health

care information be authorized, and that persons collecting or storing the

»
.
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information maintain a record of all external disclosures. The TAG strongly
recommends that no exceptions be made for the record-keeping requirement for

those entities making external disclosures of individually identifiable health care

information. The TAG recognizes that added costs and burdens may be associated

with maintaining such a record. There vyas an overriding sentiment, however, in

favor of an individual's right to know, and the opportunity to make any necessary
corrections outweighed the added burden of maintaining a record of all external

disclosures.

Disclosures without authorization are permitted, however, in certain, specified

circumstances. For example, disclosures to agents and employees obligated to

maintain confidentiality are permitted to the extent necessary to enable the

disclosing person to carry out lawful activities, as are certain disclosures to

government authorities, disclosures to a successor in interest, disclosures for

qualified research projects, disclosures by family members (unless expressly limited

or prohibited), and disclosures pursuant to compulsory process or court order.

Publication (Section 7)

The Act requires that, pursuant to regulations, persons coUecring idenhfiable

health care information periodically publicize its existence and provide information

regarding procedures for obtaining and correcting the information.

The TAG intends that the requirement of publication apply only to persons

collecting the information from the individual, and not to those merely storing,

processing, or transmitting the information. Accordingly, the individual's initial

request to obtain or correct the information would normally be directed to the

collector, who would then be responsible for forwarding the request to those entities

that stored or processed the information, as shown on the record of disclosures that

are maintained as required by persons collecting or storing information under

Section 6.

In formulating the publication requirement, the TAG was mindful of the

potential cost and administrative burdens that might be placed on persons

collecting identifiable health care information (including employers, providers, and

third party payors), and to the possibility that it might give rise to an increased

number of requests for health records. Accordingly, the TAG intends that the

publication requirement be detailed in regulations and developed with significant

contributions from all interested and affected parties, as required by Section 10 of

the Act. It will also take into account the cost and other concerns, and not unduly
burden collectors of identifiable health care information. Such regulations could.
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for example, specify the language for the disclosure, and set forth acceptable meaiK

such as brochures, signs, statements in bills, and explanations of benefits.

Furthermore, Section 8 of the Act, which provides detailed procedures for

amending individually identifiable health care mformation, contains sufficient

safeguards, including the requirement that amendment requests be in uriting, to

deter abuse of the right to amend. In any case, theTAG believes that the publication

requirement is necessary and appropriate to provide individuals with sufficient

information to permit them to exercise their rights under the Act.

Amendment of Individually identifiable Health Care

Information (Section 8)

This Section specifies the procedures for requesting amendment of

individually identifiable health care information, and outlines the requirements

necessary for responding to and handling requests for persons collecting, storing

or processing such information . If the amendment is not made within 30 business

days from receipt of the request, the person possessing the information must so

notify the individual, indicating the reasons for refusal and the right to file a

statement of correction, which must be included in any subsequent disclosure. If

the amendment is made, notices must be sent to specified persons who had

provided or received the information that has been amended.

The detailed procedures are intended to provide an orderly method for

assuring the accuracy of identifiable health care information. The TAG believes that

the Act establishes an appropriate balance between the rights of individuals and

the obligations of entities possessing the information.

Alternative Dispute Resolution (Section 9)

Responding to WEDI's July 1992 recommendation that alternative dispute

resolution mechanisms be encouraged, the Act requires the Secretary to promulgate

regulations promoting, but not necessarily requiring, resolution of disputes arising

under the Act through such mechanisms.

Confidentiality and Legal Issues 1 993 WED/ Report 3-9
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Promulgation of Regulations (Section 10)

The Act requires the Secretary to follow the procedures specified in the

Negotiated Rulemaking Act of 1990 in promulgating regulations. That Act is

permissive, however, m that it allows an administrative agency to estabUsh a

negotiated rulemaking committee to develop a proposed regulation if the agency
head determines that use of the procedure is in the public interest. If the decision

to establish a rulemaking committee is made, notice must be published in the

Federal Register indicating the intention to establish the committee; the description

of the subject and scope of the rule to be developed; a list of interests likely to be

significantly affected; a list of persons to represent these interests and the agency
on the committee; a proposed agenda and schedule; a solicitation for comments on

the proposal to establish the committee and its proposed membership; and an

explanation of how to apply for or nominate a person for committee membership.

The agency must consider the comments. If a committee is formed, it must

attempt to reach a consensus on a proposed rule. No further responsibilities are

assigned to the committee, and the agency is not required to adopt the committee's

recommendations.

The proposed Act provides, however, that if a negotiated rulemaking

committee is not named, the Secretary shall nevertheless appoint and consult with

an advisory group of between seven and twelve individuals representing specified

areas, including providers, payors, administrators, and consumers of health care.

The TAG believes that the complex and rapid technological advancements

characteristic of electronic data interchange, in addition to the serious issues

surrounding the need to protect the privacy and confidentiality of individually

identifiable health care information (in electronic form, in particular), dictates the

need for reliance on such an advisory group in developing regulations for

implementing the Act.

Civil Remedies (Section 11)

The Act affords aggrieved individuals a private right of action for civil relief,

and grants exclusive jurisdiction to United States District Courts. In addition to

injunctive relief, the individual may recover actual damages, attorneys' fees and

other costs, and, if the violation resulted from willful or grossly negligent conduct,

up to $10,000 exclusive of actual loss.
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Civil IVIoney Penalties (Section 12)

The Act also subjects persons who knowingly disclose information in violation

of the Act to civil monetarv penalties as specified for single and multiple violations,

and to a money penalty of up to $100,000 if the Secretary finds that the violations

constitute a general busmess practice.

The TAG believes that penalties for violations must be sufficient in order to

foster compliance, yet not so high as to inhibit their imposition. The penalties

suggested should achieve the necessary balance.

Immunity (Section 13)

The Act specifies that if an allegedly improper disclosure was made in

accordance with the requirements of the Act and regulations, it constitutes an

affirmative defense.

The TAG intends that persons able to show compliance with the security and

other requirements specified in the Act and regulations have an affirmative defense

to actions charging improper disclosure.

Criminal Penalties for Obtaining individually Identifiable

Health Care Information Through False Pretenses or Theft

(Section 14)

The Act establishes criminal penalties (fines of up to $50,000, or up to six months

imprisonment, or both, for each offense) for persons requesting or obtaining

individually identifiable health care information under false or fraudulent

pretenses. In addition, persons who request or obtain such information under false

or fraudulent pretenses, or who unlawfully take such information and who

intentionally use, sell or transfer it for profit, may be fined up to $100,000 or

imprisoned for up to two years, or both, for each offense.

The TAG believes that meaningful criminal penalties are necessary to

discourage persons from stealing or fraudulently requesting or obtaining

information protected by the Act.
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Severability (Section 15)

This Section provides that if any portion of the Act is held invalid, it shall not

affect any other provisions that can be given effect without the invalid provision.

Effective Date (Section 16)

With the exception of Section 4, which delays the preemption of state laws until

regulations implementing the Act are effective, the Act shall become effective upon
enactment.

Antitrust Review

J\s part of its charge, counsel reviewed the white papers prepared by each of

the Technical Advisory Groups to monitor compliance with applicable antitrust

principles. In addition, counsel addressed Technical Advisory Group members

regarding antitrust compliance issues at their February 22, 1993 meeting, and copies

of the Antitrust Compliance Guide for the WEDl project were distributed to the

Chairs of each Technical Advisory Group in March 1993 for review with members.

3-12 3993 WED/ Report Confidentiality and Legal Issues



277

Technical Advisory Group

Co-Chairs

Marjorie Carev, Esq.
American Hospital Association

Joel E. Gimpel, Esq.
Blue Cross and Blue Shield Association

Members

Bente E. Coonev
National Committee to Preserve

Social Security and Medicare

Russ Fairbanks, Esq.
Electronic D.ita Svstems

Jerry Kurtvka

Bank One

Hilary Lewis, Esq.
American Medical Association

Jim On-

Blue Cross ot California

Hank Palacios

Bureau of Census

Tim Ryan, Esq.
The Travelers Insurance Company

Michelle Thorne, Esq.
American Dental Association
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Addenda

Addendum 1 : Text of Proposed "Health Information

Confidentiality and Privacy Act of 1993"

MODEL FEDERAL LEGISLATION

CONFIDENTIALITY OF ELECTRONIC HEALTH CARE INFORMATION

A BILL

To provide for the preservation of confidentiality and privacy rights in the

collection, storage, processing and transmission of individually identifiable health

care information ( mcluding initial and subsequent disclosure) in electronic form; to

preempt state laws relating thereto, except public health reporting laws; to establish

a regulatorv mechanism for delineating protocols for secunng electronic collection,

storage, processing, and transmission of such health care information, and for fair

information practices: to require publication of the existence of health care data

banks; to encourage the use of alternative dispute resolution mechanisms, where

appropriate, for resolving disputes arising under this Act; and to establish penalties

for violation.

Be it enacted bv the Senate and House of Representatives of the United States

of America in Congress assembled.

SECTION 1 - SHORT TPFLE

This Act may be cited as the "Health Information Confidentiality and Privacy

Act of 1993.

SECTION 2 - SCOPE

A. Applicability. This Act shall apply to the collection, storage, processing,

and transmission of individually identifiable health care information

(including initial and subsequent disclosures) in electroruc form by all

persons, including but not limited to public and private third-party payors

and providers of health care.

Confutentmlity and Ugal Issues 1993 WEDl Report
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B. Protection. The protections of this Act shall extend to individuals who are

the subject of individually identifiable health care information that is

collected, stored, processed or transmitted in electronic form.

C. Exemptions. This Act shall not apply to federal or state laws or regulations

that require reporting of individually identifiable health care information

to public health authorities.

SECTION 3 - DEFINITIONS

For purposes of this Act:

A. "Disclosure includes the initial release and any subsequent redisclosures

of individually identifiable health care information.

B. "Electronic form' means all mechanical, non-paper formats, including

fiberoptic transmission and laser disc storage.

C. "External Disclosure(s)
'

means:

(1) All disclosures of individually identifiable health care information to

person(s) who are not employed or credentialed by, or who do not

have an independent contractor relationship with a payor or provider;
and

(2) Which are made on b)ehalf of the individual and are directly related

to either the adjudication of a claim, coordination of benefits, or to the

medical treatment of an individual.

D. "Health care" means:

(1) Any preventive, diagnostic, therapteutic, rehabilitative, maintenance,

or palliative care, counseling, service or procedure provided by a

provider:

(a) with respect to an individual's physical or mental condition; or

(b) affecting the structure or function of the human body or any part

thereof, including, but not limited to, banking of blood, sperm,

organs, or any other tissue; and

(2) The prescription, sale or dispensing of any drug, substance, device,

equipment, or other item to an individual or for an individual's use

for health care.

3-16 1 993 WEDl Report Confidentutltty and Legal Issues



280

E. "Individual" means a natural person who is the subject of individually

identifiable health care information, and includes the individual's legal

representative.

F. "Individually identifiable health care information
'

means any data or

information that identifies or can reasonably be associated with the

identity of an individual, either directly or by reference to other publicly

available information, and:

(1) Relates to the individual's health history, health status, health

benefits, or application therefor; or

(2) Is obtained in the course of an individual's health care from a provider,

from the individual, from a member of the individual's family, or from

a person with whom the individual has a close personal relationship.

G. "Person" means a government, governmental subdivision, agency or

authority, natural person, corporation, estate, trust, partnership,

association, joint venture, and any other legal entity.

H. "Provider" means a person that is duly authorized, or that represents itself

as being duly authorized to provide health care.

I. "Secretary" means . . .

SECTION 4 - PREEMPTION

Unless otherwise provided in Section 2 C, upon the effective date of regulations

implementing this Act, no effect shall be given to any provision of state law that

requires individually identifiable health care information to be maintained

exclusively in written rather than electronic form or to any provision of state law to

the extent it relates to the matters covered in this Act, including the preservation of

confidentiality and privacy rights in the collection, storage, processing, and

transmission of individually identifiable health care information (including initial

and subsequent disclosures) in electronic form by all involved in such transactions.

SECTION 5 • STANDARDS FOR INFORMATION PRACTICES

A. The Secretary shall, by regulation, establish appropriate levels of security,

standards, and controls including but not limited to passwords, access

codes, restrictiorw on access, limitations on networking and electronic data

sharing, and protocols and procedures for preventing computer sabotage,

for collecting, storing, processing and transmitting individually

identifiable health care information in electronic form so as to er«ure the
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privacy and confidentiality of such information, taking into consideration

the nature of the information and relative risks of disclosure.

The regulations promulgated pursuant to Section 5 A shall incorporate the

following principles:

(1) The mdividual shall have the right to know that individually
identifiable health care information concerning the individual is

collected, stored, processed or transmitted by any person, and to

know for what purpose such information is used.

(2) Individually identifiable health care information shall be collected,

processed, stored and transmitted only to the extent necessary to carry
out a legitimate purpose for which the individual has granted consent.

(3) Each person collecting individually identifiable health care

information from an individual shall notify the individual of his or

her right to receive a statement, in the style and form prescribed by
the Secretary, summarizing the individual's rights pursuant to this

Act.

(4) The individual shall have a right of access to individually identifiable

health care information concerning the individual from the person

collecting such information, the right to have a copy of such

information after payment of a reasonable charge, and the right to

have a notation made with or in such information of any amendment
or correction requested by the individual.

(5) Persons collecting, processing, storing or transmitting individually
identifiable health care information shall implement or cause to be

implemented as the case may be, the appropriate security standards

and conttols promulgated by the Secretary to assure the accuracy,

reliability, relevance, completeness, timeliness and security of such

information.

SECTION 6 - DISCLOSURE

A. Disclosure. Except as authorized in Section 6 D, no person other than an

individual shall disclose individually identifiable health care information

to any other person without the individual's valid authorization as

provided in Section 6 C. No person shall disclose such information except
in accordance with the terms of such authorization, unless otherwise

authorized under Section 6 D.
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B. Record of Disclosures. Each person collecting or storing individually

identifiable health care information shall maintain a record of all external

disclosures made on behalf of a provider, payor or individual, of such

information.

C. Individual Authorization: Requirements for Validity.

(1) To be valid, an authorization to disclose individually identifiable

health care information must -

(a) Identify the individual;

(b) Describe the health care information to be disclosed;

(c) Identify the person to whom the mformation is to be disclosed;

(d) Describe the purpose of the disclosure;

(e) Indicate the length of time for which the individual's

authorization will remain valid;

(f) Be either,

(i) In writing, dated and signed by the individual; or

(ii) In electronic form, dated and authenticated by the individual

using a unique identifier; and

(g) Not have been revoked under Section 6 C (2).

(2) Revocation of Individual's Authorization. An individual may revoke

the individual's authorization at any time, unless disclosure is

required to effectuate payment for health care that has been provided
to the individual, or other action has been taken in reliance on the

individual's authorization. An individual may not maintain an action

against a person for disclosure of individually identifiable health care

information made in good faith reliance on the individual's

authorization, provided the disclosing person had no notice of the

revocation of the individual's authorization at the time disclosure was

made.

(3) Record of Individual's Authorizations and Revocations. Each person

collecting or storing individually identifiable health care information

shall maintain a record of each individual's authorization and

revocation thereof, and such record shall become part of the
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individually identifiable health care information concerning such

individual.

(4) No Waiver. Except as provided by this Act, an authorization to

disclose individually identifiable health care information by an

individual is not a waiver of any rights an individual has under other

federal or state statutes, the rules of evidence, or common law.

D. Disclosure Without An Individual's Authorization. A person may
disclose individually identifiable health care information without the

individual's authorization required in Section C if:

(1) The disclosure is by a family member or by any other person with

whom the individual has a close personal relationship, unless such

disclosure is expressly limited or prohibited by the individual;

(2) The disclosure is only to the extent necessary for the disclosing person

to carry out its lawful activities and is to the disclosing person's agent,

employee, or independent contractor who is under an obligation to

hold the individually identifiable health care information in

confidence and not to use such information for any purpose other than

the lawful purpose for which the information was obtained by the

disclosing person;

(3) The disclosure is to a provider who is providing health care to the

individual except as such disclosure is limited or prohibited by the

individual;

(4) The disclosing person reasonably believes that disclosure is necessary

to avoid or minimize imminent danger to the health or safety of any

individual, but only to the extent necessary to avoid or minimize such

danger or emergency;

(5) The disclosure is to a member of the individual's immediate family,

or to any other individual with whom the patient is known to have a

close personal relationship, if such disclosure is made in accordance

with good medical or other professional practice, unless such

disclosure is expressly limited or prohibited by the individual;

(6) The disclosure is to a successor in interest to the person maintaining

the individually identifiable health care information, provided,

however, that no person other than a provider or the estate of a

deceased provider shall be considered a successor in interest to a

provider;
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(7) The disclosure is to federal, state, or local government authorities, to

the extent the person holding the individually identifiable health care

information is required by law to report specific individually

identifiable health care information:

(a) when needed to determine comphance with state or federal

licensure, certification, or registration rules or laws; or

(b) when needed to protect the public health;

(8) The disclosure is to a person solely for purposes of conducting an

audit, if that person agrees in writing:

(a) to remove or destroy, at the earliest opportunity consistent with

the purpose of the audit, information that would enable

identification of the individual;

(b) not to disclose in any report any individually identifiable health

care information; and

(c) not to further disclose the information, except to accomplish the

audit or to report unlawful or improper conduct involving health

care fraud by a provider or the individual or other unlawful

conduct by a provider;

(9) The disclosure is for use in a research project that:

(a) is of sufficient importance to outweigh any potential harm to the

individual that would result from the disclosure;

(b) is reasonably impracticable without the use of the individually

identifiable health care ii\formation;

(c) contains reasonable safeguards to protect the information from

redisclosure;

(d) contains reasonable safeguards to protect against identifying,

directly or indirectly, any individual in any report of the research

project;

(e) contains procedures to remove or destroy at the earliest

opportunity, consistent with the purposes of the project,

information that would enable identification of the individual,

unless retention of identifying information is required for

purposes of another research project that also satisfies the

requirements of this Section; and
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(0 the person agrees in writing:

(i) to remove or destroy, at the earliest opportunity consistent

with the purpose of the research information that would

enable identification of the mdividual;

(ii) to not disclose individually identifiable health care

information, except as necessary to conduct the research

project;

(10) The disclosure is in accordance with a discovery request:

(a) Before service of a discovery request on a person maintaining

individually identifiable health care information, an attorney

shall provide advance notice to the person and to the individual

involved or the individual's representative or attorney through

service of process or first class mail, indicating what information

IS sought, and the date by which a protective order must be

obtained to prevent the person from complying. Such date shall

j;ive the individual and the person adequate time to seek a

protective order, but in no event be less than fourteen days after

the date of service of such noHce;

(b) Without the individual's authorization, a person may not disclose

the information sought under paragraph (a) if the requestor has

not complied with the requirements of paragraph (a). In the

absence of a protective order issued by a court of comfjetent

jurisdiction forbidding compliance, the person shall disclose the

information in accordance with this section. In the case of

compliance, the request for discovery or compulsory process

shall be maintained by the holder thereof with the individual's

health care information;

(c) Production of individually identifiable health care information

under this section, in and of itself, does not constitute a waiver of

any privilege, objection, or defense existing under other law or

rule of evidence or procedure;

(11) The disclosure is to federal, state or local law enforcement authorities

to the extent required or permitted by law;

(12) The disclosure is directed by a court in connection with a

court-ordered examination of an individual; or
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(13) The disclosure is based on reasonable grounds to believe that the

information is needed to assist in the identification of a deceased

individual.

E. Obligations of Legal Representatives.

(1 ) A person authorized to act as an individual's legal representative may
exercise the rights of the individual under this Act to the extent

necessary to effectuate the terms or purposes of the grant of authority;
but an individual who is a minor and who is authorized to consent to

health care without the consent of a parent or legal guardian under

State law may exclusively exercise the rights of an individual under

this Act as to information pertaining to health care to which the minor

lawfully consented.

(2) An individual's legal representative shall act in good faith to represent
the best interests of the individual with respect to individually

identifiable health care information.

SECTION 7 - PUBLICATION

Persons collecting individually identifiable health care information shall,

pursuant to regulations, periodically pubUcize the existence of the information jmd

provide information regarding procedures for obtaining and correcting the

information.

SECTION 8 - AMENDMENT OF INDIVIDUALLY IDENTIFIABLE HEALTH
CARE INFORMATION

A. Within thirty (30) business days from the date of receipt of a written

request from an individual to amend any individually identifiable health

care information about the individual within its possession, a person

collecting, storing or processing such information shall either:

(1) Amend the portion of the recorded individually identifiable health

care information identified by the individual, or

(2) Notify the individual of:

(a) Its refusal to make such, amendment;

(b) The reasons for the refusal, and
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(c) The individual's right to file a statement as provided in

Subsection 8C.

B. If the person amends information in accordance with Subsection 8 A

above, the person shall provide the amendment to:

(1) The individual;

(2) Any person specifically designated by the individual who may have,

withm the preceding two (2) years, received such information;

(3) Other persons who have systematically been provided such

information within the preceding seven (7) years; provided, however,

that the amendment or fact of deletion need not be furnished if the

other person no longer maintains such information about the

individual; and

(4) Any person that provided the information that has been amended.

C. Whenever an individual disagrees with a person's refusal to amend

individually identifiable health care information, the individual shall be

permitted to file with such person:

(1) A concise statement setting forth what the individual believes to be

correct, relevant or fair information; and

(2) A concise statement of the reasons why the individual disagrees with

the refusal to amend such information.

D. If an individual files either statement as described in Subsection C above,

the person shall;

(1) Include the statement vidth the disputed individually identifiable

health care information and provide a means by which anyone

reviewing such information will be made aware of the individual's

statement and have access to it;

(2) With any subsequent disclosure of the iiiformation that is the subject

of disagreement, clearly identify the matter or matters in dispute and

provide the individual's statement along with the information being

disclosed; and

(3) Provide the statement to the persons and in the manner specified in

Subsection 8 B above.
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E. The rights granted in this section shall not apply to individually
identifiable health care information that relates to and is collected in

connection with or in reasonable anticipation of a claim or civil or criminal

proceeding involving the individual.

SECTION 9 - ALTERNATIVE DISPUTE RESOLUTION

The Secretary shall promulgate regulations that will promote the resolution of

disputes arising under this Act through alternative dispute resolution mechanisms.

SECTION 10 • PROMULGATION OF REGULATIONS

A. In promulgating regulations under this Act, the Secretary shall follow the

procedures authorized under the "Negotiated Rulemaking Act of 1990,
"

5

U.S.C.§§ 581-590.

B. If the Secretary determines that a negotiated rulemaking committee shall

not be establbhed as permitted by 5 U.S.C. § 583, the Secretary shall

appoint and consult with an advisory group of knowledgeable
individuals. The advisory group shall consist of at least seven (7) but no
more than twelve (12) individuals from the follovkring areas: (1) health care

financing and reimbursement; (2) health care delivery, including

representatives of health care professionals and health care entities; (3)

third party payors/administrators, network administrators; and (4) health

care consumers.

C. The advisory group shall review all proposed rules and regulations and
subnut recommendations to the Secretary. The advisory group shall also

assist the Secretary: (1) in establishing the standards for compliance with

rules and regiilations; and (2) in developing an annual report to the

Congress on the status of the requirements set forth in this Act, their cost

impact, and any recommendations for modifications in order to ensure

efficient and confidential electronic data interchange of individually
identifiable health care information.

SECTION 11 • CIVIL REMEDIES

A. An individual aggrieved by a violation of this Act may maintain an action

for relief as provided in this section.

B. The district courts of the United States shall have exclusive jurisdiction in

any action brought under the provisions of this section.
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C. The court may order a person maintaining individually identifiable health

care information to comply with this Act and may order any other

appropriate relief.

D. If the court determines that there has been a violation of this Act, the

aggrieved individual shall be entitled to recover damages for any losses

sustained as a result of the violation; and, in addition, if the violation

results from vk^illful or grossly negligent conduct, the aggrieved individual

may recover not in excess of $10,000, exclusive of any loss.

E. If an aggrieved individual prevails in an action brought under this section,

the court, in addition to any other relief granted under this section, may
award reasonable attorneys' fees and all other expenses incurred by the

aggrieved individual in the litigation.

F. Any action under this Act must be brought within two years from the date

on which the alleged violation is discovered.

SECTION 12 - CIVIL MONEY PENALTIES

Any person that knowingly discloses health care information in violation of

this Act shall be subject, in addition to any other f>enalties that may be prescribed

by law ~

A. to a civil money penalty of not more than $10,000 for each violation, but

not to exceed $50,000 in the aggregate for multiple violations; and, in

addition -

»

B. to a civil money penalty of not more than $100,000 if the Secretary finds

that violations of this Act have occurred with such frequency as to

constitute a general business practice.

SECTION 13 -IMMUNITY

It shall be an affirmative defense in actions brought for improper disclosure of

individually identifiable health care information that such disclosure was in

accordance with the requirements of this Act and regulations promulgated

pursuant to this Act.
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SECTION 14 - CRIMINAL PENALTIES FOR OBTAINING INDIVIDUALLY
IDENTIFIABLE HEALTH CARE INFORMATION THROUGH FALSE
PRETENSES OR THEFT

A. Any person who, under false or fraudulent pretenses, requests or obtains

individually identifiable health care information shall be fined not more
than $50,000 or imprisoned not more than six months, or both, for each

offense.

B. Any person who unlawfully takes, or under false or fraudulent pretenses,

requests or obtairw individually identifiable health care information and
who intentionally uses, sells or transfers such information for

remuneration, for profit or for monetary gain shall be fined not more than

$100,000, or imprisoned for not more than two years, or both, for each

offense.

SECTION 15 - SEVERABILITY

If any provision of this Act or its application to any person or circumstance is

held invalid, it shall not affect other provisions or applications of this Act that can
be given effect without the invalid provision or application, and to this end the

provisions of this Act are severable.

SECTION 16 - EFFECTIVE DATE

Except as provided in Section 4, this Act shall become effective upon enactment.
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Mr. CoNDiT. Ms. Frawley.

STATEMENT OF KATHLEEN FRAWLEY, DIRECTOR, WASfflNG-
TON OFFICE, AMERICAN HEALTH INFORMATION MANAGE-
MENT ASSOCIATION

Ms. Frawley. Thank you. Mr. Chairman and members of the

subcommittee, my name is Kathleen A. Frawley, and I am director

of the Washington, DC office for the American Health Information

Management Association. AHIMA appreciates this opportunity to

appear before the subcommittee to present its views on the Fair

Health Information Practices Act of 1994.

The American Health Information Management Association rep-
resents 35,000 credentialed professionals responsible for managing
the health care information that is an increasingly important com-

ponent of our Nation's health care delivery system. AHIMA and its

members support the need for Federal preemptive legislation that

will establish uniform rules regarding the use and disclosure of

identifiable health information.
In 1993, in order to address the need for Federal legislation,

AHIMA drafted model language which has been shared with this

subcommittee. We are pleased to see this bill incorporates many of

the provisions of AHIMA's model language.
Mr. Chairman, AHIMA was deeply honored to be recognized by

you in your remarks introducing H.R. 4077. During the past sev-

eral months, there has been an emerging consensus regarding the
need for Federal legislation.
The development of the national information infrastructure is a

key component of health care reform. Efforts to reform this coun-

try's health care delivery system will rely heavilv on administrative

simplification and computerization of health information to control

costs, improve quality of care, and increase efficiency. The increas-

ing demand for data highlights the need for Federal preemptive
legislation to protect the confidentiality of health information.

AHIMA believes that we cannot afford to wait to enact legisla-
tion. The Congress must act now and provide protections for health
information. It is critical that any comprehensive health care re-

form proposal that passes the Congress contain specific provisions

regarding privacy and confidentiality. It is noted that H.R. 4077 is

expected to be offered as an amendment to the Health Security Act
when the bill is marked up by the Committee on Government Op-
erations. AHIMA strongly supports this initiative and is willing to

assist if this course is taken.
AHIMA is pleased that H.R. 4077 contains many of the provi-

sions based on a code of fair information practices that was con-

tained in the AHIMA model language. We strongly support the con-

cept that individuals have the right to know who maintains health
information and for what purpose the information is used.

Section 111, inspection of protected health information, and sec-

tion 112, amendment of protected health information, will provide
all individuals the right to access their personal health informa-
tion. Currently, this right does not exist in all 50 States.

AHIMA strongly supports the need for mechanisms that will

allow individuals to enforce their rights. We are pleased to note
that subtitle E addresses civil remedies, criminal penalties and al-
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temative dispute resolution. It should be noted, however, that the
bill as currently drafted provides confidentiality obligations only
with respect to protected health information.

It is our understanding that health information collected outside
the treatment or payment process would not be covered. It is criti-

cal that the definition of protected health information be expanded
to include all information related to an individual's health treat-

ment.
While we agree that the concept of ownership of information is

outdated, we are concerned that the bill's current approach to im-

posing rights and responsibilities based on certain classes of health
information trustees does not reflect the reality of how patient
records will increasingly be and are being created.
We would recommend that the bill be framed to protect all indi-

vidually identifiable health information, regardless of the holder,
rather than imposing obligations only on certain types of trustees.
We are unable to ascertain the effect of the preemption provi-

sions in section 304. To the extent that States can impose more
stringent requirements with respect to individually identifiable
health information, any hope of administrative efficiency on a na-
tional scale will evaporate. We look forward to working with you
on this issue.

There are some other issues that we believe must be addressed
in this bill. In order to facilitate the development of computer-
based patient records. State "quill pen" laws must be preempted.
The Institute of Medicine report, 'The Computer-Based Patient
Record: An Essential Technology for Health Care," recommended
the adoption of the computerized patient record by the year 2000,
and the formation of a nationwide health information network.
However, as that report noted, there are States which require

that medical records be written and signed. In order to facilitate

the development of a national health information infrastructure, it

is imperative that health information can be created, authenticated
and retained in electronic form. We would recommend that the pre-
emption section address this issue.

It is important to note that currently there are no Federal laws

outlining timeframes for the retention of health information. Many
States do have specific requirements. However, there is an absence
of uniformity.
As the health care industry moves from paper to computer-based

patient records, retention guidelines must be reexamined to sup-
port the development of longitudinal medical records on a national
level.

Finally, there are vendors who provide data entry services for
claims processing or transcription of medical reports who are cur-

rently using offshore personnel. It is important that these activities

be reviewed to ensure they comply with section 152.
AHIMA commends you, Mr. Chairman, for introducing this very

important piece of legislation. We would like to acknowledge the
excellent work of your subcommittee staff, particularly Robert
Gellman, chief counsel.
We look forward to working closely with the subcommittee in its

ongoing efforts with this bill. Thank you.
[The prepared statement of Ms. Frawley follows:]
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Mr. Chairman and Members of the Subcommittee:

My name is Kathleen A. Frawley, and I am Director of the

Washington, D. C. Office for the American Health Information

Management Association (AHIMA) . AHIMA appreciates this

opportunity to appear before the Subcommittee to present its

views on the Fair Health Information Practices Act of 1994 (H. R.

4077).

The American Health Information Management Association

(AHIMA) represents 35,000 credentialed professionals responsible

for managing the health care information that is an increasingly

important component of our nation's health care delivery system.

AHIMA and its members support the need for federal pre-emptive

legislation that will establish uniform rules regarding the use

and disclosure of individually identifiable health information.

In 1993, in order to address the need for federal

legislation, AHIMA drafted model language which has been shared

with this Subcommittee. We are pleased to see that this bill

incorporates many of the provisions of AHIMA 's model language,

Mr. Chairman, AHIMA was deeply honored to be recognized by you in

your remarks introducing H. R. 4077.
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NEED FOR FEDERAL LEGISLATION

During the past several months, there has been an emerging

consensus regarding the need for federal legislation. The Office

of Technology Assessment (OTA) report, Protecting Privacy in

Computerized Medical Information, which was released at a hearing

held by this Subcommittee last November, found that current laws,

in general, do not provide consistent, comprehensive protection

of health information confidentiality. Focusing on the impact of

computer technology, the report concluded that computerization

reduces some concerns about privacy of health information while

increasing others. The report highlights the need for enactment

of a comprehensive federal privacy law.

The public's concern about the confidentiality of health

information was reflected in a poll conducted by Louis Harris and

Associates for Equifax, Inc. The results of the Health

Information Privacy Survey 1993 were released at a conference

sponsored by AHIMA and Equifax in conjunction with the U. S.

Office of Consumer Affairs on October 26, 1993. At this

conference. Senator Patrick Leahy (D-VT) and Representative Pete

Stark (D-CA) and several other panelists identified the need to

address privacy of health information in any healthcare reform

plan.

The survey found that a large majority of Americans (89%)

believe reforming health care is one of the top domestic issues
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facing the nation today. Fifty-six percent (56%) indicated

strong support for comprehensive federal legislation to protect

the privacy of medical records as part of healthcare reform.

There was high agreement on what should be included in

national privacy legislation. Ninety-six percent (96%) believe

federal legislation should designate all personal medical

information as sensitive and impose severe penalties for

unauthorized disclosure. Ninety-five percent (95%) favor

legislation that addresses individuals' rights to access their

medical records and creates procedures for updating or correcting

those records.

The recently released Institute of Medicine report, Health

Data in the Information Age: Use. Disclosure and Privacy ,

recommends that federal preemptive legislation be enacted to

establish uniform requirements for the preservation of

confidentiality and protection of privacy rights for health data

about individuals.

HEALTH CARE REFORM AND THE NATIONAL INFORMATION INFRASTRUCTURE

The development of the national information infrastructure

is a key component of healthcare reform. Efforts to reform this

country's health care delivery system will rely heavily on

administrative simplification and computerization of health

information to control costs, improve quality of care and

increase efficiency. The increasing demand for data highlights
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the need for federal pre-emptive legislation to protect the

confidentiality of health information.

In the Administration's Health Security Act (Title V,

Subtitle B, Part 2) , privacy of health information is addressed,

within two years of the enactment of this Act, the National

Health Board would be responsible for the development of privacy

and security standards to address unauthorized disclosure, and

provide individuals with the right to access their personal

health information. The Act requires that, within three years of

enactment, the Board shall submit to the President and Congress a

comprehensive legislative proposal, based on a Code of Fair

Information Practices, to protect the privacy of individually

identifiable health information.

AHIMA believes that we cannot afford to wait to enact

legislation. The Congress must act now and provide protections

for health information. It is critical that any comprehensive

healthcare reform proposal that passes the Congress contain

specific provisions regarding privacy and confidentiality. It is

noted that H. R. 4077 is expected to be offered as an amendment

to the Health Security Act (H. R. 3600) when the bill is marked

up by the Committee on Government Operations. AHIMA strongly

supports this initiative and is willing to assist if this course

is taken.
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AHIMA'S POSITION

AHIMA is pleased that H. R. 4077 contains many of the

provisions based on a code of fair information practices that

were contained in the AHIMA model language. We strongly support

the concept that individuals have the right to know who maintains

health information and for what purpose the information is used.

Section 111, Inspection of Protected Health Information, and

Section 112, Amendment of Protected Health Information will

provide all individuals with the right to access their personal

health information. Currently, this right does not exist in all

fifty states.

Health information concerning an individual must be

collected only to the extent necessary to carry out the

legitimate purpose for which the information is collected. There

must be limitations on the use and disclosure of individually

identifiable health information. The bill does address these

issues in Part 2, Use and Disclosure of Protected Health

Information. Health information is used for a variety of

legitimate purposes, including patient care, guality review,

education, research, public health, and legal and financial

interests. Regardless of the use or users, individuals must be

assured that the information they share with healthcare

professionals will remain confidential.
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AHIMA Strongly supports the need for mechanisms that will

allow individuals to enforce their rights. We are pleased to

note that Subtitle E addresses civil remedies, criminal penalties

and alternative dispute resolution.

It should be noted, however, that the bill as currently

drafted imposes confidentiality obligations only with respect to

"protected health information" . It is our understanding that

health information collected outside the treatment or payment

process would not be covered. It is critical that the definition

of protected health information be expanded.

While we agree that the concept of ownership of information

is outdated, we are concerned that the bill's current approach to

imposing rights and responsibilities based on certain classes of

health information trustees does not reflect the reality of how

patient records will increasingly be and are being created. We

would recommend that the bill be framed to protect all

individually identifiable health information, regardless of the

holder, rather than imposing obligations only on certain types of

holders.

We are unable to ascertain the effect of the preemption

provisions in Section 304. As the OTA report noted, our present

system of protecting health information is based on a patchwork

guilt of laws. To the extent that states can impose more

stringent requirements with respect to individually identifiable
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health information, any hope of administrative efficiency on a

national scale will evaporate. We look forward to working with

you on this issue.

There are some other issues that we believe must be

addressed in this bill. In order to facilitate the development

of computer-based patient records, state quill pen laws must be

preempted. The lOM report. The Computer-Based Patient Record: An

Essential Technology for Health Care , recommended the adoption of

computer-based patient records by the year 2000 and the formation

of a nationwide health information network. However, as that

report noted, there are states which require that medical records

be written and signed. In order to facilitate the development of

a national health information infrastructure, it is imperative

that health information can be created, authenticated and

retained in electronic fonn. We would recommend that the

preemption section address this issue.

It is important to note that, currently, there are no

federal laws outlining time frames for the retention of health

information. Many states do have specific requirements.

However, there is an absence of uniformity. As the healthcare

industry moves from paper to computer-based patient records,

retention guidelines must be re-examined to support the

development of longitudinal records on a national level.

Finally, there are vendors who provide data entry services

for claims processing or transcription of medical reports who are
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using offshore personnel. It is important that these activities

be reviewed to ensure if they comply with Section 152 .

CONCLUSION

AHIMA commends you, Mr. /(fhairman, for introducing this very

important piece of legisla^^ion. We would like to acknowledge

the excellent work of your Subcommittee staff, particularly

Robert Gellman, Chief Counsel. We look forward to working

closely with the Subcommittee in its ongoing efforts with this

bill.

Thank you.

\
\
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Mr. CoNDiT. Thank you, Ms. Frawley.
Thank all of you for your participation this morning.
We have a few questions we'd like to ask.
I recognize that the bill, 4077, is not a perfect bill, and I'm com-

mitted to work with all of you to fix whatever problems we have.
Do any of you see any reason why we should not be able to reach

an agreement on the fair information practices and pass this bill?

Dr. Lewers. No, sir.

Mr. CONDIT. I guess the silence of everyone, you agree with that,
that there should be no reason why we can't solve our problems?
Ms. Frawley. Absolutely not, Mr. Chairman. I think that cer-

tainly the hearings that you held last November and certainly the

hearings that have started, the number of reports that recently
have come out from the Office of Technology Assessment and the
recent Institute of Medicine report, clearly along with the Equifax-
Harris survey, show there is tremendous support for Federal legis-
lation.

I think all of us here agree that H.R. 4077 is a great first step
and that, you know, there is an opportunity here to make sure that

individually identifiable health information is protected.
Mr. CONDIT. One of my pet peeves since I have been here has

been my concern about the cost of the legislation.
Can any of you identify any specific cost savings with uniformity?

Will uniform Federal rules reduce the cost of transferring health

data, especially in a computerized environment?
Mr. Entin. Well, I would certainly see that those kinds of sav-

ings are present if we go to a uniform system. If you look at net-

works, which is where we see the world going, networks of provid-
ers, networks in an area such as Washington, DC, will provide care
to patients in at least three different jurisdictions. The elimination
of the need to comply with three sets of laws pertaining to the
maintenance and transmission of information, has to lead to the re-

duction of costs. So we think that it's an important contribution to-

ward the overall problem of health restructuring.
Mr. GiMPEL. Mr. Chairman, also, the WEDI report identifies the

possibility of reducing the costs of administering the health care

system through the migration to electronic data interchange. To
the extent that Federal legislation would facilitate that kind of mi-

gration, we would hope that costs of administering health care
would be reduced or there would be some—at least, hassle factor,

reducing—reduced as well.

Mr. CoNDiT. Dr. Lewers.
Dr. Lewers. Yes, we would agree with that, and in our written

statement we have gone into some of these issues. I think we have
to be very careful that we don't create issues in areas that we al-

ready have some protection and agencies that are working with
this.

We have no problem with this going in with HHS. We would like

to see that all of us are involved in the regulations as they are pro-

mulgated. And perhaps utilizing the negotiated rulemaking proce-
dure would really assure some sort of factor that there is not the
conflict of interest that was suggested in some of the testimony.
We think that let's not create a whole new bureaucracy to do

this. Let's keep it similar, let's bring it out, let's keep the patient
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uppermost in mind, and that confidentiality in mind, and we can

do that without adding a great deal of cost.

Mr. CoNDiT. Let me ask each of you, what is your single highest

priority for changing the bill, and what is the worst mistake we
have made so far? Ajid I ask this in a constructive way, and I hope
that you will answer in a constructive way.

Dr. Lewers. We'll start off on the end of the table, I guess.
Our concern I think you have addressed, and that is the con-

fidentiality issue and the protection of patient information. This is

an area that we are concerned and that we would hold uppermost
within the bill in all avenues as we look at it. I think the concern

that I have heard and I have read is the issue of preemption and
the State issues.

I'm from Maryland. Maryland has a very strong release bill that

was passed 2 or 3 years ago. Most of the members that practice
medicine don't know about that at this point in time. So patient
education is an area that we see needs to be expanded, but we real-

ly have to preempt the State issues.

As stated, I work in an area where we deal with three States and
so this gets very complicated. I think that's an area we'd like to see

expanded as well.

Mr. CONDIT. Anybody else?

Mr. Entin.
Mr, Entin. I would agree. I think that preemption is the most

important aspect to be addressed by the bill. Not pnly is it impor-
tant that there be some form of uniformity across the country for

purposes of ease of transmission, but even if we don't go to an elec-

tronic, automated approach, we have a patchwork of laws across

the country that are not adequate in many States, in other States

they are quite adequate.
I think that the issue of privacy is one that needs to be estab-

lished at the Federal level in order to achieve the that kind of uni-

formity. I think that the other issue that we would urge the com-
mittee to consider is the trustee approach. We understand the con-

cept and we understand that the intent behind it is to ensure that

people in possession of information, are certainly^ aware of their ob-

ligations.
We think, however, that it is more complicated than it needs to

be and that, in fact, it may reduce the ability of people to comply
with the law because of the overcomplication of going to the three-

trustee approach. We believe that you ought to follow the use of the

information rather than the identity of the possessor of the infor-

mation to achieve the same goals.
Mr. CONDIT. Mr. Gimpel.
Mr. Gimpel. Yes, Mr. Chairman.
At the risk of echoing what my predecessors said, I would like

to iterate those concerns. I think WEDI's first concern is the pre-

emption issue, that we need "one rule of the road" rather than 51,
and the simplification concern with the three-trustee arrangement.

I would also add that the use of the term "trustee" could bring
some connotations that might be unintended, because the word
"trustee" has some legal

—brings along some legal baggage that

perhaps is inappropriate for the legislation. So perhaps there ought
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to be some definition of what that term means in the context of

this legislation.
And the third piece is that we would have concern with assigning

the oversight and administrative responsibility to an entity that is,

in fact, one of the regulated entities under the act. There is a con-

cern for a conflict of interest if HHS, which is both a provider and
a payer of health benefits, is also the regulator.
Mr. CONDIT. Ms. Frawley.
Ms. Frawley. I certainly concur with the other panelists on the

issue of preemption and also again the concern that the trustee ap-
proach is somewhat complex and is difficult for individuals to un-
derstand what their rights and responsibilities are.

The other concern is just the definition of protected health infor-

mation. We are concerned that it may be too narrow. It may not
include information that is collected as the start of health screen-

ing process in conjunction with an application for insurance or con-

junction with an application for employment.
And what we'd like to see is any individually identifiable health

information, no matter where it originates, being protected by this

bill. And I think that's an important issue.

Mr. CONDIT. Mr. Gimpel, I agree with the concern you raised
about preemption, I think everybody has made reference to that. I

look forward to working with everyone to try to find a solution.

You raise the issue of the use of health information in life insur-

ance and employment. Does WEDI support a general Federal pri-

vacy law governing life insurance records, how about employment
records?
Mr. Gimpel. The WEDI version, the WEDI model, would apply

to health care information in such settings as well as in the health
care setting. So it does apply, those protections, to that informa-

tion, yes.
Mr. CoNDiT. So all the above?
Mr. Gimpel. Yes.

Mr. CONDIT. Sort of complicates our task a little bit.

Mr. Gimpel. It may complicate the task, but I believe that the

feeling was is that why protect it in the health setting information
if it can be disclosed by the employer who collects it in the employ-
ment application?
Mr. CONDIT. Ms. Frawley, is it fair to say that there is a lot of

confusion and uncertainty on the part of medical professionals
about the current rules for confidentiality of records? How many
people really know the rules in their own State?
Ms. Frawley. It's a very good point, Mr. Chairman. Right now

individuals are continually struggling with the fact that we have
multistate providers and payers, that requests for information may
be received, and that many times individuals are not familiar with
the current statutes and regulations in the State where the patient
received care or the State where the payer may be located. And so

certainly there is an absence of uniformity which is why we strong-

ly support the need for the Federal legislation.
It's a very complex issue. Any medical record before it can be re-

leased, we need to ascertain that the patient has authorized the
disclosure of the information and that there are no Federal laws
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such as the Alcohol or Drug Abuse Act that would cover that par-
ticular disclosure.

And then, of course, have to look in terms of what the current
statute or regulations in the particular State are. So it is difficult

and that is why I think everyone here strongly supports the need
for some uniformity.
Mr. CONDIT. The bill gives doctors discretion to disclose some

health information to a patient's next of kin. This reflects current

practice where doctors exercise judgment about what to tell a pa-
tient's spouse, except where the patient has objected.
This section has been quite controversial. Do we need to have a

written authorization before a doctor can make a routine disclosure
to a spouse?

Dr. Lewers. This is a very difficult area. And I deal with it on
a daily basis as a practicing physician. I think in general it is ac-

cepted, as you said, that we do release information to the next of

kin, to the legal next of kin. The problem gets in where there is

separation between spouses, and individuals who are not living
with an individual who still legally is the next of kin, and some-
times that gets very hairy.

I've been in practice 25 years. I've only had two instances where
an individual has come to me and said I do not want you to release
information to my family, to my spouse, any information.

I get that in writing and document it and then hold it. And as
a matter of fact have locked those records. But I don't see that as
a big problem. It may be a larger problem as time goes on and per-
haps we have more problems with social issues of separation, et
cetera. But at this point, it's one we have been able to work with.

I'm not sure you need to try to get into that. That's going to be
veiT complex and difficult, I would think, to write. And it would
make more of a hassle to us in again making sure that we have
that information; how often are you going to update it, et cetera.
Mr. CoNDiT. So your response would be we do not need a written

authorization?
Dr. Lewers. My feeling is that we do not, at this point. I don't

think it's that much of a problem. We run into it every day, we deal
with it every day, and I don't think you need to put it into law.
Mr. CONDIT. Anybody else, anyone else have an opinion about

that?
Mr. Gimpel. Yes, the WEDI model suggests that no written au-

thorization is necessary if the disclosure is to a member of the im-
mediate family or to any other individual whom the person is

known to have a close personal relationship, if it's made in accord-
ance with good medical or professional practice, unless the disclo-
sure is expressly limited or prohibited by the patient.

In other words, we put the onus on the patient to prohibit or
limit the disclosure. Otherwise, it can be made in certain cir-

cumstances.
Mr. CoNDlT. Your suggestion is the patient tells the doctor I

don't want anybody to know about this?
Mr. Gimpel. That's correct, that would prevent the disclosure.
Mr. CoNDiT. Then he's bound by that, not to release the informa-

tion?
Mr. Gimpel. That's correct.
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Mr. CONDIT. Anyone else have any views on this?

Let me ask about the effective date. The bill puts off the effective

date for a few years to give everyone present plenty of time to learn
the new rules.

We could shorten the period or delay or even phase in some
parts. So what would be your preference?

Dr. Lewers. Our feeling is that I believe the date is 1997. We
think it's going to be very difficult to get everything promulgated
by that time, and done so without really putting an imposition.
We have been able, voluntarily through physicians, to increase

the number of physicians that are computerized. Right now, it's ap-

proximately 50 percent. I believe it's 49 point something. And
that's growing rapidly, it's growing rapidly in rural areas which
was the one area we were concerned it would not grow under a vol-

untary method.
I think forcing the physician community to get into the hardware

issue, the software cost at this point in time, would be one of the

major problems in moving your timeframe up. We think that the

process, as I mentioned, should be through the negotiated rule-

making.
We think that's going to take some time. There is no question the

industry is moving very rapidly. There is a "smart card" now avail-

able somewhere here on the east coast. And so these issues are out
there.

But I think that we need to be very careful that this is done and
done properly, and so we would say that we could stay with the
1997 deadline at this point in time.

Mr. CONDIT. Anyone else care to comment or does everyone agree
with that?

Mr. Gempel. WEDI believes that in order to move to an elec-

tronic data environment for health care, which is necessary in

order to achieve the kinds of administrative savings and effi-

ciencies that we envision, we need this quickly, as quickly as pos-
sible. And accordingly, we would urge that the effective date be
shortened to the closest possible time consistent with the ability of

industry to gear up to the necessary privacy standards.
Mr. CoNDiT, So there is a little difference of view here.

Dr. Lewers. Well, I'm not sure there's a difference of viewpoint.
I guess my viewpoint is that I think the average time to promul-
gate regulations is almost a year, and if we're going to move
through an area to do it any—I think your date is probably as

quick as you're going to do it.

I would agree if it is feasible to get it done and get it done rea-

sonably without putting a burden on the community, that should
be done. But I think at this point in time you're just not going to

be able to achieve it. That's—we're not, I don't think, in disagree-
ment, it's just a date in time.

Mr. CoNDiT. Do you agree that you're not in disagreement?
Dr. Lewers. Agree to disagree.
Mr. GiMPEL. Mr. Chairman, I don't think we necessarily disagree

on the overall concept. Perhaps the mechanism can be sped up by
moving up the effective date of the act, but then, of course, until

the regulations are in place, nothing can happen.
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And by providing appropriate guidelines for promulgating regula-
tions in the act, the promulgation of regulations can be effected we
think relatively quickly, recognizing the slowness of government in

this very important area.

We do agree, however, with the negotiated rulemaking process.
WEDI has a provision that permits that and certainly calls for

input from industry in the development of implementing regula-
tions. We would definitely agree with that. But move it up as much
as possible.
Mr. CONDIT. So what you're telling me, recognizing the slowness

of government, if we move up the date, then it comes out about

right for Dr. Lewers then.

Mr. Gempel. That may well be.

Mr. CONDIT. I want to recognize my colleagues who have joined
us and we appreciate them being here, Mr. Stupak and Mr. Horn.

I am going to turn to Mr. Horn and ask if he has any opening
statements and if he has questions, he could take this time to do

it.

Mr. Horn. Thank you, Mr. Chairman.
Let me proceed to questions. With the previous panel, a few

weeks ago, I asked about the problem of the disgruntled employee.
I guess, Mr. Entin, since you represent hospitals, that's where
that's most likely to occur, although it could occur in doctors' of-

fices, where somebody takes information on a celebrity patient, re-

leases it, as was testified here by one of our colleagues in a political

campaign.
How much of a problem is that now?
Under this bill, does it create any more of a problem in terms

of pinning the responsibility more on the institution than on the in-

dividual that does the deed?
Does that bother you?
Mr. Entin. No. I think that the responsibilityfor maintenance of

security of this information ought to be shared both by the institu-

tion—which has an obligation to establish appropriate protocols
and procedures, and to engage in effective training of staff so that

the inadvertent type of disclosure can be avoided—and by the indi-

vidual. The disgruntled employee who wants to have access and
make a disclosure, I'm not sure that we'll ever come up with a fail-

safe process for it.

But I think the major focus—and what the bill does is to place

appropriate responsibilities on all of us who are responsible for

holding this very important information and setting forth—the

kinds of procedures that are necessary to ensure that inadvertent

disclosure and inappropriate disclosures don't occur.

Mr. Horn. There's no real way you can protect yourself against
an employee in the records room, any time of night or day, 24-hour

operation, I assume, in a hospital, taking that file, running a

Xerox, you'd never even know about it.

Mr. Entin. I would agree. I think if someone wants to do it,

they'll find a way to do it.

Dr. Lewers. That happens in the doctor's office as well. It's an
area of concern that when we testified here, I believe it was last

summer on this bill, it was one of our major concerns. It's not only
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that, it's the changing of the medical record, the alteration of the
medical record.

That's why we have held very tightly to the issue that these
records must be secure. We've got to make sure that we work and
deal with the industry to see that security is there. This occurs
now.

I think that some of the penalties that you have placed in this

bill would be helpful in deterring some of that, but we will never
be able to get it completely out. And we could give you example
after example where it has occurred.

Mr. Horn. Well, do you feel the penalties provided and the gen-
eral mandates provided are sufficient or should there be more spe-
cific language of a different nature? Because some might argue that

anything we write into the bill is directed at the people you can

easily find responsible, as opposed to those that might be doing the

damage.
Dr. Lewers. As I understand what's been written in the bill, I

think they are appropriate, at least as a start. No matter how high
you get, you're never going to be able to take everybody out of that

picture. I think that is appropriate.
There are no questions that in offices and in medical records

there are what we call "moles." And we discover one every now and
then. And we've got to be able to attack that individual. I think

you've given us a role to do that.

Mr. Horn. Dr. Lewers, you mentioned you practice in Maryland.
Dr. Lewers. Yes, sir.

Mr. Horn. And do you have patients from three States or so in

the process?
Dr. Lewers. I have patients that come to me from Delaware in

particular, Virginia, since I'm on the Eastern Shore of Maryland.
I still am fortunate enough to have some who have followed me
from the district. So I basically deal with the three areas in those
three States, yes, sir.

Mr. Horn. On the case of describing to the next of kin what the

patient has, do you fall solely under the laws of Maryland when
you practice in Maryland, or do you fall under the laws of other
States where you do not physically practice?

Dr. Lewers. As far as I am concerned, I practice under the laws
of Maryland. If they come to me in Maryland, they are going to

work under my laws, I would assume. One of the areas that we've
had a problem in Maryland with, the issue that through the law
was changed in Maryland, I believe it was 3 years ago, is whether
or not an insurance company that is sitting in Illinois is complying
with the laws in Maryland.

I'll get release of information forms from, you know, an insurance

company in Illinois, which do not comply with the laws in Mary-
land. And we've had some problems trying to figure out whether
we release that information or not and getting compliance there.

So from my understanding, they need to comply in Maryland, but

they don't know about it. That's why we really
—I think every one

of us here, and I think you will hear it in the second panel, too,

go for this preemption issue. We need to standardize.
Mr. Horn. In other words, you want a national standard.
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Let me take the case of AIDS. I know the CaHfornia law some-

times makes no sense on the subject, as I last remember it. And
maybe my colleague who was in the legislature will know much
more about it. But what is the Maryland rule if a wife appears and
the male patient has AIDS, can you notify her?

Dr. Lewers. We have to when we deal with—the law in Mary-
land is very, very strict on that. Even for notification of an individ-

ual or even to do the testing, I must sit down with that individual,

I must counsel that individual. We have separate forms for the

AIDS patient. After the testing is done, I have to sit down and
counsel them. Part of that counseling is whether or not that infor-

mation would be released and to whom that would be released. So

it is very detailed.

I don't do a great deal of AIDS work, so I'm not totally up on

the exact details of it, but I know each time I get around to testing,

I pull that little form out and I review it very carefully.

Mr. Horn. Under Maryland law, can a male who has AIDS
refuse to have you release that information so his spouse is in-

formed of that?
Dr. Lewers. I would have to review that. I can find out and I'll

let you know. I know that he cannot refuse for us to release it to

the public health bodies. But whether or not the law goes into that

element, I don't recall and I'd have to get back to you. I'll try to

find that and let you know.
[The information provided by Dr. Lewers is contained in the sub-

committee files.]

Mr. Horn. Well, I'm rather concerned when a spouse is not in-

formed on that and you get
—as I recall, we went through some of

that in California.

Let me ask you, in this legislation, we're talking about alternate

dispute resolution panels. What do any of you think, all of you,
about the mechanism?

Is it sufficient in deterring, say, frivolous lawsuits? Or should a

provider receive a one-time notification first before civil monetary
penalties can be pursued for failure to comply?
Do you have any feelings on that?

Mr. Entin. I'll take a crack at it.

I think that alternative dispute resolution has as its objective to

take most disputes which can be and should be resolved without

resort to court, and to get them resolved at a level where they
should be. And so to the extent that that is the purpose of the in-

clusion of that in this legislation, I think that it's an appropriate

piece of the bill. And certainly is well-meaning and seems to make
a good deal of sense.
Mr. Horn. OK. Any other reaction?

Yes, sir, Mr. Gimpel.
Mr. Gempel. WEDI would agree in that in the WEDI model we

provided for the promulgation of alternative dispute resolution

methods. My reading of section 163 of the bill is that the alter-

native dispute resolution systems or methods don't go to the asser-

tion of civil violations or criminal violations by the Secretary, but
are designed to handle disputes between the various private enti-

ties that might arise from an unauthorized disclosure.

Mr. Horn. Any other reaction?
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If not, let me ask, H.R. 4077, has three different trustee cat-

egories, and the question is would it be more helpful to have one
category and separate the providers' responsibilities by function?
Did you have a chance or your staff have any chance to look at

that particular aspect?
Mr. Entin. If what the Congressman means by "function" is the

use of the data, that is our suggestion, our recommendation. I

think it's a simpler approach to take.

You start with the basic set of responsibilities and standards and
then you recognize that public policy might dictate that there's cer-

tain exceptions that ought to exist, which are predicated on the use
of the information and go that way. So I think that is a more work-
able approach.
Mr. Horn. OK.
Dr. Lewers, since you're testifying for the American Medical As-

sociation, some of these proposals that are before Congress now in-

clude provisions that permit, say, a medical society in a particular
State to participate in disciplinary activities. And the question
would be is this type of legislation helpful in assisting the Sec-

retary to determine compliance with confidentiality laws?
Dr. Lewers. You're talking about 4077?
Mr. Horn. Well, I am talking really about different health care

proposals and their mechanisms. Just what do you think about
that?

Dr. Lewers. We think that medical societies, organizations,
should be able to deal with this and work with discipline without
fear of retribution, as has been in the past. As you, I am sure, are

aware, there have been some recent regulations which have freed

up the society, particularly in fee disputes. And we certainly sup-
port that.

We feel that there are areas that have been very restrictive at
this point in time. Within the fee dispute area, for example, I used
to sit in Maryland on a commission in which we routinely had fee

complaints and brought physicians before us, and discussed the
fees that were out of line. But we had to stop doing that. And we
had to stop doing it because of the fear of antitrust and antitrust
suits which were filed in Maryland. That now has been clarified.

So any way that we could do that so we can deal with true peer
review would be welcomed.
Mr. Horn. OK
Any other comments on that?
Last question, records retention in terms of medical records.

What are the laws of Maryland and what's your experience gen-
erally with the number of years one must maintain those records?
And does it vary by purpose?

Let's say there was a murder investigation. Well, one's whole life

one can be charged with murder in most States. There's no statute
of limitations. If there are other criminal investigations, you have
particular statutes of limitations.
So what's your reaction to the degree to which there should be

a preemptive period and what should that period be?
Dr. Lewers. It does vary from State to State, you know, as to

how long you legally hold on to them. Primarily for liability issues,
which is an area we'd love to see some changes in.
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Quite frankly, I never throw a record away. I would never get rid

of a record. And when I speak on this around the country and I

advise physicians, find some place to put them, but don't throw
them away. That is our record of service. It is the one thing that's

going to protect us in many instances. So I never get rid of a
record. Even though there are laws saying you can do it at this

point, our recommendation is hold on to them.
Mr. Horn. Any other reaction to that?

Hospitals have any feelings on that one way or the other?

Mr. Entin. Well, I think it becomes a problem of just a sheer

storage problem. And from my prior life—I can't say that I disagree
with Dr. Lewers.

In my prior life, when I defended some medical malpractice ac-

tions representing hospitals in Cook County, IL, we were dealing
with cases that were 10 and 12 years old. Often the medical record

is the only piece of evidence you have to reconstruct what hap-
pened. So speaking personally, I'm reluctant to see too much
thrown away.
On the other hand, I do recognize that for hospitals with hun-

dreds of thousands of patients that come through, you just become
overburdened with the enormous weight of paper. So some reason-

able accommodation needs to be made, and I think you have to

then balance that against the other legitimate uses of the informa-
tion that might arise at a later time and not penalize those of us
who are in the health storage conundrum with having to alter or

destroy records.
So I think some reasonable accommodation has to be made. We

cannot hold on to everything forever, despite my personal pref-
erence that we do that as well.

Mr. Horn. Well, with computer technology, it will put probably
all the records that would fill this room on a CD disk, as we know.

Being from Cook County, I thought they only threw away the death

certificates, people live to 200, so they could vote.

Mr. GiMPEL. I was only going to add that as we move toward an
electronic data environment, the storage problem we hope would be
less of a problem, as the Congressman noted.

Mr. Horn. Sure, thank you.
Mr. CONDIT. Thank you, Mr. Horn.
Mr. Stupak, if you want to make an opening statement, you're

welcome to do that. You can ask any questions you like.

Mr. Stupak. Thank you, Mr. Chairman.
No opening statement, but I'd like to pick up where Representa-

tive Horn left off. What about dead people, how long do we hold
those records?

Is it when they die, they can be released? Does the estate, do you
have to get authorization from the estate?

How would that work underneath this proposal? Should you
hang on to them for 2 years or does the privacy end upon the death
of an individual?
Ms. Frawley. Well, I'd just like to comment, the one thing H.R.

4077 doesn't really discuss, decedent's records as all. Currently,
that is a problem where a request for information is received after

a patient has expired and individuals are struggling to determine
who should be the appropriate individual to authorize the release,
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whether it's the next of kin, whether it's the executor, the adminis-
trator.

I certainly think that we need to address decedent's release of in-

formation. I don't believe that we should set up different standards
for records in terms of retention.

I think we recognized right now that we don't have a uniform re-

tention standard for any medical records in this country. It does

vary from State to State.

I would caution the subcommittee from setting up different

standards for minors versus decedents, and so forth. I think that

way we would just be back into a conundrum again of having all

kinds of conflicting guidelines.
So I think where we can establish some uniformity certainly in

terms of retention, establishing standards in terms of rights and
responsibilities in release and information, that would be appro-
priate. But I do think the fact it's unclear as to how decedent's

records are handled by this bill is something we need to explore.
Mr. Stupak. ok Anybody else on that one?
Dr. Lewers. I would not want to see them released. I would

agree, we should not handle them differently. I think they are
available—one of the very, very key issues of holding on to records

are some of the research programs. And so you can go back as long
as you don't identify the individual and bring that out.

I once did a stuay at CJeorgetown where we went back 15 years
and it has been a study that has stayed, and I did that in the late

1960's. Because we had information that went back on a certain

disease process 15 years, we were able to do some prediction on
what was going to happen to those individuals. So I wouldn't want
to see those records destroyed.
Now they may be on microfilm or now they may be on a CD, but

let's be able to get do them. Let's not get rid of them and let's not
release them.
Mr. Stupak. Well, doctor, you lead to my next question.
You know, there is public support for research. However, there's

always the concern about medical research generally and what are

the information being used for, whether they are living or deceased
members. Identifiable records which identify individuals, how can
we continue to have some protection but yet allow research access

to those records that they need for the research?
Dr. Lewers. I think in—we just cannot allow for the individuals

to be identified. There's got to be some way for that to be secured,
and as you go in the aggregate, which is what most research is

going to do. Other than that, the individual or some representative
is going to have to give a release for that information to be evalu-

ated. I don't think we can do it any other way.
Mr. Stupak. Let me jump to the next stage of it then.

A lot of people suggest that we use Social Security numbers as

health identifiers. Social Security numbers, just about everybody
have access to them nowadays. What's your feelings on that?

Is the Social Security number, does it really matter? What num-
bers should we—some other methods that you would use?

Dr. Lewers. Some other number. We feel that the Social Secu-

rity number is available everywhere. And it's just—it is not a se-

cure number, so we feel there should be a unique identifier.
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When it comes to physicians, that's fairly easy, because we have
an identifier and educational number that we have on every physi-

cian, whether or not the individual is a member of the American
Medical Association or not. They have a number.

There's no other entity in the country that has that on physi-
cians. We're very willing to work with anyone to provide that.

When it comes it an individual, we do not feel it should be the

Social Security number. It should be a separate number.
Mr. Stupak. ok
Do you—your number, much like us attorneys, we have identifi-

able numbers, but do you disclose them then when you order medi-
cal books or research?

Dr. Lewers. No.
Mr. Stupak. OK
Is there any provision in this bill which would allow an individ-

ual to go to a health care provider and obtain a list of the legal
entities that were provided health information and under what au-

thority that information was obtained?
In other words, if I wanted to go to my local hospital, could I go

in off the street and say I'd like to know everyone who you dis-

closed information about me on?
Dr. Lewers. I'll get the hospital answer that.

[The information provided by Dr. Lewers is contained in the sub-

committee files.]

Ms. Frawley. Section 111, which is the inspection of the records,

clearly provides an individual the right to find out from any health
information trustees, the bill as currently drafted, the accounting
for disclosures. And so basically that would allow an individual to

go to a hospital and ask who has had access to their health record
and to see what disclosures were made.

Now, that's important because of the concern that information is

disclosed, and one of the major concerns that we've all talked about
this morning is the issue of redisclosure. So information could be

disclosed, you know, to an insurance carrier, or to your employer,
and then the concern is you would like to know that, and therefore

be able to go to that individual and find out if they have used that

information, who has had access to the information. So I think sec-

tion 111 does address that concern.
Mr. Stupak. See, when I read 111, I felt that it required the

health provider to maintain a log of, if you will, of who they dis-

closed it to, but I didn't see anything in there which would guaran-
tee that the private individual would have the right to go in and
request who have you disclosed it to. And we're talking about indi-

vidual reports and individual privacy rights here, I would fall on

allowing the individuals to go into any health care provider to ob-

tain that information.
I can go through a number of examples where it's happened in

the past in Michigan where people were not provided that informa-
tion and information being used improperly, and it's difficult at

times to ascertain, especially when you are asking us to give up
some private rights. So I think that would be one section I d want
to improve upon. Especially when you speak of health records, you
know, it also includes mental health and that's where it gets a lit-

tle difficult.
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The chairman asked about the cost of transferring health data,
especially in the computerized environment, and I think. Dr.

Lewers, I think you said that about 49 percent of the rural physi-
cians are probably up to speed on this.

Dr. Lewers. All physicians, 49 percent of all physicians currently
have computerized systems. It's growing rapidly in the rural area,
faster than we thought it would, but the 49 percent figure are all

physicians in the country.
Mr. Stupak. Is that an expensive proposition, to obtain the

networking? I think we're going to have a nationwide network,
electronic, would that be an expensive burden, say, on rural physi-
cians? If so, is there any incentives to help them make that transi-
tion?

Dr. Lewers. It is expensive. When I computerized my office, it

cost me $20,000 by the time I had all the hardware, the network
and the software, et cetera. And the yearly cost of doing that busi-
ness is not, you know, inexpensive. So yes, it is very expensive.
Are there ways and incentives to bring that into line? The Amer-

ican Medical Association has been working on some endeavors to

sort of do group purchasing and dealing with a couple vendors to

help provide certain issues, but as far as other incentives, that be-
comes exceedingly difficult because of some of the changes that are

required and the systems that are required around the country.
So we've not been able to get into that to any great degree, but

it is expensive. It's an area that we have grave concern. That is one
of the reasons why we want to—while we recognize the need to

move quickly, we don't want to move too quickly because of putting
an undue cost burden on the provision.
Mr. Stupak. One more question.
The administrative subpoenas, as they call it in the bill on page

47, you can't get a good definition. In your estimation, what would
an administrative subpoena be—put forth by a governmental agen-
cy, strictly a State public health department, a local county health

department, inspector general, IG; how would you define that
broad term, administrative subpoena?
Mr. Lewers. I would not have any idea. I would refer to legal

counsel to define it for me.
Mr. Entin. When I saw the provision, I just assumed that it is

a subpoena issued pursuant to authority granted to agencies, not

judicial bodies. And various agencies do have the power of sub-

poena in order to conduct their business.
I assume that is what this is referring to, but I didn't draft the

bill.

Mr. Stupak. It would not be limited to the Justice Department?
We would go all the way down to a local public health department?
Mr. Entin. Or a department of health.
Mr. Stupak. In Michigan we have one way. I am sure California

and Maryland and others have different rules for administrative

subpoenas. They can be very tight and broad and that is where I

feel abuse sometimes comes in.

Thank you.
Mr. CoNDiT. One last question. At the last hearing we heard tes-

timony that the public is opposed to use of health records for direct
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marketing. How do we control use of health records for direct mar-

keting? Are there some types of marketing we should allow?
I am not offended if a doctor mails to all the patients that he is

moving his office, but what about hospitals starting an obesity clin-

ic? Can they tell all patients or use their records to identify obese

patients? Do any of you have any feelings about the use of this in-

formation, the selling of the list? Where do we draw the line?

Mr. Entin. We draw the line at selling of lists. That is something
that should not occur. We have various advisories and documents
that have been developed over the years that we disseminate to our
members with regard to the overall question of confidentiality of

records and use of records for a variety of purposes.
I have reviewed those. I can't say that we have a direct position

that opposes marketing in general. One could justify use of patient
information in a hospital to the extent that the hospital is using
that list of patients to inform them of services that are beneficial
to members of the community.
To go beyond that and to target patients for particular services

because of their disease condition probably is something which
doesn't need to be asked. It is a very difficult problem and you have
to balance, I would suggest, the need to provide useful information
to the community against the right to privacy.
Mr. CONDIT. Ajiyone else?

Mr. Lewers. I think we agree. We still have to fallback to where
we were as far as unique identification and associating that indi-

vidual with release of that information. Sending an individual a
letter is one thing but if you are using that information in identify-

ing that patient, that is wrong.
There are a lot of times where you need to get disease-specific

information for tracing issues, certain diseases where you may
have to go into that. But to market is a little different area that
we have to be careful about, and I would agree with the previous
speaker on that.

Mr. CONDIT. Do you have comments or just agree
Mr. GiMPEL. We didn't deal specifically with that issue so I don't

have particular comments on it. We think that the privacy protec-
tions afforded are probably adequate to control that kind of situa-
tion.

Ms. Frawley. I concur with Dr. Lewers and Mr. Entin. I think
that any use of an individual's information for direct marketing
purposes should be authorized by that individual. I think we have
to be very careful about those kinds of practices.
Mr. CONDIT. Thank you. We will call upon you for additional in-

formation.
Thank you very much for your time. We appreciate it.

Panel 2 is Dr. Barker, Dr. Sepulveda, Mr. Bolan and Professor
Schwartz. We have a brief delay.

If you would have a seat.

If you would all stand and raise your hand.
[Witnesses sworn.]
Mr. CoNDiT. Thank you very much. We appreciate you gen-

tleman being here this morning. Dr. Barker.
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STATEMENT OF RICHARD BARKER, M.D., PRESffiENT,
HEALTHCARE INDUSTRIES, IBM CORP., ACCOMPANIED BY
MARTIN SEPULVEDA, M.D., DIRECTOR, OCCUPATIONAL
HEALTH SERVICES

Dr. Barker. Good morning Mr. Chairman and members of the
committee. My name is Richard Barker and I am president of
healthcare industries for IBM.
Accompanying me today is Dr. Martin Sepulveda, IBM's director

of occupational nealth services. We are pleased to be here today to

help you address this very important topic of privacy.
You have asked for our views on H.R. 4077, as an information

technology company and as an employer.
I have responsibility for IBM's strategy for the health care mar-

ketplace and for helping our customers work through the very real
transformation occurring in the U.S. health care system.

Dr. Sepulveda is responsible for IBM's occupational health serv-
ices and programs and, consequently, he will speak to the issues
of health information privacy from the company's role as an em-
ployer.
IBM is seeing first hand the significant change taking place in

health care as we work with customers, change driven principally
by market forces rather than policy considerations.
We see the central role information systems are playing in this

process as these stakeholders deal with cost, access and quality is-

sues. Data standards and data security are the two major road-
blocks to building the health care information highway. Both must
be tackled with urgency.
As a self-insured, multistate employer, providing health benefits

to over 525,000 people across the country, we see the expanded and
valuable role user friendly health-related information is playing.
From both of these capacities, we know the importance assigned

to the issue of privacv by the public and various health care stake-
holders. We believe tnere is a general desire by health care profes-
sionals and others "to do the right thing" with the health informa-
tion they handle, if for no other reason than a sense of respect for

the individual and fairness.

However, they also sense that a wider dissemination of health
care data would improve productivity. The dilemma we all face is

striking the right balance between the interests of the individual
and the health care "learning process."
We feel H.R. 4077 is an excellent starting point in this regard.

It sets up a uniform set of comprehensive Federal privacy rules,
and very importantly, it takes a flexible approach to compliance
rather than a prescriptive one. We commend you and your staff for

this and consider it a major strength of the legislation.
To a great extent, the U.S. health care system began transform-

ing itself before the most recent widespread attention to health
care reform took hold with the public and policymakers. Many
stakeholders have been changing their traditional approaches in

order to improve efficiency and to reduce cost.

However, because our health care system is so large and involves
so many players, the sum of these individual initiatives has still

not achieved the transformation in health care productivity that we
all seek. The public has sensed this shortfall between performance
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and potential and agrees there is a need for some kind of system-
atic reform.
IBM agprees, and we applaud the President and those public offi-

cials who are trying to enact comprehensive health care reform in

1994.

One area that needs to be addressed by systematic reform is the

building of an integrated health information infrastructure. Sys-
tems are needed to enhance the operation of various stakeholders

independently and to enable them to work together more efficiently

for the betterment of patients and consumers.
It is critical to remember that the common denominator in our

health care system is the individual. The individual's information

is the essence of health care, and health information systems must
be regarded by individuals as secure enough to benefit, not under-

mine, their health care needs.

Efforts to develop and establish new health care information sys-
tems are broad based. In our written statement I refer to a number
of examples.

Health care data bases of all kinds are already being built to en-

sure continuity of care to the patient and the benchmarking of out-

comes across the system. It is very important that we provide a
clear and uniform legal framework for these efforts.

The health care system of today is composed of natural medical

marketplaces not bound by State borders. This reality gives rise to

the need for Federal uniformity in the governing of health informa-
tion. H.R. 4077 helps accomplish this.

It is clear that the public places great importance on the con-

fidentiality of health records. At IBM, we have considered privacy
of individual information of paramount concern for decades.

We continue to be reminded of this as we work with segments
of society that rely heavily on information technology. Our exper-
tise in maintaining data security has helped us to address this con-

cern.

Uniform privacy rules like those in H.R. 4077 are needed if we
are going to assure all Americans that their health-related needs
are being advanced, not threatened, and to reap the benefits of the
broad-based efforts referred to in our written statement. Without

them, the development of an electronic health information system
envisioned by the President and others, such as Representatives
Sawyer and Hobson, will be in doubt and its value greatly dimin-
ished.

Mr. Chairman, I would like to ask Dr. Sepulveda to speak to the
role of the employer as a provider of health benefits and as a pri-

vacy "trustee," to borrow a coined phrase.
Mr. CoNDiT. Dr. Sepulveda.
Dr. Sepulveda. Thank you, Mr. Chairman.
The President and most Members of Congress propose reforming

the health care system by continuing to use the current employ-
ment-based system as the basis for the future. IBM agrees with
this approach.
We believe employers play a very constructive role in today's sys-

tem. Consequently, any health care reform bill enacted should

strengthen the roll of the employer, not diminish it.
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Employers' benefit plans generates and use much of the health
information that flows through the health care system today. In

turn, employers have a very keen interest in the privacy issue.

They have the need to balance access to individual information
for appropriate business needs with an individual's right to pri-

vacy. Employees in turn need to have strict assurances that the

privacy of their medical records will be protected by their employ-
ers.

To be of benefit, privacy legislation, such as H.R. 4077, should
not tie the hands of employers so severely that they lose the flexi-

bility to perform these necessary functions. IBM has maintained a
very high standard with respect to ensuring the confidentiality of
information entrusted to it.

The company's interest dates back to the 1960's when our pri-

vacy policies were formalized due to our desire to respect our indi-

vidual employees and a general public apprehension about the ef-

fects of computers.
Let me take a moment to share with you our privacy principles

relevant to employee personnel information. They are as follows:

To collect, use and retain only personal information that is re-

quired for business or legal reasons; to provide employees with a
means of ensuring that their personal information in IBM person-
nel records is correct; to limit the internal availability of personal
information about others to those with a business need to know;
and to release personal information outside IBM only with em-
ployee approval, except to verify employment or to satisfy legal
needs.
These principles apply to all personal information but have par-

ticular meaning for medical information which, I believe, deserves
the greatest degree of protection. IBM access to confidential medi-
cal records is limited to IBM medical staff and department person-
nel under their immediate supervision. They will provide access

only: To benefits plan administrators who may review information
needed for determining eligibility for benefits; to others with a need
to know to evaluate medical recommendations, medical restrictions
and accommodations as they relate specifically to the work environ-
ment and the ability to perform the job; and to legal counsel when
medical status or information is at issue or required.

All employees at IBM may obtain copies of their records from the
IBM medical department. Further, with few exceptions, we require
our medical staffs to obtain prior approval of the employee either
before disclosing or seeking confidential medical information.

In addition to the information which is contained in our own in-

ternally generated medical records, we have placed restrictions on
our benefits contract administrators on how employee benefits in-

formation can be used and even what information they will pass on
to us at IBM.

For example, our IBM plan administrators receive only aggregate
data derived from medical records available to the carriers which
does not permit linkage of any individual employee with a particu-
lar medical condition.
We believe the objectives of H.R. 4077 are well-grounded. They

fundamentally agree with our company's privacy principles and
practices. They strive to create a balance of purpose.
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The general responsibilities outlined in your bill for health infor-

mation trustees are consistent with the responsibility we have

placed on ourselves at IBM.
Dr. Bai^ker. You have embarked upon a difficult but very impor-

tant challenge and we look forward to continuing our work you.
I would Hke to highlight a few of our comments included in our

written statement regarding your legislation and leave the rest for

later discussion.
The concept of a health information trustee, we believe, is a good

one and preferable to the concept of an owner of health-related in-

formation. We believe questions of ownership are less tractable,

and ultimately less relevant than those of access.

We think some clarification would be helpful relevant to the defi-

nition of "relating to the provision of and payment for health care."

Dr. Sepulveda can elaborate, if you would like, on this point.

Let me note for the committee that an employer's obligations

under the Occupational Safety and Health Act [OSHA] require the

submission of information to "OSHA logs." These logs are publicly

available information with open right of access to anyone.

They contain personal identifiers and, increasingly, diagnostic in-

formation. Our question would be, "Is this 'protected health infor-

mation' and, if so, how are the trustee obligations of safeguarding

privacy to be met?"
Relative to sections 114 and 115, regarding accounting for disclo-

sures and security obligations imposed on health information trust-

ees, we believe this is an area where available information systems
and technology, such as "smart cards," can actually enhance com-

pliance and the confidentiality of medical information. Audit trails

on how information has been assembled and accessed are more

readily available in an electronic format than in a paper one.

This raises a suggestion we would like to offer affecting section

153 in subtitle D, standards for electronic documents and commu-
nications. We don't believe the government should set the stand-

ards.

We would encourage the committee to modifv the wording on

page 64, line 5, to read: "shall establish standards in consultations

with appropriate private sector standards organizations."
This change would be consistent with other health care reform

legislation, in particular H.R. 3137 introduced by Representatives

Sawyer and Hobson.
In conclusion, Mr. Chairman, we appreciate having been given

the opportunity to offer our views on the general issue of healtn in-

formation privacy and H.R. 4077 specifically.
IBM is committed to enacting health care reform this year. Your

legislation makes an important and valuable contribution to the re-

form effort. We welcome the opportunity to work with you and oth-

ers in the months ahead.
Mr. CONDIT. Thank you.
Dr. Barker, your suggestion is a good one and we will do that.

Thank you.
Dr. Sepulveda, did you have additional comments?
Dr. Sepulveda. No, Mr. Chairman.
[The prepared statement of Dr. Barker and Dr. Sepulveda fol-

low:!
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EXECUTIVE SUMMARY

You have asked for our views on H.R. 4077, the Fair Health Information

Practices Act of 1994, as an information technology company involved with

the increasing computerization of health records and as an employer.

In both of these areas, we know the importance assigned to the issue of

privacy by the public and various health care stakeholders. We believe

there is a general desire by health care professionals and others to do the

right thing with the health information they handle, if for no other reason

than a sense of respect for the individual and fairness. However, they also

sense that a wider dissemination of health care data would improve

productivity, as experience is shared and the medical community converges on

best practice treatment regimes. The dilemma we face is striking the right
balance between the interests of the individual and the health care

'learning process.'

We feel H.R. 4077 is an excellent starting point in this regard. It

sets up a uniform set of comprehensive federal privacy rules for people who

handle health information to know what "the right thing" is. Very

importantly, it also takes a flexible approach to compliance rather than a

prescriptive one. We commend you and your staff for this and consider it a

major strength of the legislation.

Transforming The Health Care Syetem

One area that needs to be addressed by systematic reform is the

building of an integrated health information infrastructure. Systems are

needed to guide and enhance the operation of various stakeholders

independently and to enable them to work more efficiently together for the

betterment of patients and consumers. It is critical to remember that the

common denominator in our health care system is the individual, whether as a

patient, family member, consumer, or citizen. The individual's information

is the essence of health care, and health information systems must be

regarded by individuals as secure enough to benefit, not undermine, their

health care needs.

Health care databases of all kinds are already being built. In

addition to physician and hospital records, ISCs are assembling their own

clinical data repositories to ensure continuity of care to the patient and

the benchmarking of outcomes across the system. Some states, notably
Minnesota, are starting to build statewide repositories to accelerate health

care reform. It is very important that we provide a clear legal framework

for these efforts.

The health care system of today is composed of natural medical

marketplaces not bound by state borders. This reality gives rise to the

need for federal uniformity in the governing of health information.
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especially as we strive to improve the financing and delivery of care using
administrative and clinical infonnation systems. H.R. 4077 helps accomplish
this.

The Importance of Privacy

Privacy is a social issue that we all must address. It involves

balancing the rights of the individual with the needs of society. It

requires choices about the kinds of personal information that are allowed to
flow into and through record keeping systems, electronic or paper. It deals
with the type of information collected, how it is used, and how long it is
retained. As we try to find the right policy balance, we need to assume
that once aware of what the ground rules are, most people and organizations
will comply with them. On the other hand, we must be realistic and actively
monitor for compliance by all.

Uniform privacy rules are key if we are going to assure all Americans
that their health-related needs are being advanced, not threatened. To reap
the benefits as a society of the broad-based efforts I mentioned above, a
set of fair information practices like those in H.R. 4077 are necessary.
Without them, the development of an effective and efficient electronic
health care data interchange system envisioned by the President and others,
such as Representatives Sawyer and Hobson, will be in doubt and its value
greatly diminished.

The Employer's Role in Health Care

Employers today play a central role in our health care system. Most
Americans and their families receive coverage through an employer.
Self-insured firms like IBM actively design, manage, and fund health
benefits for their employees. Employers are responsible for ensuring that a

healthy and safe workplace exists at their facilities, and they underpin the
nation's worker compensation system. To remove the employer from
this active and central role would greatly disrupt the present system and
remove many of the positive things employers choose to do, such as health

prevention and wellness programs.

To be of benefit, privacy legislation, such as H.R. 4077, should not
tie the hands of employers so severely that they lose the flexibility to

perform these necessary functions. Employers need to have access to

sufficient information to manage their workforce effectively and perform
necessary research and analysis that requires medical information.

Particularly detrimental would be severe limitations placed on the transfer
of information between health care providers and employers at a time when
new and better communications potential is being developed by community
health networks.
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IBM and Privacy

As an information systems and processing company, IBM has maintained a

very high standard with respect to ensuring the confidentiality of

information entrusted to it. The company's interest dates back to the 1960s
when our privacy policies were formalized due to our desire to respect our
individual employees and a general public apprehension about the effects of

computers .

We believe the objectives of H.R. 4077 are well-grounded. They
fundamentally agree with our own company's privacy principles and practices.
They strive to create a balance of purpose. The general resp>onsibilities
outlined in your bill for health information trustees are consistent with
the responsibilities we have placed on ourselves at IBM.

Conclusion

IBM is committed to enacting health care reform this year. Your

legislation makes an important and valuable contribution to the reform
effort. We welcome the opportunity to work with you and others in the
months ahead.
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Good morning, Mr. Chairman, and Members of the Committee.

My name is Richard Barker, and I am President of Healthcare
Industries for IBM. Accompanying me today is Dr. Martin
Sepulveda, IBM's Director of Occupational Health Services. We
are pleased to be here today to help you address this very
important topic of privacy and to think through its public policy
dimensions.

You have asked for our views on H.R. 4077, the Fair Health
Information Practices Act of 1994, as an information technology
company involved with the increasing computerization of health
records and as an employer.

I have responsibility for IBM's strategy for the health care
marketplace and for helping our customers work through the very
real transformation occurring in the U.S. health care system.
Dr. Sepulveda is responsible for IBM's occupational health
services and programs and, consequently, he will speak to the
issues of health information privacy from the company's role as
an employer.

IBM is seeing first hand the significant change taking place
in health care as we work with hospitals, insurers, managed care

organizations, employers, government and others--change driven
principally by market forces rather than policy considerations.

We see the central role information systems are playing in
this process as these stakeholders deal with the cost, access and

quality issues of health care delivery and financing. Data
standards and data security are the two major roadblocks to

building the health care information highway. Both must be
tackled with urgency, and we wish to do all we can to assist in
both tasks.

Concurrently, as a self-insured, multi-state employer
providing health benefits to over 525,000 IBM employees,
retirees, and their families across the country, we ourselves see
the expanded and valuable role user friendly health-related
information is playing for us as a benefits provider and for our

employees .

In both of these areas, we know the importance assigned to
the issue of privacy by the public and various health care
stakeholders. We believe there is a general desire by health
care professionals and others to do the right thing with the
health information they handle, if for no other reason than a
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sense of respect for the individual and fairness. However, they
also sense that a wider dissemination of health care data would
improve productivity, as experience is shared and the medical
community converges on best practice treatment regimes. The
dilemma we face is striking the right balance between the
interests of the individual and the health care ' learning
process.

'

We feel H.R. 4077 is an excellent starting point in this
regard. It sets up a uniform set of comprehensive federal
privacy rules for people who handle health information to know
what "the right thing" is. Very importantly, it also takes a
flexible approach to compliance rather than a prescriptive one.
We commend you and your staff for this and consider it a major
strength of the legislation.

Transforming The Health Care System

To a great extent, the U.S. health care system began
transforming itself before the most recent widespread attention
to health care reform took hold with the public and policymakers.
Providers, payors, employers and even government agencies, to a

degree, have been changing their traditional approaches in order
to improve efficiency and reduce cost. However, because our
health care system is so large and involves so many players, the
sum of these individual initiatives has still not achieved the
transformation in health care productivity we all seek. The
number of uninsured has grown. Growth in costs, while moderating
somewhat, has continued to exceed growth in consximer prices
generally and there are concerns about quality of care in many
areas of the country. The public has sensed this shortfall
between performance and potential and agrees there is a need for
some kind of systematic reform.

IBM agrees, and we applaud the President and those public
officials who are trying to seize the opportunity and enact
comprehensive health care reform in 1994.

One area that needs to be addressed by systematic reform is
the building of an integrated health information infrastructure.
Systems are needed to guide and enhance the operation of various
stakeholders independently and to enable them to work more
efficiently together for the betterment of patients and
consumers. It is critical to remember that the common
denominator in our health care system is the individual, whether
as a patient, family member, consumer, or citizen. The
individual's information is the essence of health care, and
health information systems must be regarded by individuals as
secure enough to benefit, not undermine, their health care needs.
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Efforts to develop and establish new health information
systems are broad-based. I'd like to mention a few examples.

Groups of constituents across the country are taking the
initiative to build community level health information networks
(CHINs) in order to share administrative and clinical information
as they strive to lower cost and increase guality through
electronic billing and outcomes measurements. IBM is
participating in a number of these community-based efforts. The
San Antonio Health Care Partnership is one such example.

Medicare and many large private-sector payors like Blue
Cross and Blue Shield are aggressively pursuing electronic data
interchange (EDI) to increase the speed of claims reimbursement
and reduce their administrative cost. IBM is actively involved
with the Health Care Financing Administration (HCFA) through our
subsidiary Advantis and with Blue Cross/Blue Shield of New Jersey
in efforts to advance the transmission of large volumes of
electronic health information securely and at costs much lower
than the corresponding paper-based transactions.

Health care providers are moving rapidly to develop
integrated systems of care (ISC) in order to reduce overall
operating costs and deliver more effective and higher quality
care. Providers are finding that information systems are the
essential thread holding these organized systems together so that
they can be more competitive in their marketplaces. We are
working with Kaiser Permanente in Colorado and Columbia
Presbyterian Hospital in New York, among others, on these kinds
of systems.

Health care databases of all kinds are already being built.
In addition to physician and hospital records, ISCs are
assembling their own clinical data repositories to ensure
continuity of care to the patient and the benchmarking of
outcomes across the system. Some states, notably Minnesota, are
starting to build statewide repositories to accelerate health
care reform. It is very important that we provide a clear legal
framework for these efforts.

The health care system of today is composed of natural medical
marketplaces not bound by state borders. This reality gives rise to the
need for federal uniformity in the governing of health information,
especially as we strive to improve the financing and delivery of
care using administrative and clinical information systems. H.R.
4077 helps accomplish this.
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The Importance of Privacy

It is clear that the public places great importance on the
confidentiality of health records. The Equifax study portrayed
this in a number of ways. It did so most starkly, however, by
the findings showing that 85% of the public believe protecting
the confidentiality of medical records is of critical importance
in national health care reform, putting this ahead of other
reform objectives such as expanding health coverage to the
uninsured and obtaining better medical research.

At IBM, we have considered privacy of individual information
of paramount concern for decades. We continue to be reminded of
this as we work with segments of society that rely heavily on
information technology to carry out their missions. Our
expertise in maintaining data security has helped us to address
this concern. However, we recognize that making information
secure does not ensure privacy in and of itself .

Privacy is a social issue that we all must address. It
involves balancing the rights of the individual with the needs of

society. It requires choices about the kinds of personal
information that are allowed to flow into and through record
keeping systems, electronic or paper. It deals with the type of
information collected, how it is used, and how long it is
retained. As we try to find the right policy balance, we need to
assvime that once aware of what the ground rules are, most people
and organizations will comply with them. On the other hand, we
must be realistic and actively monitor for compliance by all.

Uniform privacy rules are key if we are going to assure all
Americans that their health-related needs are being advanced, not
threatened. To reap the benefits as a society of the broad-based
efforts I mentioned above, a set of fair information practices
like those in H.R. 4077 are necessary. Without them, the
development of an effective and efficient electronic health care
data interchange system envisioned by the President and others,
such as Representatives Sawyer and Hobson, will be in doubt and
its value greatly diminished.

Mr. Chairman, I would like to ask Dr. Sepulveda to speak to
the role of the employer as a provider of health benefits and as
a privacy "trustee," to borrow a coined phrase.

The Employer's Role in Health Care

Thank you, Mr. Chairman. The President and most members of

Congress propose reforming the health care system by continuing
to use the current employment -based system as the basis for the
future. IBM agrees with this approach. We believe employers
play a very constructive role in today's system and have helped



328

bring about many of the most innovative developments in health
care delivery. Any health care reform bill finally enacted
should appropriately strengthen the role of the employer, not
diminish it.

Employers today play a central role in our health care
system. Most Americans and their families receive coverage
through an employer. Self -insured firms like IBM actively
design, manage, and fund health benefits for their employees.
Employers are responsible for ensuring that a healthy and safe
workplace exists at their facilities, and they underpin the
nation's worker compensation system. To remove the employer
from this active and central role would greatly disrupt the
present system and remove many of the positive things employers
choose to do, such as health prevention and wellness programs.

Employers' benefit plans generate and use much of the health
information that flows through the health care system today. In
turn, they have a keen interest in the privacy issue. They have
the need to balance access to individual information for
appropriate business needs with an individual's right to privacy.
Employees, in turn, need to have assurances that the privacy of
their medical records will be protected by their employers.

Employers regularly play three distinct roles relevant to
the provisions of H.R. 4077. They act as:

* Providers of health benefits and payors of
health claims

* Providers of emergency care when necessary,
and

* Stewards of a healthy and safe workplace to
ensure the well-being of their employees.

To be of benefit, privacy legislation, such as H.R. 4077,
should not tie the hands of employers so severely that they lose
the flexibility to perform these necessary functions. Employers
need to have access to sufficient information to manage their
workforce effectively and perform necessary research and analysis
that requires medical information. Particularly detrimental
would be severe limitations placed on the transfer of information
between health care providers and employers at a time when new
and better communications potential is being developed by
community health networks.
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IBM and Privacy

As an information systems and processing company, IBM has
maintained a very high standard with respect to ensuring the

confidentiality of information entrusted to it. The company's
interest dates back to the 1960s when our privacy policies were
formalized due to our desire to respect our individual employees
and a general public apprehension about the effects of computers.

In the 1970s, we conducted a comprehensive review of

specific internal guidelines and began management training
programs to support compliance with these guidelines.

In the 1980s, we revisited the privacy principles to test
their viability given technological and social changes that had
occurred and to think through the new challenges presented by
these changes.

Let me take a moment to share with you our privacy
principles relative to employee personnel information. They are

are follows:

* Collect, use and retain only personal information that
is required for business or legal reasons.

* Provide employees with a means of ensuring that their

personal information in IBM personnel records is
correct.

* Limit the internal availability of personal information
about others to those with a business need to know

* Release personal information outside IBM only with
employee approval, except to verify employment or to

satisfy legitimate investigatory or legal needs.

These principles apply to all personal information but have

particular meaning for medical information which, I believe,
deserves the greatest degree of protection. In IBM, access to
confidential medical records is limited to IBM medical staff and

department personnel under their immediate supervision. They
will provide access only:

* to benefits plan administrators who may review
information needed for determining eligibility for
benefits

* to others with a need-to-know to evaluate medical
recommendations, medical restrictions and accommo-
dations as they relate to the work environment and

ability to perform the job
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* to legal counsel when medical status or information is
at issue or required.

All employees may obtain copies of their records from the
IBM medical department. Further, with few exceptions, we require
our medical staffs to obtain prior approval of the employee
before either disclosing or seeking confidential medical
information.

Because we believe that empowered employees with knowledge
of their rights is our best assurance that these rules will be

followed, we publish our principles and guidelines in our
About Your Company booklet which is available electronically to
all employees.

We provide written guidelines for adhering to IBM's policies
on privacy as they pertain to the handling of confidential
medical information in our medical manual which is unclassified
and available to anyone for review. I am providing this
committee with copies of this material.

In addition to the information which is contained in our own
internally generated medical records, we recognize the need to

protect employee medical information associated with our benefits
programs. IBM provides a wide array of benefits to our
employees, many of which involve treatment for medical
conditions. Consistent with our emphasis on employee privacy, we
have placed restrictions on our benefits contract administrators
on how this information can be used and even what information
they will pass on to us. For example, our plan administrators
receive only aggregate data derived from the medical records
available to the carriers which does not permit linkage of any
individual employee with a particular medical condition.

We have imposed these restrictions because we believed it
was important to strike the right balance between the needs of
the business and the need to protect an employee's privacy. The
fact that we have been able to continue to provide our employees
a broad array of medical benefits at reasonable costs while

operating with these self-imposed restrictions is proof that

maintaining high standards of confidentiality need not compromise
efficiency.

We believe the objectives of H.R. 4077 are well-grounded.
They fundamentally agree with our own company's privacy
principles and practices. They strive to create a balance of

purpose. The general responsibilities outlined in your bill for

health information trustees are consistent with the

responsibilities we have placed on ourselves at IBM.
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Specific Connnents on H.R. 4077

Mr. Chairman, you have embarked upon a difficult but very
important challenge, and we look forward to continuing our work
with you and your staff. I would like to now narrow our comments
to the particulars of the legislation.

As we have said, H.R. 4077 is consistent with IBM's own
privacy principles and our call for uniform federal guidelines in
health care. The fundamental, flexible approach taken by the
bill should enable parties to meet those guidelines. It should
also encourage organizations to develop innovative approaches in
order to meet their compliance obligations. Furthermore, this
flexibility should greatly minimize cost.

The concept of a health information trustee, we believe, is
a good one and preferable to the concept of an owner of
health-related information. We believe questions of ownership
are less tractable, and ultimately less relevant, than those of
access .

We do think some clarification would be helpful relevant to
the definition of "relating to the provision of and payment for
health care." As we indicated, many companies engage employees
and providers in discussions to prompt proper and expedient care
and return to work. We generally do not consider that being a
provision of care.

I

Affiliated with this is a concern we have over judgments
employers must make regarding an employee's ability to perform a

job or continue to be eligible for paid or unpaid leave according
to company policy. While this is not specifically included in
the language of your bill, it is addressed in your executive
summary questions and answers on page 5, question 13. The
relevant answer states "use of information about employees for
purposes unrelated to treatment or payment will not be
permitted."

We would ask that you help us find a way to pursue your
objectives while addressing the particular needs of the employers
in this case.

Let me also note for the committee that an employer's
obligations under the Occupational Safety and Health Act (OSHA)
require the submission of information to "OSHA logs." These logs
are publicly available information with open right-of -access to
anyone. They contain personal identifiers and, increasingly,
diagnostic information. Our question would be, "Is this
'protected health information' and, if so, how are the trustee
obligations of safeguarding privacy to be met?"
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The bill also provides patients with a right-to-receive
notification of disclosures of health information. This can be

problematic when a request for a medical record arises well after
an individual ceases to be an active employee and whose
whereabouts are unknown. Perhaps some kind of transition
mechanism can be developed to address this situation.

Relative to sections 114 and 115, regarding accounting for
disclosures and security obligations imposed on health
information trustees, we believe this is an area where informa-
tion systems available today can actually enhance an organiza-
tion's compliance and, most importantly, the confidentiality of

an individual's medical information. Audit trails on how
information has been assembled and and by whom it has been
accessed are more readily available in an electronic format than
a paper one.

This raises a suggestion we would like to offer affecting
section 153 in subtitle D, Standards for Electronic Docviments and
Communications. IBM believes the general private sector standard

setting process is the most appropriate forum for standards to be

developed. In the area of health care-related standards, the

government does have a very reasonable interest in their outcome.

In fact, we feel it can play a constructive role in encouraging
the acceleration of standards, especially in the clinical
information systems area. However, we don't believe the

government should set the standard. We would encourage the

committee to modify the wording on page 64, line 5, from:

"... shall promulgate standards ..."

to

"shall establish standards in consultations with appropriate
private sector standards organizations."

This change would be consistent with other health care
reform legislation dealing with administrative simplification, in

particular H.R. 3137 introduced by Representatives Sawyer and

Hobson.

Finally, let me commend you for your inclusion of section
163 in subtitle E dealing with alternative dispute resolutions.

We support alternatives to costly and time consuming litigation,

especially ones that give both sides a fair and timely way to

resolve differences.
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Conclusion

Mr. Chairman, we appreciate having been given the
opportunity to offer our views on the general issue of health
information privacy and H.R. 4077 specifically.

We are an information technology producer and a heavy user
of our own technology. We believe that our experience shows that
information technology, with its ability to control information
flow and access to data, can enhance the maintenance of confiden-
tiality. It is our hope that what IBM has learned as an employer
and as an information technology company can help the nation
develop policies which will further the cause of health reform
and assure our citizens that the confidentiality of their medical
records will be maintained.

IBM is committed to enacting health care reform this year.
Your legislation makes an important and valuable contribution to
the reform effort. We welcome the opportunity to work with you
and others in the months ahead.

10
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SECTION B
INDEX 6-01
PAGE 1 OF 12
ISSUED 12/88

EMPLOYEE MEDICAL RECORDS

PURPOSE: To provide guidelines for adhering to IBM's
policies on privacy as they pertain to the

handling of confidential medical information

PRACTICE:

a. The IBM medical departments adhere to ethical, legal
and confidential standards in the handling of
medical information and records including
computerized medical records of employees

b. Medical records are confidential and private
c. All individual medical information except first-aid

visits is to be maintained in one medical record.
First-aid visits are recorded on first-aid cards or
electronic files

d. Prior approval of the employee (releases) will be
obtained before either disclosing or seeking
confidential medical information except in:

(1) A medical emergency
(2) Where such disclosure is required by law
(3) Where the employee's medical condition is an

issue between the employee and the company

e. Unsolicited medical information regarding employees
received by management or personnel is to be
forwarded to the medical department

f. Access to confidential medical records is limited to
the IBM medical department staff

g. Neither management nor personnel may request an

employee's medical record nor contact nor consult
with an employee's private physician

PROCEDURE:

a. Employee's medical record: A medical record for
each employee is maintained in a separate folder.
The medical record tab is to contain the employee's
identification number, last name, and initials:

(1) Medical Record Folder ZM04-7716 is the standard
folder used for filing individual employee
medical record information (see Forms Manual)

(2) Medical records are filed in identification
number sequence by the second digit of the

employee identification number
(3) Optional color coding:

(a) Color coding shall be employed by using
the second, third, and fourth digits of
the employee's serial number
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S5CCTI0N B

INDEX 6-01
PAGE 2 OF 12
ISSUED 12/88

(b) Medical Record Folder ZM04-7716 is used
with an extender tab (see Forms Manual)

(c) If color coding has been completed in
other than the standard manner, the

employee medical record must be placed in

the standard folder ZM04-7716 for mailing
to other locations

(4) The medical records of medical department
personnel/immediate family members are to be

kept in a separate file to which only medical
management in another IBM medical department
has access. Medical problems should be managed
by the medical department that has the medical
record

(5) Forms used to maintain medical records must be

approved by U.S. health and safety:

(a) Legal approval is required before forms
are used that become part of the medical
record

(b) All approved forms, instructions, and
information on ordering are in the Forms
Manual

(6) The sequence of the medical record is

chronological as follows:

(a) Medical Summary Information Sheet (first

page)
(b) Medical History Sheet
(c) X-ray reports
(d) Pulmonary function tracings/results
(e) Laboratory reports
(f) ECG tracings/reports
(g) Supplementary records:

1) Ten-day medical certificates
2) Return to Work and Medical Status

reports
3) Worker's Compensation reports
4) Miscellaneous, e.g., environmental

chamber clearance, blood pressure
records, radiation exposure forms,
chemical profiles, etc.

(h) Visual records (including visual screening
tests, laser exams, and tonometry tests)

(i) Audiometric records
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SECTION B
INDEX 6-01
PAGE 3 OF 12
ISSUED 12/88

(j) Medical examinations:

1) Periodic and international
assignments

2) Occupational History sheet
3) Employment examinations

(k) Immunization record
(1) Dependent examinations for international

assignments
(m) Voluntary Health Assessment (most recent

on top) :

1) Computer answer sheet
2) VHA data sheet
3) Risk profile summary
4) Laboratory report
5) ECG tracings and reports
6) Other VHA data, e.g.. X-ray report

when done

(n) Correspondence, third party letters,
appropriate medical releases attached

b. Medical Record Review/Coding: Each medical record
should be reviewed after any medical activity:

(1) Significant medical conditions and permanent
work restrictions are coded in accordance with
the guidelines in Index B6-02 and entered onto
the medical system. After anv data change, a
new Medical Summary Information sheet (MSI) is
generated locally and filed in the medical
chart

(2) Temporary work restrictions are recorded on the
Medical History sheet

(3) The Medical Status and Summary Report (MSSR)
(see Forms Manual) is used to advise the
employee and management of:

(a) Permanent work restrictions
(b) Temporary work restrictions

(4) Medical Records Activity listing: Each record
is to be handled as indicated on the monthly
activity listing sent from Sterling Forest:

(a) Deletions are to be sent to the new
medical department within two weeks:

1) Medical record
2) X-rays
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SECTION B
INDEX 6-01
PAGE 7 OF 12
ISSUED 12/88

Corrections - medical data:

(1) When an employee (or his/her designee)
questions the accuracy or reliability of data
contained in their record or misuse of any
medical data, the medical record must be
reviewed

(2) When erroneous material is found, IBM medical
records are not to be purged. Incorrect items
are left intact; however, the error must be
noted and a correction statement recorded on
the appropriate file

(3) If it is determined that information obtained
from a third party about an employee is
erroneous or allegedly erroneous then IBM will
make corrections and amendments provided that
the third party documents the inaccuracy. IBM
will also provide the individual with the
opportunity to present supplemental information
for inclusion in the medical record, provided
that the source of the supplemental information
is also included in the record, in an effort to
highlight incorrect or incomplete information

(4) When no- errors are found:

(a) The employee will be so informed and given
the reasons for IBM position

(b) When appropriate, further review will be
provided through the IBM medical
organization or outside consultants

(c) The employee must be permitted to file a
statement of the reason for disagreement
and such statements must be carried in any
subsequent disclosure of the information

(d) IBM medical department will include in the
medical record a statement of the reason
for the refusal to correct

(5) When a correction or a notation of dispute is
made and a statement of disagreement is taken,
it is required that the correction, amendment,
or statement of disagreement be furnished to
any person specifically designated by the
individual to whom we have previously disclosed
the inaccurate, incomplete, or disputed
information
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SECTION B
INDEX 6-01
PAGE 8 OF 12
ISSUED 12/8a

Medical information:

(1) Required by IBM - Employees are required to
provide medical information to IBM medical
departments when the company has a need for
such information in order to carry out its
policies regarding job assignments, benefits,
absenteeism, international assignments,
security, safety, worker's compensation, etc.

(2) Identifiable medical information about an
employee obtained for business purposes cannot
be used or made available for other purposes
without the individual's consent except as
required by law such as OSHA 29CPR 1910.20 (see
reference manual)

(3) Where confidential medical advice is sought and
there is no work performance impact and the law
permits, medical is not obligated to notify
management that the employee has a medical
condition

(4) Employee work restrictions both permanent and
temporary will be provided to managers,
personnel, and employees using the Medical
Summary and Status Report form (MSSR)

(5) The IBM medical department must be sensitive
concerning handling confidential medical
information about non-IBM individuals:

(a) The IBM medical department may require
certain medical information concerning the
employee's family members involved in
international assignments so that
administrative recommendations can be made
to management:

1) It is the responsibility of the
employee and his or her family
members to provide the required
information to the IBM medical
department

2) Medical departments must ensure that
medical information regarding an
adult nonemployee and certain
information concerning minors be
restricted to the individuals
concerned

(b) As outlined under the international
assignment transfer instructions, an
employee and family members (of legal age)
may individually be given medical
summaries of their individual medical
status (see Index Bl-07)
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SECTION B
INDEX 6-01
PAGE 9 OF 12
ISSUED 12/88

(6) Personal physician contact:

(a) The Employee Authorization for Release of
Medical Information to IBM form must be
utilized when there is a need to contact
an employee's personal physician (see
Forms Manual)

(b) The 10-Day Medical Certificate is to be
transmitted directly from the employee or
their personal physician to the medical
department (see Forms Manual)

(c) Unsolicited information from an employee's
personal physician should be used with
discretion within IBM:

1) It is presumed that the sender has
been given permission to release this
information and that he/she may be

questioned by IBM for clarification
of the information received

2) Situations wherein the personal
physician may also be an IBM contract
physician require additional
sensitivity

(d) When managers require verification of
facts related to cases with medical
implications, (i.e., verifying private
clinic or physician visits, etc.) they
should request that the employee have the
appropriate information sent to the
medical department for interpretation,
managers should:

1) Recognize that IBM standards
concerning confidentiality may result
in delay in the resolution of some
problems

2) The employee should be informed by
management as to the reason for

requesting the information

h. Release of medical information by IBM medical
department :

(1) An Employee Authorization for Release of
Medical Information by IBM form is required
before confidential information is released
(see Forms Manual):
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INDEX 6-01
PAGE iO OF 12
ISSUED 12/88

(a) To third parties
(b) Insurance companies (including IBM's own

carriers, with the exception of the
Worker's Compensation carrier)

(2) An authorization for release is not required in
certain circumstances:

(a) Any section of an employee's medical file

pertinent to a worker's compensation issue
may be given to the IBM's worker's
compensation insurance carrier. If there
is any question related to pertinent
information, IBM legal counsel should be

sought
(b) Handicapped or veterans programs: For

certain government programs regarding the

handicapped, veterans, or others, the law
may require the release of data to
appropriate IBM personnel or governmental
agencies. If individual identification is

requested, IBM legal counsel should be
contacted for advice and counsel

(c) Medical Disability Income Plan (MDIP) :

1) The administration of the MDIP
necessitates divulging limited,
confidential medical information to
the IBM MDI Panel

2) Medical confidentiality is maintained
through the final levels of decision-
making at which time an IBM physician
is available to release and interpret
only that confidential material
necessary for a decision

(d) Second injury: In some states the law
allows the insurance carrier to request an
IBM employee's medical folder in an effort
to establish the presence of a second

injury. A release need not be obtained
from the employee in these situations.
Consultation with IBM legal counsel is

appropriate
(e) NIOSH, OSHA, or other public health and

regulatory agencies:
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SECTION B
INDEX 6-01
PAGE 11 OF 12

ISSUED 12/88

1) May have a legal right to
confidential material with group or
at times individual identification

2) Under certain conditions these

agencies may have a legal right to

request such information
3) Medical departments should advise

their U.S. medical director of any
such requests

4) Medical departments should ask IBM

legal counsel for clarification of

legal requirements (see Reference
Manual for Access to Employee
Exposure and Medical record 29 CFR
Part 1910)

(3) International assignments medical records: As

outlined in Index Bl-07, under the
international assignment transfer instructions,
an employee and family members (of legal age)

may be given medical summaries of their own,
individual status

(4) Voluntary Health Assessment—printouts:
Employees requesting a copy of their VHA

printout will be provided with one • •

(5) Medical personnel/management review meetings:
IBM health professionals should not release
confidential medical information during
meetings with management and/or personnel
without the prior consent of the employee

(6) Hazardous or complex situations and cases:

There are situations where physical or
emotional health problems (e.g., diabetics,

epileptics or severely disabled employees)
require special steps to be taken to protect
the individual, coworkers and the company

(a) The employee should be advised that the
medical department will release a minimum
amount of medical information so that

appropriate instruction can be given to

managers or first-aid teams for assisting
' the employee in an emergency situation
(b) The medical confidentiality aspect of the

IBM programs regarding drug and alcohol
abuse should be explained to affected

applicants and employees (see Indexes
B3-01 and B3-02 regarding alcohol and drug
abuse)
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INDEX 6-01
PAGE 12 OF 12
ISSUED 12/88

i. Some legal requirements pertaining to medical
records :

(1) Most state laws provide that a physician or
nurse shall not disclose confidential
information concerning their patient unless the
patient has waived their privilege:

(a) By instituting a personal injury action in
which the person's physical or mental
condition is affirmatively put in issue,
the person bringing the action may waive
the privilege they might otherwise have
had relative to the physical or mental
condition

(b) Where the employee has made their medical
condition an issue in a complaint (claim)
an IBM attorney, or an attorney retained
by IBM, or by IBM's insurance carrier, or
the court's attorney, is privileged to
review IBM employee medical records
without a release of medical information
from the employee:

1) Medical information to be disclosed
would involve only that medical data
pertinent to the complaint

2) IBM medical personnel should review
the medical file with the appropriate
IBM attorney in order to determine
what is pertinent and what materials
will be made available to other
attorney (s)

3) Documentation fronc the IBM legal
department on what materials will be
made available should be obtained and
filed in the medical record

4) IBM has an obligation not to disclose
confidential information in the IBM
medical record except when required
by law or if there is an overriding
public health consideration

5) IBM, the employer, is entitled to
counsel about the medical fitness of
individuals in relation to work but
is not entitled to diagnosis or
details of a specific nature

j. Use of tape records: Tape recorders or other similar
recording devices are not to be used in IBM medical
departments to record interviews with employees,
managers, health professionals, or others. Any
exception to this rule requires the prior clearance
from the corporate director of health and safety
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SECTION B
INDEX 6-06
PAGE 1 OF 4

ISSUED 4/90

EMPLOYEE ACCESS TO MEDICAL RECORDS

PURPOSE: To provide guidelines for adhering to IBM's
policies, assure compliance with legal requirements,
and assure equal treatment of IBM employees (or
former employees) regarding access to medical
records

PRACTICE:

a. Employees are notified of OSHA access to medical
records rules under 29 CFR 1910.20 by bulletin board
notice. Generally, all employees are allowed access
to their medical records although all employees may
not be strictly covered by the OSHA access rules
(see 3.F. (1) and 3. A. (4) )

b. IBM medical personnel should be familiar with OSHA
regulations and should consult with site legal or
IBM US medical regarding definition of medical
records, or questions related to exposure, potential
harm, administrative matters or state and local laws

c. "Employee medical record" "means a record concerning
the health status of an employee which is made or
maintained by an IBM medical department or IBM
designated physician, nurse, or other health care
provider. Employee medical record includes:

(1) Medical and employment questionnaires or
histories (including description of the job as
it relates to the medical condition and
occupational exposures)

(2) The results of medical examinations
(pre-employment, pre-assignment , periodic, or

episodic) and laboratory tests (including X-ray
examinations and all biological monitoring)

(3) Medical opinions, diagnoses, progress notes,
and recommendations

(4) Descriptions of treatments and prescriptions
(5) Employee medical complaints
(6) Third party medical information

Employee medical record does not include:

(1) Records concerning health insurance claims if
maintained separately from the employer's
medical program and its records, and not
accessible to the employer by employee name or
other direct personal identifier (e.g., social
security number, payroll number, etc.), or

(2) Records concerning voluntary employee
assistance programs (alcohol, drug abuse, or
personal counseling programs) if maintained
separately from the employer's medical program
and its records
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ISSUED 4/90

(3) Non-medical information contained in the
medical record; i.e., information that does not
relate specifically to the health status of the
individual can be redacted after consultation
with legal.

The medical department is made aware that an

employee is requesting access to his/her medical
record in the following ways:

(1) Written or oral request by the employee
(2) Notification by the employee's manager
(3) Written request by the employee's attorney,

designated representative, or personal
physician

(4) Other legal documents such as a subpoena or
court order

3. PROCESS:

Appropriate IBM legal adv.ice should be obtained as

necessary
The medical record is all of the information that
relates to the health status of the employee (refer
to 2.C. above)
Unless otherwise required by law (see section g) the
medical staff shall within 15 working days of the
date of the request:

(1) Review the record with the employee. However,
if the employee does not want to review the
medical record with the health care

professional he or she is not required to do
so

(2) Offer the employee a copy of the entire or

portion of the medical record

Employee written or oral request to review the
medical record or receive a copy of the medical
record:

(1) Ask the employee to complete the Employee
Records Request form (see Forms Manual)

(2) Make an appointment for the employee to see a

physician or the managing nurse to review the

medical record and/or receive copies of the

requested portion of the medical record.

(3) File the medical department copy of the

Employee Records Request Form in the employee's
medical chart

(4) Complete the Medical Record Request Leg
assigning each entry a consecutive case number

(see Forms Manual)
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e. Notification of employee's request to review their
medical record by the employee's manager:

(1) Ask the manager to initiate the Employee
Records Request Form

(2) Make an appointment for the employee to see a

physician or the managing nurse to review the
medical record and/or receive copies of their
medical record

(3) File the medical department copy of the

Employee Records Request Form in the employee's
record

(4) Log the transaction on the Medical Record
Request Log

f. Written request from the employee to release medical
records to their attorney, designated
representative, or personal physician:

(1) Medical information will be released to a

designated representative other tlian the

employee's attorney or personal physician only
when required by law. Consult as appropriate
with legal and IBM medical directors.

(2) The request must be accompanied by a signed,
witnessed Release of Information form from the
employee (see forms manual)

(3) Copy the medical record or portion of the
mecJical record requested and mail the copy to
the designated address by registered mail
return receipt requested

(4) Maintain a copy of the Release of Information
form in the employee's medical record and when
the return receipt is received, file it in the
employee's medical record

(5) Make the appropriate entry on the Medical
Record Request Log

g. Legal document requiring production of an employee's
medical record (such as subpoena or other legal
document) :

(1) Consult with IBM legal regarding the
appropriate method of response and possible
notification of the employee. The legal
department has the responsibility to respond to
medical department requests to review subpoenas
and evaluate medical records and to determine
from a legal point of view how and with what
information the medical department will respond
to subpoenas.

(2) Copy the requested portions of the medical
record

(3) Mail to the designated address by registered
mail and return receipt requested

06 -V



346

SECTION B
INDEX 6-06
PAGE 4 OF 4

ISSUED 4/90

(4) File a copy of the legal document in employee's
chart as well as the return receipt

(5) Make the appropriate entry on the Medical
Records Request Log

(6) Consult as appropriate with your managing
physician or IBM US medical directors

h. Managing information that could be harmful to the
employee, co-worker, or family member:

(1) Consult with IBM legal regarding the
appropriate method of response.

(2) Copy the requested portion of the medical
record, redacting the harmful information
before giving it to the employee

(3) Inform the employee that information has been
redacted

(4) If the employee still requests the information
which you have redacted and you have serious
concerns for safety or well being, immediately
consult with IBM legal and your IBM US medical
director. Information will only be released if

required by law
(5) If the information is required by law to be

released, obtain a signed, witnessed release of
information form from the employee to release
the information to their designated
representative (usually their attorney or
private physician)

(6) This should be done even with the knov;ledge
that the employee's representative may release
the information to the employee

i. Handling third party medical information (ref.
2.C. (6)

(1) New release forms (ZM04-8086 revision level 7

and above) for third party information will
alert outsiders to IBM's policy on access to
medical records; therefore material submitted
in response to this form may be released to
employees or their designated representative

(2) In the case of material received pursuant to
old releases, (ZM04-8086 up to and including
revision level 6) the information should be
withheld unless it is required by law to

provide it. Legal advice should be obtained in
this situation

(3) Drug and alcohol information labeled under
42 CFR, part 2, is confidential and may not be
released to outside third parties unless proper
releases (ZM04-8106) are completed by the
employee

060 - V
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EXHIBIT 1

ISSUED 12/8S

ACCESS TO EMPLOYEE EXPOSURE AND MEDICAL RECORDS

In accordance with Occupational Safety and Health Administration

regulation 29 CFR 1910.20, employees exposed to toxic substances
such as those listed in the NIOSH Registry of Toxic Effects of
Chemical Substances, or to harmful physical agents such as extreme
noise, vibrations, etc., may have access to th.^ir company-
maintained exposure and medical records.

IBM has a comprehensive health and safety program and our health
and safety record reflects a continuing commitment to the well

being of all employees. An ongoing monitoring program is in effect
for all work areas with potential operator exposures to harmful
substances or physical agents. The industrial hygiene or medical

department maintains copies of the employee exposure records

required by 29 CFR 1910.20, and you can contact your manager to

obtain copies of your records.

The IBM medical department is responsible for maintaining employee
medical records and shall, upon request, provide information from
or copies of medical records, and will be able to answer any
questions you might have regarding this regulation.

The medical/safety department will make readily available to you a

copy of 29 CFR 1910.20 and its appendices.
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Mr. CoNDiT. Mr. Bolan.

STATEMENT OF ROBERT S. BOLAN, CHAIRMAN, MEDIC ALERT
FOUNDATION INTERNATIONAL, TURLOCK, CA

Mr. BoLAN. Mr. Chairman and members of the subcommittee, I

am Robert Bolan, vice chairman of the board of directors of Medic
Alert Foundation United States in which I serve as a volunteer.

And I am the full-time employee of a medical specialty society serv-

ing as executive director, so I am sort of both on the patient and
provider side of health information at the same time.

With me today seated in the audience is Dr. Richard Wilbur, who
is president and CEO of Medic Alert Foundation, United States

and Medic Alert International.

On behalf of Medic Alert, I am pleased to testify today on the

Fair Health Information Practices Act of 1994. Medic Alert strongly
supports a uniform national bill for privacy protection.
We appreciate H.R. 4077 and urge rapid work and passage. The

issue of personal health information is one in which Medic Alert

has intimate knowledge. It has been our mission to use such infor-

mation to protect and save lives for nearly 40 years.
Medic Alert Foundation United States is a nonprofit medical in-

formation service established in 1956. The Medic Alert emblem rep-
resents an internationally recognized emergency information net-

work providing critical patient information anywhere in the world,
24 hours a day.
Medic Alert protection is a recommended part of the preventative

health care plan for the estimated 25 percent of Americans with
hidden medical conditions such as hypertension, heart conditions,
medication allergies, diabetes or any one of 200 other conditions

which could seriously affect diagnosis and treatment in a medical

emergency.
In addition, the Medic Alert system serves to maintain records

if the patient desires such, as with advanced directives, and there

was some recent research published indicating that advance direc-

tives can save approximately two-thirds of the cost of care, in many
instances.

Medic Alert speaks for 2.4 million members in the United States

and 4 million members worldwide when they are disoriented, un-

conscious, too young or otherwise unable to explain their medical
conditions. Medic Alert service starts with a neck or wrist emblem,
custom engraved with summarized critical medical facts and a 24-

hour telephone hot line number enabling emergency responders to

begin treatment immediately.
By accessing Medic Alert's emergency line, first responders re-

ceive vital details from the member's computerized record, includ-

ing conditions, medications, allergies, physician, pharmacy, family
contacts, information that has helped avoid life-threatening com-

plications and even death. The key to most of Medic Alert's medical
information service is that patients act in their own interest to re-

quest that the information be held and used by Medic Alert,

Medic Alert has always been highly protective of the privacy and

confidentiality of patient information. Our U.S. information data
base of 2.4 million patient records is closed to outside business in-
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terests and exists solely in direct relationship with and solely for

the benefit of the private citizen patient.
The sole purpose of this data base is to provide emergency infor-

mation about individuals to qualified health professionals and first

responders to aid in emergency treatment or to locate the patient's

physician or family. Members names are not engraved on our em-
blems. Information is only accessed by using member identification

numbers.
These identification numbers are unique. They are not social se-

<;urity numbers and are neither publicized nor released to those

outside of Medic Alert. The collect-call emergency response center

phone number is published on Medic Alert emblems for emergency
use only.

Callers are required to submit their name, title, facility, and

phone numbers for verification purposes and if in doubt, emergency
response center personnel verify a callers identity prior to releasing
confidential medical data.

Medic Alert supports legislation on privacy and confidentiality
that puts severe restrictions on the type and amount of medical in-

formation that is available by online data transmission or other-

wise to anyone other than qualified medical personnel and then

only with full disclosure to and consent of the patient.
We support legislation that allows an individual to govern the

manner in which his or her private information is maintained,
transmitted or otherwise handled. Medic Alert advocates the use of

private nonprofit nongovernmental services designed in the best in-

terest of the individual for the maintenance of private medical in-

formation.
As an example of patients' keen interest in how their medical in-

formation is maintained, approximately 10,000 patients of Medic
Alert's data base have requested that one or more of their medical
conditions not be engraved on their emblem nor listed in their wal-

let cards. Conditions such as Alzheimers disease and epilepsy are

perceived by these patients to carry a social stigma, perhaps caus-

ing employment difficulties, and as a result they request that body
worn or carried identification not associate them with their condi-

tion.

These patients have, however, authorized the release of their

medical conditions to medical personnel in an emergency. Under
this authorization. Medic Alert releases patients' medical informa-
tion following the established confidentiality protocol.

I would like to comment briefiy
—there is more in our written

statement—on our relationship with the Shiley heart valve pro-

gram. The confidential medical information on Medic Alert's data
base is not only patient authorized but patient disclosed.

Only in the case of Medic Alert's heart valve program is that in-

formation not always obtained directly from the patient. Medic
Alert Foundation U.S. operates under a grant from Shiley Inc., of

Irvine, CA, to locate and contact approximately 33,000 patients
who received implanted 60- and 70-degree Biork-Shiley Convexo-
Concave mechanical heart valves in the United States and Canada.
The purpose of Shiley's program with Medic Alert is to be able

to provide important information to patients should the need arise.

Patient-specific information including addresses and implant device
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information, social security number, date of birth and names and
addresses of physicians and surgeons are retrieved from several

sources. The protocol is described in the testimony.
A majority of contacted Shiley heart valve recipients have chosen

to become members of Medic Alert's ID service once they learned

about the service. Medical information is only exchanged between
the heart valve program and Medic Alert's data base upon author-

ization by the patient, but there is an exchange of information be-

tween the two subdata bases.

Because of our experience in assisting emergency medical care.
Medic Alert offers the following issues for your consideration: First,

the release of personal medical information should be treated dif-

ferently in emergency situations. And you have done that in section

126 of H.R. 4077.

We encourage the insertion of a clause into that section to pro-
tect individuals who, acting in an emergency in good faith and in

accordance with a patient's expressed desires, releases personal
medical information.

Second, as an organization with worldwide membership and U.S.

members who travel abroad, we also encourage the inclusion of sec-

tion 152(b)(2) permitting access to protected medical information

outside of the United States to alleviate emergency circumstances.

While we support the protection of private medical information, we

encourage the subcommittee to exempt emergency circumstances
from the restrictions provided in section 152. Americans traveling
abroad can only be assured Medic Alert protection if emergency re-

sponders are able to access information from Medic Alert's USA
data base.

In conclusion, Medic Alert is currently the largest information

data bank of patient-supplied medical information in the world.

Medic Alert employs about 150 individuals in Turlock, CA. It has
been estimated that Medic Alert helped avert tragedy in over

200,000 medical emergencies since the foundation's inception.

Speed of delivery is crucial for emergency treatment. The emer-

gency room or trauma scene is a diagnostic epicenter where lives

are won or lost by seconds. Emergency physicians and paramedics
walk a tightrope between protecting a patient's right to privacy and

accessing private medical information when he or she is unable to

authorize disclosure.

Medic Alert has grappled with this privacy issue since 1956.

When in doubt, we will always err on the side of saving a life.

On behalf of Medic Alert, I would like to thank you for the oppor-

tunity to address this multifaceted issue. Establishing fair prac-
tices with regard to private medical information will help protect

consumers, who are also our members.
We look forward to serving as a resource as this legislation is in-

tegrated into overall health care reform, and we appreciate your
initiative in introducing and pursuing the legislation. We believe it

should be enacted promptly.
Mr. CoNDiT. We appreciate your participation and we appreciate,

Dr. Wilbur for being here today as well.

[The prepared statement of Mr. Bolan follows:]
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INTRODUCTION

Mr. Chairman and Members of the Subcommittee, I am Robert Bolan, Vice Chairman

of the Board of Directors of Medic Alert Foundation United States. With me today is

Richard Wilbur, MD, JD, who is President and CEO of Medic Alert Foundation U.S. and

Medic Alert Foundation International. On behalf of Medic Alert, I am pleased to testify

today on the Fair Health Information Practices Act of 1994. Medic Alert strongly supports a

uniform national bill for privacy protection. The issue of personal health information is one

in which Medic Alert has intimate knowledge. It has been our mission to use such

information to protect and save lives for nearly 40 years.

Medic Alert Foundation U.S. is a nonprofit medical identification service established

in 1956. The Medic Alert emblem represents an internationally recognized emergency

information network providing critical patient information anywhere in the world, 24 hours a

day. Medic Alert protection is a recommended part of the preventative healthcare plan for

the estimated 25% of Americans with hidden medical conditions such as hypertension, heart

conditions, medication allergies, diabetes or one of 200 other conditions which could

seriously affect diagnosis and treatment in an emergency. Medic Alert speaks for 2.4 million

members in the U.S. and 4 million members worldwide when they are disoriented,

unconscious, too young, or otherwise unable to explain their medical conditions.

Medic Alert's service starts with a neck or wrist emblem custom engraved with

summarized critical medical facts and a 24-hour telephone hot line number, enabling

emergency responders to begin treatment immediately. By accessing Medic Alert's

emergency line, first responders receive vital details from the member's computerized record

including conditions, medications, allergies, physician, pharmacy and family contacts —
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information that has helped avoid life threatening complications and even death. Wallet cards

are also supplied which augment the engraved emblem with additional information such as

individuals to contact and medications.

Confidentiality of Medical Information

Medic Alert has always been highly protective of the privacy and confidentiality of

patient information. Our U.S. information database of more than 2 million patient records is

closed to outside business interests and exists solely through the direct relationship with, and

solely for the benefit of, the private citizen-patient. The sole purpose of this database is to

provide emergency information about individuals to qualified health professionals and first

responders to aid in emergency treatment or to locate the patient's physician or family.

Members' names are not engraved on our emblems; information is only accessed by using

member identification numbers. These identification numbers are unique and are neither

publicized nor released to those outside of Medic Alert. The collect-call Emergency Response

Center phone number is published on Medic Alert emblems for emergency use only. Callers

are required to submit their name, title, facility and phone number for verification purposes,

and if in doubt. Emergency Response Center personnel verify a caller's identity prior to

releasing confidential medical data. As expanding technology enables us to increase the speed

by which we transmit data, we strive to incorporate safeguards to protect sensitive patient

information. We are building special confidentiality safeguards into our new faxing program

prior to transmitting medical data electronically in emergencies. Our new physician

notification program encourages physicians to verify the accuracy of their patients' medical

information held on our database system. In summary, the Board of Directors and staff of

Medic Alert pledge to uphold a bond with its membership that assures privacy and

confidentiality in the operation of its central patient-record database.

Medic Alert supports legislation on privacy and confidentiality that puts severe

restrictions on the amount and type of personal medical information that is available, by on-

line data transmission or otherwise, to anyone other than qualified medical personnel and
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then only with full disclosure to, and consent of, the patient. We support legislation that

allows an individual to govern the manner in which his or her private information is

maintained, transmitted, or otherwise handled. We further support legislation that protects

professional medical personnel from data exploitation by other parties.

Medic Alert advocates the use of private, non-profit, non-governmental services,

designed in the best interests of the individual for the maintenance of private medical

information. The private citizen's personal medical information should not be public

knowledge.

Special Circumstances

Approximately 10,000 patients on Medic Alert's database have requested that one or

more of their medical conditions not be engraved on their emblem nor listed on their wallet

card. Conditions such as Alzheimers disease and epilepsy are perceived by these patients to

carry a social stigma and as a result they request that body-worn or carried identification not

associate them with their condition. These patients have however, authorized the release of

their medical conditions to medical personnel in an emergency. Under this authorization.

Medic Alert releases patients' medical information following the established confidentiality

protocol.

Shiley Heart Valve Program

The confidential medical information on Medic Alert's database is not only patient-

authorized, but patient-disclosed. Only in the case of Medic Alert's Heart Valve Program

(HVP), is that information not always obtained directly from the patient.

Medic Alert Foundation U.S. operates under a grant from Shiley Inc., Irvine,

California, to locate and contact an estimated 32,933 patients who received implanted 60 and

70 degree Bjork-Shiley Convexo-Concave mechanical heart valves in the U.S. and Canada.



355

4

The purpose of Shiley's program with Medic Alert is to be able to provide important

information to patients should the need arise. Patient-specific information, including

addresses, implant device information, social security number, date of birth, and names and

addresses of physicians and surgeons are retrieved from several sources. These sources

include Shiley implant cards, hospital, surgeon or physician research reports, the list of

individuals who responded to the Bowling class action settlement notice, and from patients

themselves.

The implanting surgeon or treating physician is contacted first under a protocol agreed

upon by Shiley and the Food and Drug Administration in 1991. Once a patient has been

located. Medic Alert's Heart Valve Program (HVP) staff communicate directly with the

patient by phone or mail. Update letters are sent which advise the patient of current

information on file and request the patient to correct or provide information needed; thereby

patients are apprised of all information in their files. However, if a physician informs Medic

Alert's HVP staff not to communicate with the patient, all communications are sent directly

to the physician for as long as the patient is believed to be living. Patient communication is

handled similarly when it is confirmed that a physician's office is tracking an implanted

patient. If contact cannot be made through a physician, the database services of TRW,

EQUIFAX and the mail forwarding services of the Social Security Administration have been

used. For patients with known social security numbers, the National Death Index and Social

Security Administration Death Master File have been used to determine if the patient is still

living.

A majority of contacted Shiley heart valve recipients have chosen to become members

of Medic Alert's ID service. Medical information is only exchanged between the HVP

Program and Medic Alert's database upon authorization from the patient.

Discreet medical information is held strictly confidential and secured on a

computerized database with safeguards to protect patient identity. Patient identity is never

released to outside parties; Shiley is only provided with identification numbers and valve
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numbers. Patient names are not released to Shiley.

Specific Concerns

Because of our experience in assisting emergency medical care. Medic Alert offers

the following issues for your consideration. First, the release of personal medical information

should be treated differently in emergency situations. We encourage the insertion of a clause

into section 126 of HR 4077 to protect individuals who, acting in an emergency, in good

faith release personal medical information into the wrong hands.

Second, as an organization with membership worldwide and U.S. members who travel

abroad, we also encourage the inclusion of Section 152 (b) Exceptions (2) permitting access

to protected medical information outside of the United States to alleviate emergency

circumstances. While we support the protection of private medical information, we encourage

the Subcommittee to exempt emergency circumstances from the restrictions provided in

Section 152. Americans traveling abroad can only be assured Medic Alert protection if

emergency responders are able to access information from Medic Alert's stateside database.

CONCLUSION

Medic Alert is currently the largest information data bank of patient-supplied medical

information in the world. It has been estimated that Medic Alert helped avert tragedy in over

207,000 medical emergencies since the Foundation's inception. Speed of delivery is crucial

for emergency treatment. The emergency room or trauma scene is a diagnostic epicenter

where lives are won or lost by seconds. Emergency physicians and paramedics walk a

tightrope between protecting a patient's right to privacy and accessing private medical

information when he or she is unable to authorize disclosure. Medic Alert has grappled with

this privacy issue since 1956 and although 100-percent confidentiality cannot be guaranteed,

we will always err on the side of saving a life.
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On behalf of Medic Alert, I would like to thank you for the opportunity to address

this multifaceted issue. Establishing fair practices with regard to private medical information

will help protect consumers, who are also our members. We look forward to serving as a

resource as this legislation is integrated into overall healthcare reform. Thank you.
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Mr, CONDIT. Professor Schwartz.

STATEMENT OF PAUL SCHWARTZ, ASSOCIATE PROFESSOR OF
LAW, UNIVERSITY OF ARKANSAS LAW SCHOOL, FAYETTE-
VILLE,AR
Mr. Schwartz. Thank you, Mr. Chairman and members of the

committee for the opportunity to talk with you today about medical

privacy. I am Paul Schwartz; I am an associate professor of law at
the University of Arkansas in Fayetteville, and my area of exper-
tise is data protection law with an emphasis on international is-

sues.

I would like to do three things today. First, I want to first briefly
describe the inadequacy of the current legal regulation of health
care information. Then I would like to discuss with you some im-

portant developments in Europe.
Finally, I would like to argue that there is a need not only for

Representative Condit's bill for fair information practices but pas-
sage of a bill creating a national data protection board.

I can also say that since I am from Arkansas and I am here
under oath, I would be glad to answer any questions that you
might have about our basketball team.

Let me begin by talking about the inadequacy of current medical
data protection in the United States. I think I have some examples
that I can give you that will indicate this inadequacy.
The first example are the kinds of mailing lists that are cur-

rently for sale in the United States. If you wanted to go out today
you could buy a list of 5 million elderly, incontinent women. You
could buy a list of 6 million allergy sufferers or 67,000 people with

epilepsy.
Another example of the inadequacy of the current legal regula-

tion of medical privacy is the fact that we now have more Federal

privacy protection for the videos that we rent than for our medical
records. To give you another example, the best Federal medical

protection in the United States is for alcohol or drug abusers in

federally funded programs. But if you are an alcohol or a drug
abuser and you are not in a federally funded program, you are not

going to get very good protection for your health care information.
And if you are not an alcohol or drug abuser and you are not in

a federally funded program, you are also not going to get very good
Federal protection.

My final example that I would like to share with you of the inad-

equacy of the current regulation is the kind of blanket disclosures
that are used to justify release of medical information. In medical
law in general, we have a notion of "informed consent." Informed
consent is a very important legal notion and it exists before the
doctor can treat you, before he can touch your body.
Informed consent is also required before a doctor or a service

payer or a hospital can do anything with your medical information.
But what has happened under the current system is that instead
of having informed consent, we have "blanket consent." Blanket
disclosure releases are now used. Consumers sign broad blanket
disclosures and these forms are used to justify the use of their data
all over the map.
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I would like now to talk about the kinds of Federal regulations
we have and the kinds of State regulations we currently have. The
problem with the Federal regulations is that they are either for in-

formation that is in Federal control and Federal hands, and then

we have some constitutional protection and we have some protec-
tion under the Privacy Act, or they are for certain kinds of narrow
sectors.

The problem is that most medical information is not in Federal

hands, in Federal control, and most medical information is not in

the kind of narrow sectors that are covered. So for example, we do

have Federal medical protection for social security records and we
do have it for alcohol or drug abuse patients in Federal clinics, but
most medical data are not going to be covered by this Federal pro-
tection.

What happens on the State level? On the State level, we have
a patchwork of laws and there are weaknesses in all of these legal

approaches. But even more importantly, is there is a need now for

uniform regulation. If we go from State to State, we are going to

find that there is a great difference in the kind of regulation that
is provided, but health data now flow from State to State and this

is because we have insurers who are located in different States. For

example, for the University of Arkansas in Fayetteville, our insurer
is located in Memphis, TN.

Ajiother reason why health data flow from State to State is we
have HMO's and regional health care alliances located in a number
of States.

Finally, we are moving to a situation where we are going to have

regional health care organizations located in several States. The
Clinton health bill proposes a national data network of health care

information, so we are going to go from a situation where we have
data flowing within a few States, to an national data network. And
as a result of this interstate flow of health care information, we
need a Federal response. We need that Federal response now.
When the system goes online, we need to have the protections in

place and not in 3 years, not in 4 years and not in 5 years. The
same way if you build a super highway, and you are going to have
cars driving down it, we are not going to wait to paint the lines

down the road, we are not going to put up the signs of where peo-

ple can get off in 3 or 4 or 5 years. We need those protections now
when the system is created.

Second, I would like to talk about some important international

developments. European laws offer good protections in the area of

medical privacy. There is another issue here; it is not only that the

European laws do a good job in Europe, but inadequate protection
of medical data in the United States can lead to the blocking of the
transfer of personal data from Europe to the United States.

European protection within individual nations now takes place

through data protection laws, omnibus laws that are then backed

up by sectoral measures. And in general, there is a high level of

protection in Europe for medical privacy.
But there are also important European-wide developments that

I would like to talk to you about. The first one is an European-wide
treaty, a Convention of the Council of Europe dealing with data

protection law. That treaty allows European nations to block the
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transfer of data from Europe to third countries, including the Unit-
ed States.

The critical language is if the third country does not offer "equiv-
alent protection," the European country can block the transfer.
This same approach is taken under a draft directive of the Com-
mission of the European Union which also allows transfers to be
blocked to third countries.

Moreover, if you look at national laws in Europe, they also allow
transfers of data to be blocked to countries that do not have ade-

quate protection. An example of that is in the Federal Grerman
Data Protection Laws, sections 17 and 28.

What does all this mean? There are a number of United States

companies that will be affected by these kinds of provisions in Eu-
ropean laws that allow for transfers of data to be blocked.

I would like to talk about three kinds of companies in the United
States that will be affected. The first kind of corporation or com-

pany is the international corporation located in many countries

throughout the world that needs to send employee records back to

the United States.

Another kind of American company that would be affected by the

inadequate protection of medical privacy in this country are the

pharmaceutical companies. Pharmaceutical companies in the Unit-
ed States must now carry out international drug studies so that
their products can be approved not only in the United States but

throughout the world. And this research might be hampered by the

inadequate protection for medical privacy in this country.
Finally, the third corporation, the third American business that

can be affected by our inadequate protection for health care infor-

mation, is in the information processing sector. U.S. companies now
compete globally for information processing contracts and many of
these contracts involve the processing of health care information.

U.S. companies will be at a competitive disadvantage unless we
improve the protection for health care information within this

country. It makes good business sense for the United States to in-

stitute Federal measures of data protection for health care informa-
tion.

Finally, the last area that I would like to talk about is the need
for a Federal board to carry out data protection oversight. I would
like to add that there is such a bill now before the Senate which
has been introduced by Senator Paul Simon.
The reason for independent governmental oversight is our need

for institutional expertise to monitor change in technology and in

data processing practices. We also need a government agency that
is available to assist the legislature, the citizens and the business

community in understanding the implications of these data protec-
tion practices.

I can also tell you that almost all other western countries now
have such an independent data protection board. And the world's

data protection commissioners now meet on a regular basis.

This discussion of international data protection concerns goes on

today without substantial American involvement, and the creation

of such a data protection board would increase and improve Amer-
ican participation in this debate.
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I urge passage of Representative Condit's bill to create fair infor-

mation practices for health care information, and I urge the pas-

sage of a bill to create a U.S. Data Protection Board.

Thank you, Mr. Chairman.

[The prepared statement of Mr. Schwartz follows:]
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Mr. Chairman and members of the Committee, thank you for the

opportunity to testify regarding the privacy of health care

information.

I am an Associate Professor of Law at the University of

Arkansas School of Law, Fayetteville. Currently, I am one of the

investigators preparing a formal evaluation of American data

protection law for the Commission of the European Community

(Brussels) .

I have published and lectured on issues concerning computers

and privacy in the United States and Europe. In 1989, I was the

first American to address the Annual International Meeting of

Data Protection Commissioners at a conference held in the French

Senate, Paris, France. My scholarship and essays have appeared

in such periodicals as the Columbia Law Review, Hastings Law

Journal, American Journal of Comparative Law, and the Partisan

Review.

We meet today at an critical moment for a discussion of

medical privacy. Public opinion polls show that Americans are

deeply concerned with how their personal data are handled by the

government and private companies. These polls reveal widespread

alarm over threats to privacy; these concerns cut across all

demographic subgroups within American society.' Indeed, over

' See Harris-Equifax, Health Information Privacy Survey 2

(1993) (eighty percent of the American population are very or

somewhat concerned about threats to their personal privacy)
[hereinafter cited as Health Information Privacy Survey].
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three-quarters of the public currently believe that they have

lost control of how personal information is circulated and

applied by companies. Americans are also highly concerned about

the processing of their health information.^

There are three topics I wish to discuss with you this

morning. The first is the weakness of the current laws that

control the application of medical information. The second topic

concerns significant European developments concerning data

protection law. The term "data protection" refers to the area of

law that structures the application of personal information.'

Both the weaknesses of the current American approach and the

developments in Europe offer strong grounds for passage of

Representative Condit's bill to establish a code of fair

information practices for health information (H.R. 4077) .

Yet, this bill should be accompanied by passage of another

law: one that establishes a national data protection board. My

third topic concerns the role of such a board. A data protection

agency is necessary to carry out ongoing oversight of

technological developments and to advise the legislature on the

extent of compliance with fair information practices. It is also

needed to help citizens in the exercise of their rights and to

assist the American business community in responding to national

and international regulations.

^ Id. at 87-103.

' See generally David H. Flaherty, Protecting Privacy in
Surveillance Societies (1989); Paul Schwartz, Data Processing and
Government Administration, 4 3 Hastings L.J. 1321 (1992) .
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Protection of Medical Privacy

A. Data Processing and Medicine

The Clinton Administration has committed itself to the

creation of a national program of health insurance, and any

health care reform is fated to increase the computerization of

medical data. Such increased reliance on computerization will be

necessary to help reduce waste and fraud and to increase the

efficiency of both medical practice and the payment process. It

will also heighten the threat to a specific kind of privacy

interest of patients, namely their right of informational self-

determination. I wish now to describe the nature of information

processing, first in general terms and then in the medical

context, and to explain the interest in informational self-

determination .

Information has become vital to the American economy. The

contribution of information services to the Gross Domestic

Product exceeds even that of manufacturing. The now-common term

"information society" expresses the significance of this

collection, coordination, and analysis of data in the United

States. American business must continue to develop and exploit

information technology to maintain our nation's economic well-

being.

Moreover, the government, like industry, has come to rely on
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the processing of personal information with the latest

technology. In fact, the federal government utilizes the world's

largest collection of computers.* The intensity of the federal

government's reliance on administration through information

technology is indicated by the large number of its computers that

are equipped with communication links to other government

computers. The federal government leads all sectors of American

industry or trade in the percentage of its computers equipped

with such communication links.*

Information processing is now essential to business and

government in the United states. It also plays a critical role

in the provision, regulation and financing of medical services by

government and business. Despite a past social tradition of

deference to the medical profession's self-regulation, the state

has seized upon the collection and application of information as

a way to control doctors, regulate national health expenditures,

and help doctors control patients. Thus, in application of the

Medicaid program, the state collects and reviews personal data to

decide whether a given patient is eligible for services defined

as medically necessary.* Private health plans and hospitals

also collect and process personal information technology to

* Office of Management and Budget, Management of the United
States Government, Fiscal Year 1989, at 72 (1989).

* U.S. Census Bureau, statistical Abstract of the United
States 952 (1990) .

*
See, e.g.. Cowan v. Myers, 232 Cal. Rptr. 299 (1986)

(state and not physician decides which medical services are

necessary and, therefore, subject to state funding).
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strengthen administrative control. This application is

particularly significant in the carrying out of utilization

review under both Medicaid and Medicare. In addition to the

example of utilization review, one can add diagnosis related

groups and treatment protocols as examples of the ways in which

medical practices are being standardized and governed with the

help of information technology.

Information technology may be the last best hope to control

health care in a rational way. It renders the enormous amounts

of information involved in diagnosing, treating and billing

patients accessible to external control. In the near future,

electronic cards ("smart cards") carried by citizens may contain

personal health care information. Another likely future

development will be electronic patient records that are used

within nation-wide electronic health care networks. This focus

on the practice and regulation of medicine through the processing

of personal health care information has a number of potential

drawbacks, one of the most important of which is the threat to

the privacy of patients.

Privacy is, of course, a concept that refers to a wide

variety of interests in American law. For conceptual clarity, I

wish to explain the critical privacy interest at stake here as

one in "informational self-determination." The law has long

recognized another aspect of self-determination in health care,

namely that of informed consent. Informed consent protects a

patient's interest in personal autonomy by requiring that doctors
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and patients discuss relevant concerns and exchange relevant

information before agreeing upon a course of medical treatment.

Informational self-determination also relates to this

interest in decisionmaking by the patient. Self-determination

can only exist when an individual has an underlying capacity for

critical reflection. Yet, the computer creates a strong pressure

for individuals to conform to digital reality. This pressure,

which is dreadfully exacerbated by uncertainty as how

bureaucracies are processing personal data, can have a negative

effect on the human ability to make free choices. This method of

administration can weaken an individual's capacity for critical

reflection and participation in society.

Informational self-determination depends on the law shaping

the use of medical data in the public and private spheres. The

law must put fair information practices in place so patients

understand the nature and structure of the processing of their

personal data and be assigned a role in decisions about how their

data will be used. The kinds of fair information practices that

are necessary include a specification of collection purposes

before personal data are sought; limitations on additional use of

personal data; limitations on the collection of unnecessary data

and their storage; and the data subject's ability to have access

to and correct personal information. At present, the law in this

country fails to require in any consistent, effective fashion

that these fair information practices be in place for health care

information.
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B. Current Data Protection Measures

The present regulatory scheme in the United States consists

of federal law that applies only to data in the control of the

government or to certain, specific kinds of health data. The

regulatory scheme also includes state measures that create a

patchwork of insufficient protection. Moreover, the laws of the

various states are far from uniform. In an age when interstate

transfers of data are becoming prevalent, this lack of uniformity

is itself an additional weakness in American medical data

protection. At present, the best protection for any medical

information in this country is provided for individuals who are

enrolled in federally-financed drug and alcohol treatment

centers.

The weakness of the regulation of health care information

has been commented upon by many observers. In 1977, the federal

Privacy Protection Study Commission noted the billions of visits

that Americans make to physicians in a single year. Yet, for

this blue ribbon Commission, "even more staggering is the

realization of how many people besides the medical care providers

who create a medical record have access to it."'

The legal scheme has not improved since the report of the

Privacy Protection Study Commission. A recent study of the

^
Privacy Protection Study Commission, Personal Privacy in

an Information Society 277 (1977). The Commission also noted
that patients were, by and large, denied access to their records.
Id.
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Office of Technology Assessment concludes, "The present legal

scheme does not provide consistent, comprehensive protection for

privacy in health care information, whether it exists in a paper

or computerized environment."' According to the Committee on

Regional Health Data Networks of the Institute of Medicine, "the

threats and potential harms" from disclosure and redisclosure of

health record information "are real and not numerically

trivial."® Finally, Sheri Alpert, a government policy analyst,

notes, "video rental records are afforded more federal protection

than are medical records."'"

Enormous demand exists today for medical information.

Beyond the traditional doctor-patient relationship and the

provision of health services in hospitals, medical data are

sought after by a wide variety of public and private

organizations. Alan Westin has made a highly useful description

of the flows of personal medical information in the United States

today. Westin describes three zones of applications: zone one is

direct patient care (doctors, clinics, hospitals, nursing homes) ;

zone two, supporting and administrative activities (service

* Office of Technology Assessment, Protecting Privacy in

Computerized Medical Information 13 (1993).

® Committee on Regional Health Data Networks, Institute of

Medicine, Health Data in the Information Age 156 (Molla S.

Donaldson & Kathleen N. Lohr, eds. 1994) [hereinafter cited as

Institute of Medicine Study] .

^° Sheri Alpert, Smart Cards. Smarter Policy: Medical

Records. Privacy and Health Care Reform . Hastings Center Report
13 (November-December 1993). See Joel R. Reidenberg, Privacy in

the Information Economy, 44 Fed. Comm. L.J. 195, 227-34 (1992).
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payers, third party administrators, quality of care reviews) ;

zone three, broader uses of health data, termed "secondary uses,"

(credential and evaluation decisions, public health reporting,

social welfare programs, direct marketing).'' More

organizations than ever before are seeking — and obtaining —
access to health information.

The current patchwork system of data protection has been

unable to impose an adequate legal structure on the enormous

demands for medical data. One example of the failure of the

current system of legal regulation is the abuse of the notion of

"informed consent" to information disclosure. Just as respect

for physical self-determination requires "informed consent"

before medical treatment, informational self-determination

requires "informed consent" before processing and sharing of

health care information. Yet, service payers, such as insurance

companies, often have their customers, the future consumers of

health care services, sign broad, "blanket" disclosure releases.

Such documents have been used to justify almost any secondary use

of medical data. These releases have permitted the disclosure of

medical information to such bodies as pharmaceutical companies;

employers, who seek health data concerning their firm's workers;

the Medical Information Bureau, a nonprofit association that

supplies insurance companies with medical information in order to

prevent fraud; and direct market mailers.

" Alan F. Westin, Interpretive Essay , in Health
Information Privacy Survey, supra note 1, at 7 .

10
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The protection for medical information is so weak in this

country that marketing lists detailing the most sensitive

information about citizens are for sale. Here is additional

proof of the failure of current legal regulation. Johnson &

Johnson has compiled a list for sale of five million elderly,

incontinent American women. '^ Another company has advertised

lists containing the names of six million allergy sufferers,

700,000 people with bleeding gums, and 67,000 people with

epilepsy.
'^ Other citizens appear on a mailing list as suitable

consumers of products intended for impotent middle-aged men.'*

How did we get into the situation in which medical

information is so poorly regulated that such lists are freely

trafficked? Understanding the inadequacy of current regulation

requires one to consider how the current patchwork of federal and

state laws fail to control the application and use of medical

data.

1. Federal Measures

On the federal level, data protection measures are found in

constitutional law, the Privacy Act, and a few statutes that

regulate narrow areas of data use. In any discussion of these

measures, one must begin by noting that their coverage is

'^ See Larry Tye, List-makers draw a bead on many . Boston

Globe, Sept. 6, 1993, at p. 12.

13 Id.

'* Just Lists Offers "Male Potency" File, DM News, April
19, 1993, at 37.

11
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extremely limited. To begin with the United States Constitution,

its protections apply only when there is action by the

government. Yet, the overwhelming majority of most medical

information in the United States is not in the hands of the

government, but such entities as nongovernmental doctors and

hospitals, insurance companies, and a variety of private sector

computer networks. These private parties who control medical

data are unlikely to meet the applicable tests for state action.

As for the Privacy Act, it protects only the data of federal

agencies. In the 1980 's, one expert estimated that this statute

applies only to five percent of the medical data banks in the

United States.'^ Thus, federal measures leave most medical data

entirely outside of their protections. In addition, there are

notable weaknesses in each of these federal regulations. Let us

begin with the applicable constitutional protections.

When the government does collect medical information, a

constitutional right to informational privacy applies. Indeed,

the constitutional right to informational privacy was first

articulated in a case, Whalen v. Roe .'^ that involved medical

data. Whalen concerned New York State's plan to collect and

store data relating to the prescription of certain drugs that had

both legitimate and illegitimate applications. The Supreme Court

found that the United States Constitution contained a right of

15 Terra Ziporyn, Hippocrates Meets the Data Banks, J.

Amer. Med. Assn. 252 (20 July 1984) (quoting Professor Vincent M.

Brannigan) .

'* 429 U.S. 589 (1976) .

12
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informational privacy that prohibited "disclosure of personal

matters" and protected "independence in decisionmaking."'' A

number of important decisions of lower courts, such as United

States V. Westinahouse ." have applied this constitutional right

to governmental attempts to obtain or examine medical

information. The constitutional right of informational privacy

has improved medical data protection in some instances. It has

done so through application of its first branch, the

nondisclosure interest.'' Vet, some lower courts have found

that this element applies only to a narrow group of fundamental

constitutional rights.^" Indeed, some courts have viewed Whalen

as a decision that sanctions all "legitimate" governmental

requests for medical data.^' As to the second part of the right

of informational privacy, the autonomy interest, it has been

almost entirely absent from case law.** There has not been a

vigorous protection of medical privacy through application of it.

'' Id. at 598-600.

'* 638 F.2d 570 (3d Cir. 1980).

'* Mann v. University of Cincinnati, 824 F. Supp. 1190
(S.D. Ohio 1993) ; Doe v. Borough of Barrington 729 F. Supp. 376

(D.N.J. 1990) .

*"
See, e.g.. Walls v. City of Petersburg, 895 F.2d 188

(4th Cir. 1990) .

*' See Gutierrez v. Lynch, 826 F.2d 1534, 1539 (6th Cir.

1987) ("legitimate requests for medical information do not
constitute an invasion of the right to privacy") .

"
Compare Plante v. Gonzales, 575 F.2d 1119 (1979) with

Mann v. University of Cincinnati, 824 F.Supp. 1190 (S.D. Ohio
1993) .

13
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The limited constitutional protection to medical data has

not been adequately supplemented by federal statutory measures.

To begin with the Privacy Act, this law applies only to medical

records in the control of federal agencies. This limited

coverage is itself not without flaws. The most notable is found

in the Privacy Act's limitations on secondary use. The Privacy

Act prohibits the disclosure of records without the written

request of "the individual to whom the record pertains.""

There are, however, no fewer than twelve disclosure exemptions to

this prohibition. Of these, the most problematic is the "routine

use" exemption, which has been made into an enormous loophole.^*

Agencies have justified a wide variety of data disclosures as a

"routine use" of personal information.

In addition to the Privacy Act, there are other provisions

of federal law that provide some privacy protection for medical

records. One such measure contains data protection measures for

the social security records of the Department of Health and Human

Sei-vices." This statute does allow, however, for disclosures

*' 5 U.S.C. § 552a(b) .

^'' Id. at (b) (3) .

" 42 U.S.C. § 1305. Social security records often contain
a variety of medical information. This information is most
typically collected in connection with claims for disability
benefits. See generally Jerry L. Mashaw, Bureaucratic Justice:
Managing Social Security Disability Claims (1983). A federal
statute prevents "any officer of employee of the Department of
Health and Human Services in the course of discharging" the
social security program from disclosing any "file, record, report
or any other paper, or information, obtained at any time by any
person" from the Department. 42 U.S.C. § 1305.

14
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"as otherwise provided by Federal law" and by regulations issued

by the Secretary.

Federal law also protects the data of patients who are

treated for alcohol or drug abuse in programs that receive

federal funds or are subject to federal regulation. ^^ These

laws generally do a fine job of data protection.^' Indeed, the

best data protection for health information in the United States

is provided for patients being treated for substance abuse in

federally-funded clinics.

A good example of the success of these Federal statutes is

'^ 42 U.S.C. §§ 290dd-2, 290ee-3.

" For example, these laws permit disclosures of patient
records only under certain specified conditions. There are four
exemptions to the general standard of nondisclosure: (1) in
accordance with the prior written consent of the patient; (2) to
medical personnel to the extent necessary to meet a medical
emergency; (3) to qualified personnel to conduct scientific
research, audits or program evaluations; and (4) if authorized by
court order.

This regulation guarantees confidentiality in order to
encourage participation in alcohol and drug treatment programs.

Of the four circumstances in which information pertaining to
alcoholism or drug abuse treatment may be released, 42 U.S.C. §§
290dd-2, 290ee-3, the most important concern a court order and
patient consent. As for disclosure pursuant to a court order,
the judicial decision whether or not to release patient data is
to be made pursuant to a balancing test. The statutory test
requires judicial disclosure "after application showing good
cause thereof," 42 U.S.C. § 290dd-2 (b) (2) (C) , and, more
specifically, states, "In assessing good cause the court shall
weigh the public interest and the need for disclosure against the
injury to the patient, to the physician-patient relationship, and
to the treatment services." This balancing test is further
developed by the applicable regulations. The statutory balancing
test and the regulations have been carefully applied by a number
of courts. These courts generally assess the seriousness of the
alleged crime and check to see that redisclosure of the
information will not occur beyond the immediate application
necessary in the case at hand.

15
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offered by the careful way they treat the issue of disclosure of

patient information. Where broad releases signed by patients are

used to justify third-party access to most medical data, these

laws carefully define the conditions for the patient's "informed

consent" to release of her data.** Written consent to a

disclosure must include an explanation of such matters as: the

purpose of disclosure; how much and what kind of information is

to be disclosed; and a statement that the consent is subject to

revocation at any time. Each disclosure must also be accompanied

by a written statement that prohibits redisclosure. These

statutes not only offer an excellent contrast to the kinds of

"blanket" consent that generally takes place, but indicate the

possibility for the success of additional federal data protection

for medical information.

It must be emphasized again that these Federal protections

generally apply only to the government. Only in strictly limited

circumstances does federal law protect health care information in

the private sector. Thus, private clinics for substance abuse

that receive federal money are obliged to follow these federal

rules for medical information, but privately funded clinics are

not. For the most part, the treatment of health care information

is the province of state law.

2. State Measures

The weaknesses in current federal data protection for

" 42 U.S.C. § 290dd-3.

16
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medical information are not successfully overcome by existing

state measures. To be sure, many different kinds of laws on the

state level relate to medical information. Nevertheless, these

measures do not create an effective system of data protection.

To begin with constitutional law, some state constitutional

provisions have been interpreted by courts, most notably in

California, as setting limits on the application and

dissemination of medical data." The law of most states also

recognizes a relationship between doctor and patient that gives

rise to a general duty of confidentiality.^" Some states have

extended this duty of confidentiality to hospitals.

In addition, state statutes require certain reports

concerning specific diseases or medical conditions to be filed

with state health authorities by physicians, hospitals and

laboratories. Such laws typically pertain to sexually

transmitted diseases and other communicable diseases such as

tuberculosis. State laws also require reports to be filed about

knife and gunshot wounds and injuries to elderly individuals and

children that might indicate elder or child abuse. Despite the

highly sensitive nature of these data, these laws often do not

contain specific limitations on the use that will be made of this

infoirmation or put in place limitations on the time for which

"
See, e.g., Urbaniak v. Newtown, 277 Cal. Rptr. 354

(1991); Divison of Medical Quality v. Gherardini, 156 Cal. Rptr.
55 (1979).

^°
See, e.g., Home v. Patton, 287 So. 2d 824 (Ala. 1974);

Hague v. Williams, 181 A. 2d 345 (N.J. 1962).

17
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I

these data will be stored.

Finally, a Uniform Health Care Information Practices Act has

been drafted. This law has, however, been adopted in only a

small number of states. Since the Uniform Act is subject to

modification by state legislatures before passage, even

widespread adoption of this law might not improve the nature of

the protection for health care information.

Even within the same state, these many legal provisions have

failed to impose a consistent framework on the application of

medical information by primary care providers, supporting

institutions, and secondary users. The lack of uniformity of

regulation can also be found if one compares the legal systems of

different states. Yet, flows of health care information take

place on an interstate level. As one recent study of medical

privacy has noted:

A state-by-state approach to regulation of medical

information does not reflect the realities of modern health

care finance and provision. The flow of medical information

is rarely restricted to the state in which it is generated.

Such infoirmation is routinely transmitted to other states,

subject to differing legal requirements, for a wide variety

of purposes ranging from medical consultation and research

collaboration to governmental monitoring for quality.^'

Whether as a result of regional health care alliances or an

'' Lawrence O. Gostin, Joan Turek-Brezina et. al. Privacy
and Security of Personal Health Information in a New Health Care

System . 270 JAMA 2487, 2489-90 (1993).

18
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increased reliance on health data base organizations, national

health care reform will cause even more transfers of medical

information between different states.

The interstate flow of medical information calls for a

federal response to these issues of data protection. This

federal response must be embodied in a specific law that

regulates the processing of health care data. In the 1985 Thomas

Jefferson Lecture at the University of Pennsylvania Law School,

Professor Spiros Simitis, an international data protection

expert, urged an abandonment of any search for "abstract,

generally applicable provisions" in favor of "a context-bound

allocation of information embodied in a complex system of both

specific and substantive regulations."^* Such a system of

regulations is offered by Representative Condit's fair

information practices bill for health information.

Moreover, these fair information practices must be put in

place now as part of national health care reform— not at some

date in the future. Yet, the Clinton Administration's Health

Security Act (H.R. 3600, S. 1757) foresees first the

establishment of an electronic data network of health care

information (Sec. 5103) and then, some years later, the creation

of "a comprehensive scheme of Federal privacy protection" (Sec.

5122) . This scheme, which is to include fair information

practices, is to be submitted to the President and Congress

"
Spiros Simitis, Reviewing Privacy in an Information

Society, 135 U. Penn. L. Rev. 707, 742 (1387).

19
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within three years of the enactment of the Health Security Act.

(Id.)

We cannot wait for data protection in this fashion. In an

age of rapid technological change, privacy lost is not frequently

regained. The law must structure fair information practices at

the same time as it authorizes the collection and retrieval of

personal information. In the case of health care information,

this conclusion has also been reached by the Committee on

Regional Health Care Services of the Institute of Medicine. The

Committee not only advocates the enactment of a federal fair

information practices law, but has urged Congress to act "as soon

as possible."'^

II

International Developments

There is a great need for improvement of the regulation of

medical privacy in the United States. Developments in Europe

provide an important example in this area as well as an

independent, additional ground for passage of a fair information

practices act for medical information in the United States. I

wish now to discuss how national and European-wide laws regulate

the processing of medical data, and then analyze how the

inadequate protection of medical data in the United States can

lead to the blocking of the transfers of personal information to

our counti-y and limit the ability of American companies to

^ Institute of Medicine Study, supra note 9, at 191.

20
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process European records.

Within European nations, medical data are generally subject

to a variety of legal measures. In most European nations, in

contrast to the United States, data protection proceeds at an

initial level through an omnibus law that regulates the public

and private sectors alike.^^ These laws are then supplemented

and strengthened by other general laws and sectoral measures that

contain more precise regulations for individual areas of

processing activities. Thus, in the Federal Republic of Germany,

medical data are subject to the Federal Data Protection Law,^*

the Code of Social Law ( Sozialaesetzbuch ) .^^ the Criminal

Code,'' and state data protection laws.'* In the medical

sector, the resulting level of data protection in Europe,

although not without flaws, is generally at a higher level than

in the United States.

The level of protection for medical infcrmation within any

'* David H. Flaherty, supra note 3, at 21-39; 93-103; 165-

174.

'* Bundesdatenschutzgesetz (BDSG) vom 20.Dezember 1990,

BGBl.I, 2954 [hereinafter cited as BDSG].

'^ Sozialgesetzbuch vom ll.Dezember 1975, BGBl . I, 3015.

'^ See Strafgesetzbuch (Criminal Code), § 203(1)

(forbidding doctors from violating the "private secrets" of

others) .

'° Some state data protection laws contain specific
provisions concerning health care information, see, e.g.
Hessisches Datenschutzgesetz (Hessen Data Protection Law) , vom

11. November 1986, § 34(6). German states are also in the

process of promulgation of sectoral laws for health care

information.
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European nation is also affected by a European-wide treaty. The

Council of Europe's Convention for the Protection of Individuals

with Regard to Automatic Processing of Data, which currently is

the most important European agreement for data protection,

requires that signatory nations only permit the processing of

sensitive data, including "personal data concerning health," when

"domestic law provides appropriate safeguards. "^^ These

safeguards include: rights of access and correction; a

specification of collection purpose; data security measures; and

limitations on unnecessary data collection and data applications

that are incompatible with the original collection purpose.^"

In addition, remedies are to be provided in cases of lack of

compliance with requests for: information about collections of

personal data; access to personal data; or correction of personal

data."'

This general provision of the Convention has been expanded

upon by the Council of Europe's Recommendation No. R(81)l, which

provides sectoral regulations for automated medical data

banks. "^ These regulations provide additional specifications of

^* Council of Europe, Convention for the Protection of
Individuals with Regard to Automatic Processing of Personal Data,
no. 108 (January 28, 1981), Article 6.

*° Id. at Articles 5, 7, 8.

*^ Id. at Article 8(d) .

"^ Council of Europe, Regulations for automated medical
data banks, Recommendation No. R(81)l (January 23, 1981). The

Explanatory Memorandum to the Recommendation states, "the

operation of every automated medical data bank [should be]

subject to a specific set of regulations. The general purpose of

22
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the necessary data protection principles to be applied to medical

data banks. The Recommendation states that its requirements "are

to be taken duly into account not only with regard to medical

data banks which are operational, but also those which are in the

development phrase.
"^^ Taken together, the Convention and the

Recommendation reflect a serious European-wide commitment to data

protection in the medical domain.

In addition to the Council of Europe's Convention and

Recommendation, the treatment of medical data within Europe will

soon be affected by the Commission of the European Community's

Directive on Data Protection. An amended draft of this document

provides insights into Europe's likely final approach to medical

data protection.*^

Like the Convention, the Draft Directive requires member

countries to establish legislation that conforms with its

standards. Its goal is to ensure a "high level of protection"

within the Union for "fundamental rights and freedoms, notably

the right to privacy.""^ The Directive stresses that fair

information practices must be in place before member states

these regulations should be to guarantee that medical data are

used not only so as to ensure optimal medical care and services

but also in such a way that the data subject's dignity and

physical and mental integrity are fully respected." Id. at 13.

43 Id. at 1.5.

*" Commission of the European Communities, Amended Proposal

for a Council Directive ont he Protection of Individuals with

Regard to the Processing of Personal Data and on the Free

Movement of Such Data, COM(92)~ SYN 287.

Preamble at (1) .
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permit the processing of personal information, including the

processing of "data concerning health."** To put it another

way, without sufficient data protection laws, medical information

may not be processed.

The proposed Directive and the Council of Europe's

Convention are of great significance. The importance of these

two documents is, in the first instance, as a positive example of

data protection measures for medical data. They are also

important because of their setting of rules not only for the

processing of personal data within the European Union, but also

for the transfer to these data to any "third country," such as

the United States.

The Council's Convention and the Union's Directive permit

the prohibition of data transfers, including medical information,

to countries with poor data protection. According to the Council

of Europe's Convention, data exports may be prohibited to nations

that do not offer "equivalent protections" for personal

information.'" As to the Draft Directive, it gives

responsibility to each national government within the Community

to oversee the conditions of transfers to non-Community nations.

The Directive's critical requirement is that data transfers be

permitted "only if the third country in question ensures an

*^ Id. at Article 8.

*' For analysis of this provision of the Convention, see

Joel R. Reidenberg, The Privacy Obstacle Course . 60 Fordham L.

Rev. 161-62 (1992).
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adequate level of protection."^® The adequacy of protection is

to be "assessed in the light of all the circumstances surrounding

a data transfer operation or set of data transfer operations."^®

Among the circumstances to be assessed are "the legislative

provisions ... in force in the third country in question.""

The adequacy of protection can also depend on "professional

rules," which can include a given company's business practices or

code of conduct.^'

Data exports can also be blocked under the national law of

various European nations. In Germany, for example, the Federal

Data Protection Law requires consideration of the level of data

protection in a third country before any international

transmission of personal information.^^ Such analysis must be

carried out in cases of transfer by the government and private

companies alike. In cases of non-governmental transmissions, a

private company can make itself liable for fines and even

criminal penalties for transmissions to countries with

*° Draft Directive, at Article 26(1).

"' Id. at Article 26(2) .

^^ Id.

'' Id.

^2
BDSG, §§ 17, 28. For a discussion of the need for

equivalent protection before the transfer of personal data from

Germany to a foreign country, see Spiros Simitis, SI (Raumlicher
Geltunasbereich) . in Kommentar zum Bundesdatenschutzgesetz, § 1,

Rdnr. 74-107 (Spiros Simitis, Ulrich Dammann et. al. eds., 4th
ed. 1992).
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insufficient protections.*^

What do these provisions for blocking data exports under the

Council of Europe's Convention, the Union's Directive, and

national laws mean for the United States? They indicate that

transfers of personal data from Europe to this nation will depend

on the adequacy of protection that these data receive once they

are here. This decision is likely to be made by looking at the

kind of transfer and the nature of the protection that is offered

by the legal order as well as the business practices in the state

to which the data is sent.

Medical data likely to be affected by these measures are

found in employee information in the control of international

corporations and drug research studies, which pharmaceutical

companies now carry out in many countries as they seek world-wide

approval of their products. Moreover, there is now an

international industry in information processing. As a result,

American companies compete globally for contracts that will

involve the processing of health information. It makes good

business sense for the United States to institute federal

measures of data protection for medical data.

Ill

Data Protection Oversight

Passage of a fair information practices bill would greatly

improve the level of data protection for medical information in

"
BDSG, §§ 43, 44.
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this country. This legislative activity should also be

accompanied by passage of a bill creating a federal data

protection board. The idea of creating such an institution has

been around since the debate preceding the creation of the

Privacy Act in 1974, but it is likely today to receive

particularly strong support from the American people. Concern

about privacy is high in the United States. In fact, according

to a 1993 poll conducted by Louis Harris and Associates, eight-

six percent of the public favors the creation of an "independent

National Medical Privacy Board to hold hearings, issue

regulations, and enforce standards.""

Even more useful than a board devoted solely to data

protection in the medical sector would be an institution that was

empowered to consider the effects and implications of data

processing practices in other contexts. Bills to create such a

general data protection board are currently before the House and

the Senate of the United States Congress, and I urge passage of

such a measure. In its attempt to protect individual self-

determination, data protection law can remain effective and

current only if such an institution exists to assist government

bureaucracy, the legislature, the business community, and the

data subject.

The creation of the United States Data Protection Board is

of particular importance for the protection of informational

self-determination in an era of rapid technological change.

" Health Information Privacy Study, supra note 1, at 101.
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Indeed, the greatest changes in personal data use anywhere in the

United States are likely to take place in the medical sector.

There is an acute need for a governmental body with the

institutional expertise and continuity of interest to monitor the

impact of changes in this area on individual privacy.

A Data Protection Board would monitor data processing

practices and compliance with laws, draw the attention of the

legislature and the public to the problems of existing laws and

the need for further regulation, assist citizens seeking to

protect their interests and exercise their rights, and help

business in understanding national and international legal

developments. By fulfilling these tasks, the data protection

commission would help to ensure that public administrative

bodies, the legislature, citizens and the business community

remain aware and active as the conflicts generated by information

technology change.

A further role of a Data Protection Board would be to

represent American interests and assist American companies facing

scrutiny by foreign data privacy authorities. Almost all other

Western nations have created such data protection boards.

Indeed, the European Union's Draft Directive requires each member

state to "designate an independent public authority to supervise

the protection of personal data."" Significant formal and

informal contacts now regularly occur between the world's data

protection commissions.

" Draft Directive, Article 30.
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The United States must do more than fight for a principle of
free international data flows; it must develop the institutional

expertise that will allow involvement in the worldwide debate
over data protection concerns. One reason for the United States'

current, minimal role in this international discussion has been
its lack of any Data Protection Board. Creation of such an

institution would dramatically improve the representation of our
nation's interests abroad. Independent monitoring of the effects
and implications of information technology and data processing
practices is necessary both to protect citizens' informational

self-determination and to maintain the flow of data exports to
the United States.
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Mr. CONDIT. Thank you, professor, for that excellent testimony.
We appreciate your input. I have a few questions and then we will

try to get you out as quick as we can.

The Clinton health bill includes a one line provision prohibiting

any use of health data in making employment decisions. H.R. 4077
does not touch that issue. Could you discuss some of the complex-
ities of regulating employer use of health data?

Dr. Barker.
Dr. Sepulveda. Mr. Chairman, let me make a comment on that.

In employer-provided occupational health services, there are a

broad range of encounters with employees that involve the collec-

tion of personal health information that are unrelated either to the

provision of health care, to treatment, to billing or payment.
A previous member of the first panel commented on the impor-

tance of broadening the definition of protected health information.

Let me give you some insight into the extent of these

nontreatment, payment-related encounters, and they are largely

prevention oriented.

These are prevention-oriented activities that relate to health pro-

motion and wellness programs that might include health counsel-

ing, the administration of health-risk appraisals, health education,
consultation and referral; injury and illness prevention programs
that can involve physical assessments, they can involve the per-
sonal evaluation of the health of a work environment, too, or actual

physical performance of work of an individual, discussions pertain-

ing to individual health concerns, about physical, chemical or bio-

logical aspects of their work environment.
It includes periodic examinations, counseling pertaining to inter-

national assignments and health issues that are raised in that con-

text regarding the availability of health care for specific medical

conditions for themselves or their dependents in other countries,
which can pose enormous problems for individuals going overseas,
and also the provision of guidance to managers who are responsible
for implementing accommodations or modifications of a work envi-

ronment to permit an individual with a given medical condition to

safely and productively perform work.
It is my personal view that some statement to the effect that it

isn't just a provision of and payment that defines protected health

information, but activities related to the evaluation of health status

would provide language to cover these kinds of activities. These are

some of the areas that are impacted in the workplace as they per-
tain to the interaction between employers and employees and
health and health information.

Mr. CoNDiT. Would you want to see H.R. 4077 extended to the

workplace records that you have just discussed?
Dr. Sepulveda. From the perspective of a multistate employer

and given the uniform nature of Federal law, yes, Mr. Chairman,
it may be helpful.
Mr. CONDIT. Any other comment to that?

Mr. Schwartz. There is an absolute need to protect employee
data. The problem with the current system is that since, in many
cases, the employer is paying for the health care, the insurer will

on a routine basis turn information over to the employer. But that

will also differ from State to State.
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In California where there is a constitutional right to information

privacy, in article 1 of the California Constitution, courts have in-

terpreted that as providing protection for employee health care
data. But normally under the current system that information is

not protected.
Mr. CoNDiT. As far as we can tell right now, H.R. 4077 does not

appear to affect the Americans with Disabilities Act. Do you agree
with this analysis and that this is the correct policy?
Mr. BOLAN. I will just say that Medic Alert itself has not looked

at this, but I am generally familiar with the ADA and did review
the bill with that in mind, and concur with your point of view that
it isn't impacted and we wouldn't have any recommendation that
it should change.

Dr. Sepulveda. Mr. Chairman, there is language in one of the

questions in your executive summary, and the answer that ought,
also, I believe, to address other Federal legislation that has similar

implications, specifically the Occupational Safety and Health Act,
and the Mine Safety and Health Administration responsibility

—
that is that there are requirements in some standards, particularly
for recordkeeping, that require the provision of personally identifi-

able health information. And so there is a gap in the obligations
for trusteeship in the language of your current legislation. And the

requirements for compliance under those standards that can be
remedied by perhaps adding these to the language of your answer
to question 13, that says something to the effect: That there is

nothing in the bill that is inconsistent or will disturb the rules set

forth in the Americans with Disabilities Act, and perhaps also in

the OSHA Act.

Mr. CONDIT. Thank you.
Mr. Bolan, there has been much discussion about the use of the

"smart card" and their value in emergency situations. What does
Medic Alert experience tell us about the value of wallet cards?
Mr. BoLAN. Thank you.
Medic Alert has quite a bit of experience with wallet cards and

has had quite a lively discussion at board meetings recently
about

the potential of "smart cards." We translate "smart cards" into

"smart bracelets." Our experience is that wallet cards are generally
not found. There could be many awkward situations involving the

person who first arrives on the scene. There could be some ques-
tions about why this person might be looking in a wallet, and so

forth. Emergency rooms see the bracelet as the identifier. They do
not typically find or use wallet cards.

But with regard to the smart technology. Unfortunately if it were
in the bracelet, it is perishable technology, it might be more relied

on than a phone call to the central data bank. So our board has
had quite lively discussions on the potential of a "smart chip" in

a bracelet, and thus far has decided against moving in that direc-

tion.

Mr. CONDIT. Is it because of the cost?

Mr. Bolan. No, it is because of the potential to rely on informa-
tion that is then out of date.

Mr. CoNDlT. Does anyone else have comments to that?
Dr. Barker. As I made reference, Mr. Chairman, we are obvi-

ously working on "smart cards" very actively. The technological dif-
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ferences of what we can do on bracelets versus what we can do on

cards is something that will evolve. But clearly, miniaturization

means we can put considerable health care data on either or both.

We believe that data encoded in "smart cards" can be of great
value not just in an emergency situation but in a routine situation.

And the encryption techniques that are available now mean that

we can be assured of the security of the data, which are more se-

cure on a card than they would be on a piece of paper.
Mr. CONDIT. Mr. Bolan, disclosure for emergencies are a trouble-

some issue. These disclosures happen under circumstances that

necessarily make it difficult to be certain. There is evidence from
Canada that there have been abuses. How do we build in enough
flexibility so that recordkeepers can do the right thing?
Mr. Bolan. That is from a Medic Alert standpoint undoubtedly

the most difficult issue. Medic Alert recommends and looked care-

fully at section 126 to see whether there would be proper protection
in the instance that a rapid response to a request for emergency
information was provided and it turned out the person making the

request misrepresented himself
What Medic Alert would recommend is that there be a clear pro-

tocol, as we have, to identify and verify the person making the re-

quest and that if that verification is made and the information is

provided in good faith, then the information should be able to be

provided in that manner, in good faith. If the person making the

request for the emergency medical information made a fraudulent

request for that information and misrepresented him or herself,
then the onus should be on that individual rather than on Medic
Alert or any other organization having supplied the information,
for any penalties.

Mr. CoNDiT. Mr. Horn.
Mr. Horn. Thank you, Mr. Chairman.
We have got several of you here that are real experts on modern

technology data bases, interactions between them and interactions

with competing systems. I am curious if a public-run data base is

established for one health plan or another, or even for medicare,
as we have now, to any degree, would every medical facility be re-

quired to operate from the same technology, either hardware or

software?
Where are we in assuring compatibility of different systems now

and how much of a problem is that?
Dr. Barker. The problem lies not so much in the hardware tech-

nology but in the standards and the formats in which the data is

kept. Currently, even within a single hospital institution, data are

stored in many different formats, for many different purposes.
As we build toward integrated systems of care and then beyond

to State and national levels, we desperately need to converge on
standards for the way the information is held, formats for clinical

data and administrative and financial data, if these large systems
of care are really to operate efficiently.
Mr. Horn. On the software of medical records, for some reason,

which I have never thought had that much merit—if I were Sec-

retary of HHS, I would have let them sue me. Secretary Sullivan,
as you recall, tried to get all competing providers of the insurance
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industry into the same room to get some agreement on coding and
this kind of thing. I have lost track of how that is going.

It makes great sense. People feared the antitrust laws in this

area. To me as a former administrator, you get them in the room
and say, does last name go first or last and you go right down, how
many types of cancer, how many code numbers can we agree on,
et cetera. Because there is no question in the medical profession
nationwide each doctor now runs a small business of which he has
several clerks, if you will, simply to copy with the unbelievable
number of different types of forms coming at them.

Obviously, in an electronic age, everybody is going to be looking
for some simple way we can get compatibility of agreement on what
are we putting in the data.

Any advice on that?
Do you see the groups getting together?
Are there any problems with existing laws?
Dr. Barker. My only comment is I think we will not get there

in one leap. We see a range of discussions both in the payor com-

munity and the provider community, which I think will get us

painfully toward the kind of uniformity you talk about, absent a

single-payment system, for example.
But that is only part of the problem. We are obviously working

actively with our customers and with all of the groups that are in-

volved in this to seek to develop that kind of standard.
The WEDI report identified something between $25 and $30 bil-

lion of administrative waste you can eliminate from the health care

system if you can automate the key transactions. But we don't see
this coming to pass in a single leap in the next couple of years I

am afi-aid.

Mr. Horn. Anybody else?

Mr. BoLAN. Mr. Horn, I wonder if I could concur with the point
of view that it is a two- or three-step process. Rapid passage of

H.R, 4077 with an early implementation date would certainly cre-

ate incentives for the managers of information systems to come to

whatever voluntary system best served their various needs. And so

passage of this bill would be a good first step.
Mr. Schwartz. I think another reason for passage of the bill, if

we have a situation where different technologies are being devel-

oped and discussed, I think it's important to get the rules of the
road as far as fair information practices are in place as the systems
are developed, so that they will all be compatible with your bill.

Mr. Horn. That's a good suggestion.
Now, one of the things we talk about in all sorts of health care

legislation, is using the information developed in the course of med-
ical examinations, medical procedures and processes, to run output
analysis. I'm curious, in terms of data bases performing the analyt-
ical as well as the operational functions, and with particularly the
role of research by outside researchers on medical records, and the

degree to which you've -looked at this in your own situations in

terms of either the IBM employee data base, to what degree do you
feel you have problems making data available for scholars, and
people interested in everything from administrative efficiency to ac-

tual outcomes of particular types of treatment over a longitudinal
time period?
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What are the problems there, and have we covered some of

those?
Is there something else to be done?
Mr, Barker. I leave that for Dr. Sepulveda to talk about our pol-

icy in terms of release of such information. I can only reiterate the

value of it.

Medical practice should be a continuous process of learning, but

currently in practice, we don't learn from this experience. Out-

comes analysis is going to be an enormously important part of the

benefit that will come from the electronic keeping of medical

records and analysis of these medical records. This bill will facili-

tate that.

It has to be said on the subject of outcomes that there's a great
deal of talk about "outcomes." While most people mainly collect in-

formation on inputs. There's a great deal of very basic work to be

done on defining the parameters of productivity in health care so

that both a realistic assessment of health status and of customer
service can be collected in a way that all institutions would recog-
nize as valid.

But perhaps I could refer to Dr. Sepulveda on our own medical

records.

Mr. Horn. Please, Dr. Sepulveda.
Dr. Sepulveda. Yes, Mr. Horn.
IBM does not routinely engage in health research involving ei-

ther the benefits claims sphere of health information, or its em-

ployee medical records sphere of information. Having said that, we
do provide as part of our preventive orientation in IBM, some peri-

odic examinations for subgroups of employees who are engaged in

activities for which we think it is prudent to provide ongoing eval-

uation of potential health effects.

Those periodic examination programs are largely voluntary.
Some are required by law in some OSHA standards.

We review that information individually with employees as the

information is collected and as results are acquired. We also try
and understand that information from an aggregate perspective.
On rare occasions, there is medical research conducted involving

the IBM work force. It comes in two flavors. We recently an-

nounced in 1993 the result after nearly a 5-year study by the Johns

Hopkins University School of Hygiene and Public Healtn on the re-

productive health of men and women in our semiconductor fabrica-

tion facilities.

The desire to have that work done was a consequence of ques-
tions that were raised about safety in those environments, and a

cluster of miscamages at another computer manufacturing com-

pany nearly 6 or 7 years ago. We independently invited universities

to come forward and propose ways in which those questions could

be answered.
The Johns Hopkins University was selected and the process for

undertaking that research was a process that was largely dictated

by the rules overseeing the conduct of research at the Johns Hop-
kins University. And so the interface, the data collection, the anal-

ysis, and so forth, are all circumscribed by the rules governing re-

search at Johns Hopkins University.
Mr. Horn. Yes, Mr. Bolan.
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Mr. BOLAN. Mr. Horn, I appreciate the question, and I'd like to

respond, if it's acceptable to you, from the standpoint first off of my
employment organization, and then back to Medic Alert's point of
view of this.

The medical societies and many other organizations will have
many, many instances in which medical information is collected at
a variety of places, is then accumulated into a central health out-
comes data bank of one type or another. We do that right now.
And the question arises, let's say, a hacker gets into the system

somehow and extracts information for an inappropriate use. Should
the information have been masked from the standpoint of every
single individual site where the information was going in so that
its name and address information was removed from the record be-
fore it went into the system? Or should it be the responsibility of
the receiving agency? A public health trustee is defined as one who
either receives or transmits, among others.
Medic Alert's recommendation to the subcommittee is to proceed

with enactment of this legislation. My personal view is that if the
subcommittee tries it define all of these various circumstances, it

will cause years of delay before the bill is "perfect."
On the other hand, if H.R. 4077 is enacted and the rulemaking

process tries to define every one of these circumstances, that also
will cause years of delay. On the other hand, if the rulemaking
process moves forward reasonably rapidly and we have certain sit-

uations that require testing through the courts, that also will be
years. But that's the best choice, because in the meanwhile, most
all medical records will have been protected.
Mr. Horn. Very good.
Professor Schwartz.
Mr. Schwartz. Yes, I think if we back up and we think about

the technological change that's occurring, it's clear that because
we're reducing information that was once in files and in paper for-

mat to a digital format, it's going to have the same effect that we
saw at the turn the century when they decided to put automobiles
on an assembly line and move them around.
We now have information that can be reduced to a flow. And that

means it can be used for many, many purposes and there's going
to be a great desire to apply this information for health research.
And as a matter of fact, I think the traditional distinction between
using the information for treatment and research is breaking down,
because it is in this digital form where it can flow from source to
source.

What is necessary, then, is to have some kind of fair information
practices that are in place, and I think section 128 of the bill does
a pretty good job of doing that, and then regulations can certainly
tighten it up and add additional specifications.
Mr. Horn. Well, thank you. I have appreciated all of your testi-

mony.
And, Professor Schwartz, since I am a former university profes-

sor and president, I thought your paper with simple declarative
sentences leading each paragraph was extremely well done and you
ought to be a professor, not Associate Professor Schwartz.
Mr. Schwartz. I'll pass that on to my dean.
Mr. CONDIT. Mrs. Thurman.
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Mrs. Thurman. Professor Schwartz, since you started this up on
the basketball team, I just have to carry that, because this may not
be about your basketball team, but maybe about your fans, since

I represent the University of Florida. One of the things that we
found at the actual final four was that we were all rooting for Ar-

kansas because they were an SEC team, but you all were rooting
for Duke, which was an ACC team.
So could you explain why that happened?
Mr. Schwartz. I'm in trouble now.
Mrs. Thurman. We'll remember it next year.
Mr. Schwartz. OK. And I think I'm allowed to say that I'll seek

further
Mr. Horn. You are under oath.

Mr. Schwartz. I think I can seek further counsel and respond
to that at a later date.

Mrs. Thurman. Just remind those folks at Arkansas that we
were really with them, so we would appreciate their support next
time.
Mr. Schwartz. Absolutely.
Mrs. Thurman. Professor Schwartz, in your testimony you talked

about European countries having more comprehensive privacy laws
than we have here in the United States. Are these privacy codes

accomplishing their goals without creating a lot of confusion and
interference with routine activities?

Mr. Schwartz. Yes, I think that's fair to say. Now that doesn't

mean that there's not complaints and that it's not a process of com-

promise and accommodation. But I don't really see either econo-

mies collapsing because of that or research grinding to a halt. And
as a matter of fact, there are instances in which, because of a ra-

tionalization of data processing practices, money has actually been
saved.

Mrs. Thurman. OK
Would a data protection board take the responsibility just for the

health bill or would it have other functions?
Mr. Schwartz. I think that the best approach is to take the ap-

proach that Senator Simon does in his bill, and rather than have
a very narrow sectorial board, to have a general board in place that
can look at these issues and other issues. Because I think one thing
that happens is there is such overlap between different kinds of ap-
plications of medical data. If we only have a very specifically fo-

cused board, there may be things that fall through the gaps.
Mrs. Thurman. OK
Are the protection boards in other countries, are they large and

expensive regulatory—because we always hear from our constitu-
ents about more regulation and more this and more that. I mean,
do you see these as being expensive and kind of far reaching or
Mr. Schwartz. No, they have been able to be kept relatively

small in European countries. In the countries where there is more
of a registration function of these boards, they tend to have been

caught up in more sort of bureaucratic things and bogged down in

that.

In countries, such as Germany, where there are no registration
functions of the boards, they are allowed to be more of an oversight
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agency. They have been kept relatively small and relatively inex-

pensive.
Mrs. Thurman. In your testimony, you talk about Whalen versus

Roe. Do you believe that there's any hope in this after, or because
of this decision, that we might someday obtain better protection for
health records in the courts:
Mr. Schwartz. Well, the first thing to say about Whalen versus

Roe, it is, of course, a Federal Constitution decision. And it will

only apply where there is State action. Because our constitutional

rights in this country only apply where there is State action, be-
cause that's the kind of Constitution we have. Therefore, it's never

going to apply to private actors. And so even if we get better appli-
cation of the constitutional right to informational privacy in this

country, it's not going to apply to the private sector. And that
means we need a Federal statute, such as the one that is before
this committee.

Mrs. Thurman. OK Thank you.
Appreciate you all being here.
Mr. CoNDIT. Ms. Ros-Lehtinen, do you have any questions?
Ms. Ros-Lehtinen. I am sorry, Mr. Chairman, I do not.

Mr. CoNDiT. Very good.
We appreciate vou gentlemen being here today. You've been most

helpful to the subcommittee and we will be in contact with you if

we have additional questions.

Maybe you can respond to those in writing.
Thank you for your input.
This meeting is adjourned.
[Whereupon, at 11:58 a.m., the subcommittee adjourned, to re-

convene Thursday, May 5, 1994.]
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ernment Operations.
Mr. Condit. Good morning. This is the third and last series of

hearings on the Fair Health Information Practices Act. We have
generally had positive testimony about the bill from the adminis-

tration, the medical establishment, and others. While I know there
is still a lot of work to be done on the bill, the reviews are encour-

aging.

Today's witnesses are from the health advocate and public inter-

est groups. We are likely to focus attention on some of the more
difficult aspects of the legislation and I look forward to their testi-

mony this morning.
We are delighted this morning to have our colleague with us.

Representative Tom Sawyer, chairman of the Census Subcommit-
tee of the Post Office and Civil Service Committee. Mr. Sawyer is

leading a group of members who are working on health information

systems legislation. This involves a set of issues that overlap, in

part, with the privacy issue.

We have been working very closely together to coordinate our ef-

forts and we are delighted to have nim here and we are delighted
to have his participation in this issue and his leadership.

Representative Sawyer.

STATEMENT OF HON. THOMAS C. SAWYER, A
REPRESENTATIVE IN CONGRESS FROM THE STATE OF OHIO
Mr. Sawyer. Thank you, Mr. Chairman. I am grateful for the op-

portunity to be here with the subcommittee. The work that you
have done has been noted for its diligence and quality in an at-

tempt to write legislation in a difficult and complex arena.

(399)
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The bill that you are working on goes a long way toward giving
Americans the kind of protections that they frankly have not had
before. Although many believe that their health care histories are

private, confidential, and secure, in large measure they are not,

today.
Last fall, our colleague, Dave Hobson, and I introduced H.R.

3137 to set out a process for building a national health information
infrastructure. We are working to strengthen many provisions, as

you are in your bill, based on testimony and other expert advice.
We believe that with an electronic network, we can look forward

to less paperwork, the capacity to detect fraud, the development of
a wealth of useful data to support policy analysis, planning, and
general research and other statistical applications.
We cannot build that kind of system without privacy safeguards

and that is where I hope we can create a constructive partnership.
We want the structures and functions envisioned in our bill to be

governed by the requirements in your bill and, in that way, to

make them work together.
I am grateful for your support and encouragement and that of

your staff. I think we have come a long way.
I would like to focus my discussion today on a particular area—

the role that research and statistical applications of data can play
in a well-run health system and how we should allow access to in-

formation for such appropriate and well-controlled research activi-

ties. That access is going to help us plan for the consequences of
the enormously rapid changing demographics of this nation, a kind
of change that is going to affect everything that we might do, no
matter what kind of health care reform we choose to enact.

There is an urgent need to standardize data and to provide more
efficient and cost-effective business practices. You cannot do one
without the other. The new technologies allow information to flow
more economically than before, perhaps more easily than before,
and so we must make sure that it flows with greater care than be-

fore.

The changes will give us, for the flrst time, the chance to use the

resulting data for research in an affordable and practical manner.
As a result of this, we will probably understand better barriers to

care, cost, and financing issues, discrimination in kinds of care, and
their implications on specific segments of our population.

I would like to offer, for your consideration, language that your
staff has reviewed, to ensure that the definition of "allowable
health research" allows for the full range of that kind of important,
policy related research undertaking.
With this kind of opportunity, however, comes substantial risk.

There have to be clear and enforceable limits on who has access to

data, what kind of data they have access to, and for what purposes.
The public has to have confidence that we are serious about the
business of protecting its privacy.

I believe that implementing the principle of functional separa-
tion, as articulated by the Privacy Protection Study Commission of

1977, is one important way to ensure that we set reasonable limits.

Functional separation is the principle that data used for research
or statistical purposes should not be used to effect any individual

directly, either positively or negatively. It is just simply inviolate.
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In other words, data about a person aggregated with information
about others could tell us something important about our society
but not about that individual or his or her eligibility for benefits
or compliance with the law or any purpose.

Individually identifiable data are sometimes needed to conduct
research, but the research results should never include data in in-

dividually identifiable form. That protection is especially needed
when data are linked together to create new sets of information

which, in the end, could well be more sensitive than the individual
data were, separately.
One practical way to implement this principle is to require that

data given to a research or a statistical agency cannot be disclosed
for any nonresearch or nonstatistical purpose. The model that we
have been thinking of in trying to craft this legislation is the Cen-
sus Bureau's handling of data from its censuses and surveys.

Title 13, United States Code, prohibits that data from being dis-

closed for any purpose whatsoever, even to another government
agency. There have been a number of attempts over the years to

penetrate that prohibition for what might seem, on first glance, to

be worthwhile purposes, like law enforcement, but that inviolate
standard of protection has never been breached. I think that same
kind of standard ought to apply here.

I believe that your bill does a good job of implementing func-
tional separation and it might be useful to have an even more ex-

plicit expression of what that principle means. I would argue for

the most stringent protection and the most stringent penalties for
those who would try to break down that wall.

In an electronic environment, that wall may not exist in a purely
physical sense, at least not the way it did when we enacted the
laws years ago that governed the Census Bureau. But a physical
wall alone would not be adequate in the modern environment. We
have to make sure that a wall exists in a computerized environ-
ment in which our personal data will increasingly reside.

Technology can help us strengthen, rather than weaken, that

ability to protect confidentiality. We can make sure that it is acces-
sible only to those who are authorized. We can keep track of who
is seeking information and who gets it. In that way, we can assure,
even better than we do today, that we have the capacity to enforce
suitable legal protections.

I think that, working together, we can achieve that kind of

strong privacy protection for personal health information. I look
forward to continuing to work with you toward that end.

[The prepared statement of Mr. Sawyer follows:]
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statement
of Congressman Tom Sawyer

before the Subcommittee on Information, Justice,
Transportation and Agriculture
Congressman Gary Condit, Chair

May 5, 1994

Mr. Chairman, thank you for the opportunity to offer my
thoughts on the critical role privacy legislation will play in
health care reform.

I want to join other witnesses in applauding your diligence in

writing legislation to address a difficult and complex issue. Your
bill goes a long way toward providing Americans with protections
they have not had before. Although many believe that their
personal health histories are private, confidential, and secure,
they are not.

Last fall. Congressman Dave Hobson and I introduced H.R. 3137,
the Health Care Information Modernization and Security Act. That
legislation sets out a process for building a national health
information infrastructure. We are working to strengthen many
provisions, based on testimony and other expert advice.

With an electronic network, we can anticipate less paperwork,
an enhanced ability to detect fraud, and a wealth of useful data to
support policy analysis, program planning, and general research and
statistical uses.

However, we can't build such a system without sound privacy
safeguards. That's where I hope we can create a constructive
partnership. We want the structures and functions envisioned in
our bill to be governed by the requirements in your bill. We are

grateful for the support and encouragement of you and your staff
during this process.

Today I want to focus my comments on one specific area of your
legislation: the role that research and statistics should play in
a well run health care system. We must allow access to information
for appropriate research and statistical activities. That access
will help us to plan effectively for the consequences of a rapidly
changing demographic landscape that clearly will affect the
implementation of a new health care delivery system.

Health care providers are recognizing the urgent need to
standardize data to create more efficient and cost effective
business practices. New technologies allow information to flow
more economically than ever before. Those changes will give us the
ability, for the first time, to use the resulting data for research
and statistics in an affordable and practical manner.

As a result of this new availability, we will better
understand barriers to care, cost and financing of care,
discrimination in types of care, and their implications on the

elderly, disabled, children, minorities, and other segments of the
population. I want to offer, for your consideration, language that
your staff has reviewed to ensure that the definition of allowable
health research permiLs fox. Llie lull raiige of imp ortar.t pcZ.icy-
related research projects.

VJith this bc'jr*-y or op.->ortunitv cz-.as sone ris^is. Thcrr. -ust
be clear and enforceable limits on who has access to cii.ta, whi;;h

types of data, and for what purposes. The public must have
confidence that we are about the business of protecting theii

privacy.
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I believe that implementing the principle of functional
separation, articulated by the Privacy Protection Study Commission
of 1977, is one important way to ensure that we set reasonable
limits. Functional separation is the principle that data used for
research or statistical purposes should not be used to affect any
individual directly, either positively or negatively. In other
words, data about a person are aggregated with information about
others to tell us something important about our society, not about
that individual's eligibility for benefits or compliance with the
law. Individually identifiable data are sometimes needed to
conduct research, but the research results should never include
data in individually identifiable form.

That protection is especially needed when data about a person
are linked together to create a new set of information, which may
be more sensitive than the original pieces. For example, to
determine if we can afford to alter the entitlement age for both
Medicare and Social Security, one must link information about the
affected population and health insurance costs. This type of
analysis is currently conducted using Medicare records and survey
data linked together.

The practical way to implement this principle is to say that
data given to a researcher or a statistical agency cannot be
disclosed for any non-research or non-statistical purpose. The
model I find most suitable is the Census Bureau's handling of data
from its censuses and surveys. Title 13, United States Code,
prohibits that data from being disclosed for any purpose, even to
another government agency.

Although there have been many attempts to penetrates these
files for what might seems on first consideration to be worthwhile
purposes (such as law enforcement) , that inviolate standard of
protection has never been breached.

Once again, I believe your bill does an reasonable job of
im.plementing functional separation. If I were to recommend any
change, it might be an even more explicit expression of that
principle. I would argue for the most stringent protection of
those data and the most stringent penalties for those who would try
to break down the wall we erect between data for research and data
for other purposes.

In an electronic environment, that wall may not exist in a

purely physical sense, like it did when we enacted the laws
governing the Census Bureau. In fact, a physical wall alone would
be inadequate. However, we must make sure a wall exists in the
computerized environment in which our health data will increasingly
reside.

While technology compels us to reconsider how we collect and
store information, it actually can strengthen, rather than weaken,
our ability to protect the confidentiality of data. We can ensure
that information is accessible only to those who are authorized to
use it for a given purpose. We can keep track of who's seeking
access and who gets it. To complement that capability, we must
devploo yoiov^nt ler*al '^rctoctioriS.

Working together, I think we can achieve strong privacy
proi-ection for persona? health information. I look forward' to the
p:: jgrc&slor; cf our er forts toward that end.
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Mr. CoNDlT. Thank you, Tom. Do you have a few minutes to

spend with us this morning?
Mr. Sawyer. Whatever will suit your purposes, Mr. Chairman.
Mr. CoNDIT. I am going to turn to Mr. Thomas for any opening

statement he would like to make.
Mr. Thomas. Thank you, Mr. Chairman. I will submit it for the

record. Just let me say I appreciate you having the hearing and I

appreciate your being here. I think this is a tough issue. I think
we have had some really good witnesses.

I hope that we might ask ourselves if the problems are due to

a lack of regulations or, in fact, whether it is a violation of ethics

currently in place. If it is the latter, then we should avoid issuing
a whole new set of regulations for providers and, instead, look at

solutions of other kinds.
It is difficult. As the President has proposed a national informa-

tion system with regional data centers, it becomes more important
that we train and educate consumers and I think that your propo-
sition, Tom, will help do that.

There is a great deal of evidence that the government is incapa-
ble of collecting information very efficiently and, indeed, you might
even question how much information the government should col-

lect. There is that ongoing question, certainly within the Census
Bureau.
The National Practitioner Data Bank is an example that has not

been exactly perfect. It has designed to help hospitals access infor-

mation about physicians but it had trouble with backlogs and has
become the object of several investigatory reports.

It is a tough one and I hope we do not overindulge ourselves in

this question of information on a national level, regarding everyone
in this country. In any event I appreciate you having these hear-

ings and I look forward to the rest of the witnesses, and thank you,
Tom.

[The prepared statements of Mr. Thomas and Mr. Owens follow:]
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Thank you, Mr. Chairman, for calling toda/s hearing. It is the last in a series of

hearings the Subcommittee has held to review H.R. 4077, the "Fair Health Information

Practices Act." The witnesses have been particularly helpful in their frank assessment of the

Act and its affects on sensitive health care information.

As Congress reforms our health care system, the time is ripe to improve privacy

protection standards. However, I would request that as we hear the recommendations from

our final set of witnesses, that you ask yourself if a breach is due to a lack of regulations or

a violation of ethics currently in place. If it's the later, then we should avoid issuing a whole

new set of regulations for providers. And instead, look at the best solutions for training

employees on the sanctity of individual medical information. We must also look at ways to

educate patients on their right to request and amend information that has been incorrectly

recorded about them.

Now that the president has proposed implementing a national information system

with regional data centers, it will become even more vital to properly train and educate

providers and consumers. Representative Thomas Sawyer will testify today on how we can

best accomplish this task through the private sector.

Rarely is the federal government capable of collecting information efficiently. The

National Practitioner Data Bank is a perfect example. This system was designed to help

hospitals access information about physicians but it is plagued with backlogs and has become

the object of several investigative reports. I cannot imagine how the administration thinks

it can collect health care information cost-effectively for every single American - a far cry

from its "Reinventing Government" proposal.

The truth is, reforming health care so a family of four can purchase a basic insurance

policy, does not require complex health alliances, regional data centers and national health

boards. It requires simple, practical changes. And, if Congress does not refocus its

objectives, this country will not be able to afford health care reform.

Mr. Chairman, I would appreciate you keeping these thoughts in mind as you make
revisions to H.R. 4077. We need to make sure the legislation is practical and affordable for

all to use. Thank you again for holding today's hearing.
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OPENING STATEMENT OF CONGRESSMAN MAJOR R. OWENS
BEFORE THE SUBCOMMITTEE ON

INFORMATION, JUSTICE, TRANSPORTATION AND AGRICULTURE
May 5, 1994

I would like to thank Chairman Condit for holding hearings on
this important issue. Each of us assumes that our medical records
will be private, and that if they are not, we may sue the violator.
This, however, is not always the case. There are significant gaps
in privacy protection.

First, the current privacy laws only cover a small portion of
the individuals with access to our medical records. Insurance
companies and law enforcement officials, for instance, are not
restricted in their use of medical information, and are allowed to
use medical information in any capacity.

Second, there is no uniformity among privacy laws. They vary
from state to state, and the level of confidentiality depends on
the type of health information. New York and California have very
strong HIV confidentiality laws. Other states have strict alcohol
and drug confidentiality laws. What's protected in some states may
not be protected in others.

A third gap in privacy protection arises when, health care
providers, nurses, and their assistants are unclear as to their
responsibilities to protect health information. In fact, many
patients are unaware that by authorizing a provider to disclose
medical information, they allow the doctor to disclose their entire
medical record.

H.R. 4077 would fill in these gaps and give patients the
privacy protection they deserve. The bill establishes uniform,
comprehensive, federal guidelines that would govern the use and
disclosure of all health records. It also outlines the
responsibilities of each health care worker to protect a patient's
privacy and defines how each may disclose the records. Finally,
the bill establishes a patients' "bill of rights": the right to
access their records; the right to make corrections to their
records; and the right to seek retribution when their privacy is
violated.

While I feel this is a good bill, I do have a couple of
concerns. The first is the burden placed on patients to know aind

understand when they must prohibit the disclosure of some medical
information in advance. In some cases, doctors have the authority
to disclose information without the patient's knowledge or consent;
in other cases, the doctors need a patient's written or oral
consent. Keeping the various instances when an authorization is

necessary may be very confusing for the patients. I am not
confident that patients will understand that not all disclosures
require their written consent.
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I also am concerned about the federal pre-emption of state
laws. Some states have very strong confidentiality laws that must
not be weakened by this Act. My state of New York has strict
privacy laws with respect to HIV confidentiality. I do not want to
see these laws weeikened, or any group of people lose the privacy
protections they have now. I know advocates in the substance abuse
community are concerned about the pre-emption issue as well. While
I understand that having one clearly stated law governing the
maintenance and transmission of health information reduces the
paperwork burden, we as legislators should not forget that we are
here to protect the privacy of individually- identifiable medical
records. I particularly am interested in what Susan Jacobs from
the Legal Action Center in New York has to say on the pre-emption
issue.

I look forward to this morning's hearing in the hope that our
witnesses will be able to shed some light on my concerns, as well
as those of my colleagues on the Subcommittee.
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Mr. CONDIT. Mr. Horn.
Mr. Horn. No questions, Mr. Chairman.
Mr. CoNDiT. Tom, there has been some controversy about the

using of health records in research without the consent of the pa-
tient. Do you support that kind of research, the use of statistical

information? Do you have any feelings about that?

Mr, Sawyer. First of all, let me suggest that I do not think the
use of data in any way that is less protected than what we have
today, that uncertain patchwork of protections that exists largely
on the State level, largely with regard to paper records, over which
individuals have very little control today—I don't think that we
ought to do less than that. I think there are opportunities to do
more.

Let me just suggest that the notion of functional separation that

you have provided in here—that is to say, the difference between
records used for individually authorized applications for medical
care and billing and so forth—and separating that from broader,
aggregated uses is enormously important.
Where there are special cases, where research requires individ-

ual linkage, then it is enormously important that that not be iden-
tifiable individually.

Finally, the kind of work that is done regularly throughout this

country, not only in censuses, but in the individual surveys that
are conducted on economic activity throughout the country, the
consent is achieved specifically with regard to the administration
of that survey and is, in that context, meaningful.
Today, when health information is collected from individuals, the

kind of blanket consent that is given by patients to hospitals, prac-
titioners, insurers, physicians, others, is such a blanket signing
away of consent that it is largely meaningless as a protection at

best and I think at worst serves to mislead patients with regard
to the kind of protections that they may think are or are not in

place.
Mr. CONDIT. Can you give us your views on the use of the Social

Security number as the health identifier?

Mr. Sawyer. I think it serves as a base from which to begin. I

think it would probably not be wise to begin to set up a whole sepa-
rate system of identifiers.

I think it also important to recognize that Social Security num-
bers not only do not have the full measure of security that I think

many people would like to see but those numbers are, in fact, used
over again. To have this be a unique identifier, I think, is fun-

damental to the system. Something like what other entities do in

providing individual, secure identifiers can serve as a model.

Long distance and local telephone companies provide the use of

your individual telephone number, which may or may not be more
or less secure, depending on whether you are listed or not, and add
to that a four-digit identifier that is easily remembered and would
be difficult to match for anyone who is attempting to make use of

your telephone number for long-distance identifier purposes. It is

not perfect for those purposes.
However, a Social Security number, coupled with an individual

and unique identifier, would, I think, go a long way toward making
an affordable and secure system possible.
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Mr. CONDIT. Mr. Thomas, do you have questions?
Mr. Thomas. Just more of an observation. A lady in Greybull,

WY would say, "What are you talking about?"

What are we seeking to develop here in terms of an information?

Are we talking about research? Are we talking about backgrounds
that move for treatment? Are we talking about who pays? Is the

government going to be watching to see who pays? Are we talking
about fraud? Are we talking about simply technology that has

changed?
I am not sure, for many people, that we have really defined what

it is we are requesting. What is the goal? What are we trying to

do? How do you see that?
Mr. Sawyer. One of the things we are not trying to do is to have

a government-collected data system. We are trying to put together
a grid of carefully protected points of information—perhaps as

many as 50 or more throughout the country—that rather than

functioning like a national centralized data bank. If you are looking
for an analogy, I would compare it more to the banking system and
the disbursal of the Federal Reserve system, where, in fact, people
do the same thing with their money that we are, in fact, asking
them to do with health information.

The two things that people care most about are their health and
their money. People actually go to banks, take money out of their

pocket, give it over to a private-sector institution, and that money
goes into an electronic network of asset transmission that people
have confidence in because the protections and prohibitions are
sound. It is not a government centralized repository.
Mr. Thomas. That money is sort of fungible. You cannot identify

the $500 you put in the bank.
Mr. Sawyer. No, but the truth of the matter is, you sure want

to make sure that that $507.14 that you put in there never goes
anywhere else and is always attributed to you and is secure and
not accessible to anybody else and that it is private. That is what
we do with a private system of information transfer.

That is what we are trying to create here under a system of gov-
ernment-directed laws, much as we write laws in other areas, but
not to create a government-centered repository.
Mr. Thomas. Gk)od.

Mr. Sawyer. I think your concern is right on the money, so to

speak. [Laughter.]
Mr. CONDIT. Little pun there.

Mr. Sawyer. Yes.
Mr. CONDIT. Thank you. Ms. Woolsey.
Ms. Woolsey. I have nothing, Mr. Chairman.
Mr. CONDIT. Mrs. Thurman.
Mrs. Thurman. No, thank you, Mr. Chairman.
Mr. CONDIT. Mr. Horn.
Mr. Horn. No questions, Mr. Chairman.
Mr. CoNDlT. Ms. Ros-Lehtinen, no questions?
Ms. Ros-Lehtinen. No, Mr. Chairman.
Mr. Condit. Tom, thank you very much for your time. You have

been very kind with it and we appreciate it.

Mr. Sawyer. Thank you, Mr. Chairman.
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Mr. CoNDiT. We will take the first and last panel. We have a

practice, the committee, of swearing in all witnesses. If you will, re-

main standing, and raise your right hands.
[Witnesses sworn.]
Mr. CONDIT. Thank you very much. We do appreciate you being

here this morning, and your input. We will start with Ms.
Berenson,

STATEMENT OF AIMEE R. BERENSON, LEGISLATIVE COUNSEL,
AIDS ACTION COUNCIL

Ms. Berenson. Thank you. I want to thank the members of the
subcommittee and especially Chairman Condit for the strong lead-

ership you have provided in bringing the critical issue of protecting
the privacy of health information to the forefront and for giving
AIDS Action the opportunity to testify here today.
The lack of any comprehensive Federal health information pri-

vacy law has meant that people living with HIV and AIDS and
their advocates have been forced to fight the battle to protect their

confidentiality State by State, government agency by government
agency, and case by case. At the same time, we have battled highly
politicized attempts to mandate disclosures of personal HIV-related
health information.

Although people with HIV and AIDS continue the decade-long
struggle to create confidentiality protections out of a hodgepodge of

constitutional. State, regulatory, and common-law provisions, we
still face the situation where the holes are too big, the ground be-

neath us is too unstable, and the costs are too great, to continue
this fight as we have been. Congress must enact a comprehensive
Federal health information privacy law.
We believe that the framework of H.R. 4077 can serve as the

basis for creating such a law. I would like to set out what we be-

lieve are essential criteria for a Federal law and to briefly highlight
the way we believe H.R. 4077 meets these criteria and where we
believe clarifications or changes are needed.
Our first criterion is that any Federal law must provide a solid

floor of protections which all States must meet and build upon as

necessary. Providing a floor as opposed to a ceiling of protections
is critically important to people with AIDS.
Over the course of this epidemic, enormous effort has gone into

creating State laws that do provide protection for people and thus

give them the confidence to come forward to be tested and treated
for HIV. It is essential that we not undermine the progress that we
have made in the last 12 years of this epidemic. Additionally, no
matter how strong and comprehensive the law we create today may
be, we must not preclude States from taking action in the future
to provide greater confidentiality protections, if necessary.
The goal of providing a strong floor of protections can be met by

explicitly providing that the Federal health law preempts any State

law which fails to provide greater or equal protection. We believe

H.R. 4077 is not sufficiently explicit in this regard, however, and
should be amended accordingly.
Our second criterion is that any Federal law must place a legal

duty to protect the confidentiality of personally identifiable health
information on all persons and entities collecting or using such in-
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formation. The current lack of comprehensive legal protection
means that personal health information about one's HIV status

may be protected if provided to a doctor for treatment but the same
information, once provided to an insurer or employer, may not be

protected.
H.R. 4077 makes significant progress toward providing com-

prehensive protection. However, we believe that further work needs
to be done with regard to making the bill sufficiently comprehen-
sive by, for example, extending the duty to protect information be-

yond just instances where that information is collected or used for

treatment or payment.
Our third criterion is that any Federal law must ensure that the

permissible uses and disclosures of personal health information are

clearly defined and appropriately limited in scope. There must be
firewalls between categories of authorized disclosures so that infor-

mation provided for public health purposes, for example, cannot be
disclosed or used for other purposes, even those that may be other-
wise legally authorized.
This is particularly important for people with AIDS because the

fear that personal health information provided for public health

purposes could be accessed, disclosed, or misused has been an ongo-
ing barrier to cooperation between people with AIDS and public
health authorities.

Additionally, uses and disclosures must be limited to those that
are compatible with or related to the purpose for which the infor-

mation was originally obtained from the individual. It is imperative
that the individual's expectation of privacy be respected, at least to

the extent that she is assured that only disclosures of personal
health information which are compatible with the purpose for

which she gave the information in the first place are legally per-
mitted.
Our fourth criterion is that any Federal law must provide indi-

viduals with sufficient notice and opportunity to limit access, use,
and disclosure of public health information.
We are concerned with H.R. 4077 because it contains provisions

authorizing disclosures unless there has been prior objection by the
individual. Placing the burden on the individual to object prior to

the disclosure without requiring the health information trustee to

provide notice of the potential disclosure is grievously unfair.

For example, the next-of-kin provision in H.R. 4077 permits dis-

closure of protected health information to next of kin unless the in-

dividual has previously objected. This would allow potentially dev-

astating disclosures to be made to an individual's family about her
HIV status without ever asking the individual if she consents to

such disclosure beforehand.
We believe the bill must be amended to provide greater for-

malization of the notice process to enable individuals to exercise
what should be an inherent right to notice and an opportunity to

object to infringements of their privacy.
Lastly, our fifth criterion is that any Federal law must provide

strong legal remedies for violations. We strongly support the rem-
edies included in H.R. 4077, which provides a private cause of ac-

tion, the imposition of civil penalties for violations, and criminal
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penalties for those who knowingly violate the law for profit or mon-
etary gain.
We are concerned, however, with the bill's provision regarding

the development of alternative dispute resolution methods. In the
AIDS context, ADR has been used by defendants to drag cases out
until the plaintiff dies.

ADR should only be used where all parties agree. Time limits

must be placed on how long the process may take and the law must
prohibit requiring any individual to waive their right to seek reso-
lution of claims in court as a condition of getting treatment or re-

imbursement for care or services.

The enactment of a comprehensive Federal law that protects the

privacy of all personal health information is critical to people living
with AIDS and to all Americans. I applaud you for your commit-
ment and your efforts. We look forward to working with you to re-

alize our goals and I thank you for allowing me to testify before

you today.
[The prepared statement of Ms. Berenson follows:]
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Good morning. My name is Aimcc Bercnson, and I am Legislative Counsel for AIDS
Action Council, the Washington representative of over 1000 community organizations across the

nation serving people with HIV/AIDS. I want to take this opportunity to thank the members of

this Subcommittee, especially Congressman Condit, for the strong leadership you have provided
in bringing the critical issue of protecting the privacy of health information to the forefront, and
for giving AIDS Action the opportunity to testify here today about the importance of this issue

for people living with HIV/AIDS across this nation.

Protecting the confidentiaJity of health information is not merely an academic concern for

people living with HIV/AIDS. Tragically, the over 1.5 million Americans currently infected with

HIV not only face a battle against the disease itself, but against the fear, prejudice, stigma and

discrimination that have been the darkest companions of this AIDS epidemic. People living with

HIV/AIDS have lost their jobs, their homes, and the companionship and support of their families,

friends, co-workers, and communities as a result of their illness. Perhaps even more appalling
is the fact that people living with this disease have found themselves discriminated against in the

health care system itself -- by doctors, dentists and hospitals who refused to treat them, or by
insurers who denied their claims or capped their benefits.

For people living with HIV/AIDS, maintaining confidentiality is essential to preventing
discrimination. Studies have shown that the very fear of breach of confidentiality may deter

people from being tested for HIV, and that people who suspect that they may be HIV-positive

delay early detection and treatment to avoid the potential negative consequences which fiow from

confidentiality breaches." Thus the lack of confidentiality may cause people to avoid early
detection and treatment of their HIV disease, treatment which can greatly improve both the

quality and duration of life. Others are frightened into obtaining medical care and services under

assumed names to protect themselves, their families, and their friends from the potential

consequences of breaches of confidentiality.

Sadly, the fears that cause people at risk of or infected with HIV to avoid the health care

system are well-founded. The reported cases of breach of confidentiality of HlV-related health

information (which probably reflect only the tip of the iceberg) are a distressing indicator of the

potential magnitude of the problem. For example:

— A New Jersey court found that a hospital's failure to limit access to an HIV-positive

patient's medical records resulted in the ostracization of the patient and his wife in their

community.^

— A New York doctor was found to have violated that state's confidentiality law by

' American Bar Association AIDS Coordinating Committee, Issues Relating to AIDS and

Health Care Reform , at 30-31 (July 1993).

^
Behringer v. Medical Center. 249 N.J. Super. 597. 595 A. 2d 125 (N.J. Super. Ct 1991).

2
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providing copies of her patient's HlV-rclaicd medical records lo a worker's compensation

board without the patient's consent.'

-- A California patient alleged that his doctor violated the privacy clause of the stale

constitution by disclosing the patient's HIV status to others without the patient's

consent.*

-- An HIV-infected hospital patient in Maryland sued after hospital personnel allegedly

disclosed his HIV status to family and friends.'

- A Pennsylvania woman alleged that a hospital improperly approved the release of false

information that the woman had AIDS.'

The AIDS epidemic has highlighted the inadequacy of the current patchwork of existing

state and federal confidentiality provisions. The lack of any federal health information privacy

legislation has meant that people living with HIV/AIDS and their advocates have been forced to

fight the battle to protect the confidentiality of their health information state by state, government

agency by government agency, and case by case, struggling to make a patchwork of state laws

that all too often provided little or no protections work. At the same lime, we battle attempls lo

further stigmatize and discriminate against people with this disease by mandating disclosures of

highly personal health information for political rather than public health purposes.

In some states, efforts lo carve out strong HIV confidentiality protections have been fairly

successful -- New York and California are notable examples. In other sutes, such as Illinois, for

example, people living with HIV/AIDS have faced the chilling specter of highly politicized

attempls to access legally protected information (namely information provided for public health

surveillance purposes) in order lo conduct witch hunts lo ferret out HIV-infected individuals.

Protecting HIV-related health information has been further complicated by the fact that

in many instances, health care information generally is not protected, and so the very fact that

a certain individual's health record is confidential discloses the fact thai the individual has HIV.

In other instances, only certain aspects of health information are protected
-- for example, the fact

that an individual has tested positive for HIV may be protected information, but the information

that the individual is getting a prescription filled for AZT is not And in some instances.

' Doc V. Roe , No. 92-1642 (N.Y. Sup. Ct., July 31, 1992).

*
Estate of Urbaniak v. Newton , 226 Cal.App.3d 1 128, 277 Cal.Rplr. 354 (Cal. App. 1991).

' Doe v. Shady Grove Adventist Hosp. , 89 Md.App. 351. 598 A.2d 507 (Md. Ct. Spec. App.

1991).

'
Burton v. Yeager . Complaint No. 87-00287 (Pa. Ct. Common Pleas, filed 1987), reported

in Lambda Legal Defense and Education Fund, AIDS Update, Aug. 1987.

3
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confidcniialily is protcclcd only in ihc hospital or hcallh care provider setting, so that when that

confidcnlial information is sent to an insurance company or social service provider, it is no longer

protected. Thus, even in stales that have HIV-related confidentiality protections, the extent of

those protections may be limited.' Computerization, needless to say, adds to the potential

universe of people and entities who may have access to information, and further heightens the

already-existing fears people have about potential breaches of confidentiality.

In developing state laws to protect the confidentiality of HIV-related information, AIDS
advocates have focused on two areas: limiting the uses and disclosures of HIV-related

information, and ensuring that individuals have control over, and thus confidence in, how

personal health information will be used, by creating more genuine "informed consent" written

authorization procedures.

Traditionally, the "informed consent" model of protecting health care information has not

worked well, because in reality individuals have lacked the information necessary to enable them

to truly give "informed" consent. Often individuals do not realize the actual universe of people
and entities that have access to their personal health information, or understand that there are few

limits on the uses or disclosures of information that those with access may make.

People with HIV/AIDS are usually aware that information of their HIV/AIDS status may
be provided to public health departments for public health purposes, for example, and have

fought (and continue to fight) hard to protect their confidentiality in that public health reporting

process. Yet people living with HIV/AIDS, like most Americans, are much less likely to realize

that within the physician's office, hospital, laboratory, or pharmacy, their personal health

information may be accessed - and potentially disclosed -
by anyone from nurses and

technicians to orderlies and receptionists to billing departments. Currently, there may or may not

be internal organizational policies limiting the extent of access to an individual's medical record,

or limiting use and disclosure of information. Individuals rarely know what the case is in a given

setting.

Moreover, individuals are routinely required to sign forms authorizing the health care

provider to disclose information to insurers. People generally don't realize that this authorization

gives the insurer access to their entire medical record; even if they did, most are not in a position

to limit such access. A refusal to sign the authorization means the provider cannot be

reimbursed, and thus is unlikely to provide treatment or services unless the individual has the

ability to pay the costs out-of-pocket, and usually on the spot.

'
For example, in the Urbaniak case mentioned earlier, a California Court of Appeal, while

sustaining the plaintiffs state constitutional privacy claim, held that the state's HIV

confidentiality law only applies to disclosure of the actual record of an HIV blood test result, and

not to disclosures of information obtained from other sources regarding an individual's HIV
sutus. Urbaniak . 277 Cal. Rptr. at 362.

4
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Again, (he insurers' access means thai many people, from claims processors to ulili/aiion

reviewers lo accounting department personnel, have access to the individual's medical record.

Even employers have access to information in that record, if for example the employer is self-

insured, or if a third-party insurer is providing information about claims to justify premium hikes

based on utilization costs, pre-existing conditions, etc.

This poses a devastating dilemma for people living with HIV/AIDS, since they are forced

lo disclose their illness in order to gel insurance companies and medical professionals to provide

care, yet may in fact find themselves denied care, legally or otherwise, on the basis of the very

information they must disclose to get care.

In essence, although people with HIV/AIDS continue the decade-long struggle to create

confidentiality protections out of a hodge-podge of constitutional, state, regulatory, and common-

law provisions, we still face a situation where the holes are too big, the ground beneath us too

unstable, and the costs too great to continue to fight this fight as we have been. Now, as this

Congress and this country engage in the monumental task of reforming a health care system that

has insured the healthy and failed the sick and the poor, it is also time to address the failure of

our health care system to respect and protect the dignity and privacy of those it is supposed to

serve.

The Need For A Comprehensive Federal Health Information Privacy Law

The problems faced by people living with HFV/AIDS, and all Americans, as a result of

the lack of privacy protections for personally identifiable health information can only be

addressed through the enactment of a comprehensive federal health information privacy law. We
believe that in order for such a law to be effective, it must meet the following essential criteria:

•Provides a strong, uniform "floor" of protection for all personally identifiable health

information.

•Places a legal duty on all individuals and entities which create, collect, or use personally

identifiable health information to protect the confidentiality of that information.

•Clearly defines permissible uses and disclosures of information and builds "firewalls" to

prevent the use or disclosure of information for unauthorized or incompatible purposes.

•Provides individuals with sufficient notice and opportunity to limit access, use and

disclosure of personally identifiable health information.

•Provides strong, effective legal remedies and sanctions for violations of the law.

We believe that the framework of H.R. 4077 can serve as the basis for creating a federal

law that meets these essential criteria. I would like to take this opportunity today to outline for

you where we believe H.R. 4077 "works" and where we believe clarifications or changes are

needed.
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Providing a strong, uniform "noor" of protection for all personally tdentiflable health

Information

The most importani thing Congress can do to rcslorc the loss of dignity, privacy, and trust

to our health care system for people living with HIV/AIDS is to enact a comprehensive federal

law that safeguards the confidentiality of all personal health information. Such a law should

provide a solid floor of protections, which all states must meet and build upon as necessary.

This issue of providing a floor, as opposed to a ceiling, of protections is critically

importani to people living with HIV/AIDS. As I discussed earlier, the lack of confidentiality

protection has had a profound effect on the willingness and ability of people to come forward

10 be tested and treated for HIV. Over the course of this epidemic, enormous effort has gone
into creating slate laws that do provide protection for people and thus give ihem the confidence

to come forward to be tested and treated for HIV. It is essential that we not undermine the

progress, however limited it may be, that we have made in the last 12 years of this epidemic.

In fact, the very existence of the AIDS epidemic demonstrates the wisdom of setting a

strong floor of federal protections, rather than a ceiling. If this hearing had been held in 1979,

none of us would have foreseen the devastating epidemic that is now upon us, or understood in

quite so profound a manner, perhaps, how the lack of strong, uniform health information privacy

protections would affect so many Americans in so many ways as it has in the course of this

epidemic. We must not shut our eyes to the frightening but real possibilities that future events

may similarly affect us. No matter how strong and comprehensive the law we create today may
be, we must not preclude states from taking action in the future to provide greater confidentiality

protections if necessary. In the 12 years of this epidemic alone, no federal health information

privacy law has been enacted. We cannot risk that some state needing to provide greater

protections than we develop in this law in order to protect its citizens in some future situation

will be forced to wait for Congress to act.

The goal of providing a strong floor of protections can be met by explicitly providing that

the federal health information privacy law preempts any state law which fails to provide greater

or equal protection of health information than the federal law provides. We believe that H.R.

4077 is not sufficiently explicit in this regard, however, and should be amended accordingly.

Additionally, because of the intrinsic link between breaches of confidentiality and

discrimination, we believe that any federal health information privacy law should include a

provision explicitly stating that nothing in the federal law shall be construed to deny, impair, or

otherwise adversely affect a right or remedy otherwise available under any civil rights law. H.R.

4077 does not contain such a provision, and should be amended accordingly.
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Placin-; a legal duty on all Individuals and entities which create, collect, or use personally

Identifiable health Information to protect the confidentiality of that Information

Any federal health informalion privacy law must prolccl all personally ideniinabic heallh

infonnation, regardless of whether such information is collected or used by health care providers,

insurance companies, employers, researchers, marketers, government agencies, laboratories, or

any other institutional entity. Providing comprehensive protection is critical to people living with

HIV/AIDS. The current lack of comprehensive protection means that personally identifiable

heallh informalion about one's HIV status may be protected if provided to a doctor for treatment,

but the exact same information, once provided to an insurer or employer, may not be protected.

H.R. 4077 makes significant progress towards providing comprehensive protection of

heallh informalion. First, the bill establishes a comprehensive definition of protected personally

identifiable heallh information." Second, H.R. 4077 sets out categories defining "heallh

information trustees"' who have a duly to "maintain reasonable and appropriate administrative,

technical, and physical safeguards" to ensure the confidenlialily of health information, and to

protect against anticipated threats or hazards to the security of that information, including

protection against improper uses or unauthorized disclosures.'"

Particularly important for people with HIV/AIDS is the separation of public heallh

authorities and public health uses of informalion from other types of health informalion

possessors and users, such as heallh care providers, insurance companies, and hospitals. In fact,

the majority of HIV-related confidentiality concems have centered on the provision of personal

health informalion for public heallh purposes, and around the fear that such information could

be accessed, disclosed, or misused because there are insufficiently strong "firewalls" between

public health information collection and other data collection and uses. We are pleased that H.R.

4077 recognizes these concems by creating a separate category of "public health trustees",

although we believe that several technical amendments to these provisions are needed."

Sec Section 3(a)(3).

See Section 3(b).

"
See Section 115.

"
Section 3(b)(7) of the bill defines "public heallh authority"; Section 3(b)(8) defines "public

health trustee". Only a "public health authority" or an officer or employee of such should be

considered a "public health trustee"; therefore, the bill should be amended to strike the improper

inclusion of "health researcher" in the "public heallh trustee" category. Additionally, to more

accurately describe the types of public heallh activities undertaken by public health authorities.

Section 102(3)(a), which is overiy vague, should be stricken, and Sections 3(b)(7) and 125, which

list legally authorized public health activities, should be amended to add "public heallh

interventions".
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Clearly limiting the pcrinlsslble uses and disclosures of Information and creating "firewalls"

to ensure that Information collected and used for spedflc purposes cannot be used for other.

Incompatible purposes

Obviously, defining the universe of people and enlilies thai have a duty to protect

personally idenlifiable health information is critical. Equally critical, however, is ensuring thai

the permissible uses and disclosures of such information are clearly defined and appropriately
limited.

As the cases described earlier in my testimony illustrate, people living with HIV/AIDS
have faced problems resulting from two kinds of unauthorized disclosures: disclosures to persons
within an institution or office that possessed personally idenlifiable health information, and

disclosures of that information to persons or entities outside of the institution or office.

In order to protect information within an institution or office, the federal health

information privacy law must first place a duty to protect information on all people who act, in

whole or part, in the capacity of officers or employees of an institution or office. Second, the

federal law must limit the use or disclosure of information within an institution or office to those

uses or disclosures that are compatible with or directly related to the purpose for which the

information was collected or obtained. Such internal disclosures of personally identifiable health

information must also be limited to the minimum amount of information necessary to accomplish
the purpose for which the information is being disclosed.

We believe that H.R. 4077 does provide a framework of protections with regard to

internal uses and disclosures of information. However, the bill as currently written leaves a

major gap in protection that must be addressed. As currently written, the bill seems to limit the

duty of health information trustees to protect personally identifiable health information to

instances where such information was collected or used for purposes of treatment or payment.
This limitation means that the very same information collected or used by the very same health

trustee for purposes of obtaining insurance or employment, for example, would not be protected.
We believe the bill must be amended to clarify that personally identifiable health information

collected or used by a health information trustee is protected, regardless of whether such

information is collected or used for treatment or payment purposes or for purposes such as

obtaining insurance or employment. This is particularly important for people living with

HIV/AIDS, given the intrinsic link between improper use and disclosure of confidential health

information and discriminatory practices by employers and insurance companies.

We do not believe that H.R. 4077 provides sufficient protections with regard to external

disclosures, namely disclosures of personally identifiable health information to persons or entities

outside of the institution or office which possesses the information. While H.R. 4077 limits such

disclosures to those that are "specifically authorized" in the bill, and "where practicable", to the

minimum amount of information necessary to accomplish the purpose for which the infomiation
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is used or disclosed", ihc bill docs not limit external disclosures to those disclosures that are

compatible with or related to the purpose for which the information was originally obtained.

Given that external disclosures pose such a great risk of harm to people living with HIV/AIDS,

this is not accepuble.

We believe that the overall restrictions on external disclosures should be at least as strong

as the restrictions on internal uses of personally identifiable health information. In other words,

we believe external disclosures should only be permitted whenc specifically authorized by the

federal law and where such disclosure is compatible with or related to the purpose for which the

information was originally collected or obuined.

This change provides consistency, but more importantly, gives greater deference to the

privacy expectations of the individual. Particularly where the law is not modeled on the

traditional "informed consent" paradigm, it is important that the individual's expectation of

privacy be respected, at least to the extent that he or she is assured that only disclosures of

personally identifiable health information which are compatible with or related to the purpose for

which the individual gave the information in the first place arc legally permitted.

With regard to specifically authorized external disclosures, I want to reiterate our support

for the creation of "firewalls" between disclosures for legally authorized public health activities

and other types of disclosures. These firewalls are essential to protecting people living with

HIV/AIDS and to maintaining confidence in the public health system.

One other authorized disclosure provision which I want to mention regards disclosures

of information in emergency circumstances. While we think it is essential to have such a

provision, we feel the provision as currently written fails to clearly define what an emergency

is or who may be given protected information in such an emergency." We believe that the

emergency circumstances provision should only permit a health information trustee to disclose

protected information to an individual in emergency circumstances when such disclosure is

immediately necessary to preserve or protect the health or safety of that individual.

Providing individuals with sufficient notice and opportunity to limit access, use and

disclosure of personally identifiable health information

While we understand that H.R. 4077 rejects the "informed consent" paradigm, and while

we agree that "informed consent" is usually neither, we still believe that the individual has the

right to meaningful notice of what uses and disclosures of personally identifiable health

information are legally permitted, in order to provide the individual with the opportunity to object

to such uses or disclosures.

'^
See Section 121.

"
See Section 126.
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The bill provides essential proieciions in this regard for written authorizations, but these

protections will only apply to a fairly limited set of circumstances.'' The only guaranteed
notice that individuals will receive regarding the use and disclosure of personally identifiable

health information will be the Notice of Fair Information Practices described in Section 1 13 of

the bill. As currently drafted, however, the bill docs not require a health information trustee lo

inforni an individual that they should read the Notice and indicate if they wish to object to a

particular use or disclosure described therein.

This is a particularly problematic flaw in H.R. 4077, because the bill contains several

provisions authorizing disclosures unless there has been prior objection by the individual to such

disclosure. Placing the burden on the individual to object prior to the disclosure, without

requiring the health information Iruslee lo provide notice of the potential disclosure, is grievously
unfair. If the health information trustee does not notify the individual of the potential disclosure

and inform him or her of the right to object, there is really no meaningful opportunity for the

individual to exercise that right.

This problem is most obvious in the bill's provision regarding disclosures to "next of kin".

This provision permits disclosure of protected health information consistent with "accepted
medical practice" lo next of kin regarding the "on-going provision of health care" unless the

individual has previously objected to such disclosure." This language is much too broad, and

would allow potentially devastating disclosures to be made to an individual's family about his

or her HIV-status, without asking the individual if he or she consents to such disclosures in

advance. We fear that unless this prior objection problem is addressed in the legislation, people

living with HIV/AIDS may be seriously harmed.

We believe that the overall problems regarding notice and opportunity could be addressed

if the bill were amended to provide that a health care trustee who does not obtain specific written

authorization must provide a copy of the Notice of Fair Information Practices to each individual,

along with a statement clearly telling the individual that he/she has the right to object in writing
to any of those practices at any time. The bill should also require that a notation be made that

the individual was given the form, told to read it, and informed of his/her right to object

Without creating some greater formalization of the notice procedures, there is no way for

an individual to exercise what should be an inherent opportunity to object to the infringement of

his or her privacy. Creating mechanisms such as those outlined above will not only address the

prior objections burden problem, but will also ensure that individuals are able to meaningfully
exercise their right to control the use and disclosure of personally identifiable health information.

"
See Section 122.

"
See Section 124(a).

10



423

Provldinc strong legal remedies for violations

A law may provide the most comprehensive privacy protections imaginable, but unless

there are strong and effective provisions to enforce those protections, the law is meaningless.

Since the beginning of the AIDS epidemic, the struggle to fight the disease has been complicated

by attempts to fight people with HIV/AIDS. Too often, the policies and practices of govemmenis
and institutions have stigmati7£d people with HIV/AIDS and condoned, implicitly or explicitly,

the denial not only of essentials like jobs, housing, health care and insurance coverage, but of

fundamental rights to privacy, dignity, and equality as Americans.

The creation of a federal privacy law for personally identifiable health information

presents the promise of a fundamental change in one aspect of the lives of people infected with

and affected by HIV that may have far-reaching implications for addressing many of the other

challenges they face. This promi.se, however, can only be realized if strong, effective, and

accessible enforcement mechanisms are available to deal with those who violate the law.

Therefore, we believe that any federal health care information privacy law must create a

private cause of action to redress violations. Individuals who have been harmed as a result of

the intentional or negligent failure of an individual or entity to comply with the duties and

obligations set out in the law must have the right to seek redress in the courts. The penalties for

such violations must be significant enough to serve as a true deterrent, particularly in light of the

financial incentives that may exist to violate an individual's right to privacy and confidentiality.

Thus individuals should have the right to actual damages, punitive damages, and attorney's fees.

Additionally, because of the strong public interest in protecting health information and

ensuring compliance with the law, the Secretary of Health and Human Services should have the

power to impose civil penalties on those individuals or entities that fail to comply With the

provisions of the law.

Lastly, given what may be substantial financial incentives to violate the law, we believe

there must be criminal penalties for those who knowingly violate the law for profit or monetary

gain.

H.R. 4077 provides all of these important enforcement mechanisms, and we applaud the

drafters of the bill for recognizing the importance of strong and effective enforcement provisions

to ensuring that the law provides more than just paper protections.'*

We are concerned, however, with the provisions regarding the development of Alternative

Dispute Resolution (ADR) methods by the Secretary of Health and Human Services." While

'*
See SubtiUe E.

"See Section 163.

11
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there is nothing inherent in the theory of ADR that wc find problematic, we have experienced

the reality of ADR as a tool used to delay resolution of claims and to increase costs to the

plaintiff. In the context of AlDS-rclated discrimination complaints, for example, ADR has been

used by employers, insurers, and health care entities to drag cases out until the plaintiff dies.

Our experience demonstrates that ADR methods should only be used where all parties to

the dispute agree; that time limits must be placed (through legislation or regulation) on how long

the ADR process may take; and that the law must prohibit requiring any individual to waive any

rights to seek resolution of claims in court as a condition of getting treatment or reimbursement

for care or services.

Conclusion

The enactment of a comprehensive federal law that protects the privacy of all personally

identifiable health information is critical, to people living with HIV/AIDS and all Americans.

The advent of health care reform has certainly brought the need for such a law to the forefront,

but the importance of this issue itself demands action. People living with HIV/AIDS, perhaps

more than any other group of Americans, have suffered the terrible consequences of the lack of

a strong, comprehensive, federally-mandated floor of protection for personally identifiable health

information. Many people with AIDS have lost their lives because of this disease; but many
have lost their jobs, their homes, their insurance coverage, their privacy

-- not because of disease,

but because of fear, hate, prejudice, and discrimination.

Congress has the power -- and the moral imperative
-- to enact federal legislation to

protect the privacy of personal health information. Such legislation will move us that much

closer toward ending the intolerable epidemic of discrimination that has tragically accompanied
the AIDS epidemic in this country.

On behalf of AIDS Action and people living with HIV/AIDS across this nation, I applaud

you for your commitment and your efforts. We look forward to working with you to realize our

goals, and I thank you for allowing me to testify before you today.

12



425

Mr. CoNDiT. We appreciate your being here very much.
Mr. Horn. Mr. Chairman, I have to testify before the Appropria-

tions Committee. May I ask one question?
Mr. CoNDiT. Absolutely.
Mr. Horn. I hope to be back before you all are done. I would just

like to know the policy of your group on just one question.
I agree with you on the next of kin, unless the next of kin has

a sexual relationship with the individual that has AIDS. Now,
what is the policy of you and the groups you represent in terms of

notification? Let us say, it could be blood transferred. We do not

know what it is.

I just went with a Federal judge to have an AIDS victim from
blood transfusion become an American citizen. He was Canadian.
He was disowned by his family and so forth and so on, so I under-

stand the next of kin.

However, when it comes to a relationship that would normally be

expected to be sexual, such as a spouse of one sort of another, liv-

ing with that individual, what is your feeling on notification then?

Ms. Berenson. I think that issue is addressed through the pub-
lic health activities. Currently, public health departments have

partner notification processes by which the sexual contacts of a

person who is HIV-positive can be notified and, additionally, that

person—the person with HIV—can be counseled about how to no-

tify their sexual contacts personally.
There is nothing, to my understanding, in H.R. 4077, that would

prohibit or change that currently existing system.
Mr. Horn. You are saying that an individual cannot deny that

notification for one reason or another?
Ms. Berenson. I think that if the issue is around whether some-

one other than a public health authority can contact the sexual

partner of someone with HIV, right now that is an issue that is

dealt with in a number of State laws and generally it is an issue

of when is it appropriate for a physician to violate a particular pa-
tient's confidentiality. We do not believe that there is any particu-
lar reason to think that H.R. 4077 would make that situation worse
than it is now, and we believe that, through the public health pro-

visions, we are addressing that issue.

Mr. Horn. My only problem would be I would hate to see a vari-

ation in State law where the individual who is the sexual partner
would not be notified.

Ms. Berenson. I do not believe that there is any State that does
not have provisions for providing notification.

Mr. Horn. I remember a few years ago—and I have not kept
track of this recently—when I was chairman of the National Insti-

tute of Corrections, we faced this problem with, when an individual

secures AIDS in prison, do you notify the spouse of that individual

when they leave prison and what is the responsibility, if any, of the
Federal Government if you do not notify?

Yet, I believe California had a law where that was very question-
able if you did notify. I am not sure where that is now. Maybe you
know.
That is the area that worries me because this is not any trans-

mittable disease. This is the one that results in death, at this

point.



426

Ms. Berenson. I would certainly be more than happy to try to

get that information for you about what specific States do in that

regard.
Mr. Horn. Yes. I think, whatever it is, we need to clarify our po-

sition on at least that one point. I think it would be irresponsible
not to clarify it.

I appreciate your testimony and I hope to be back shortly.
Ms. Berenson. Thank you.
Mr. CONDIT. Thank you, Mr. Horn. Does any other member have

a followup to Mr. Horn's question?
[No response.]
Mr. CONDIT. Ms. Jacobs.

STATEMENT OF SUSAN L. JACOBS, STAFF ATTORNEY, LEGAL
ACTION CENTER, NEW YORK, NY

Ms. Jacobs. Thank you, Mr. Chairman. I would like to thank the
chairman and the subcommittee for the opportunity to testify today
on behalf of the Legal Action Center.
The Legal Action Center is the only organization in the United

States specializing in policy and legal issues in the intersecting
areas of drug and alcohol abuse and AIDS. We have worked for

over two decades with individuals affected with these diseases and
with the public and private institutions that provide them with

treatment, health care, and other social services.

One of our principal areas of concentration is on confidentiality
of patient records and we have also been recently deeply involved
in national health care reform, particularly as it affects persons re-

ceiving treatment for alcohol and substance abuse and AIDS.
I want to outline briefly the privacy considerations of a the

unique population of users of the health care system. That is, indi-

viduals receiving treatment for alcohol and drug abuse. I want to

also summarize the Federal protections now afforded these clients

and mention how the Fair Health Information Practices Act, H.R.

4077, would change this protection and what we suggest be done
about that impact.

I would like to begin by expressing my deep appreciation to the
subcommittee and especially Mr. Gellman, chief counsel, for the

concern they have shown about the impact of privacy legislation on
the lives of our clients.

We further agree with the subcommittee that privacy of health
care records ought to be protected by Federal legislation. However,
the records of our clients in specialized alcohol and drug treatment

programs are already protected by practical and effective Federal

legislation and we respectfully submit to you that these protections

ought to be left in place and not preempted by the act.

These laws and regulations are stronger and more specifically

targeted for our population, essentially, than the privacy protection

proposed by the act. The preservation of these protections is crucial

to the success of alcohol and drug treatment programs nationally.
The existing Federal confidentiality laws for alcohol and drug

treatment records were passed by Cfongress in the early 1970's.

They narrowly define the circumstances in which the records of pa-
tients in federally assisted substance abuse treatment programs
may be disclosed.
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The legislative history of the statute and regulations
—which I

will not go into detail about now but are reflected in my state-

ment—express your strong recognition of the difficulty of getting

people into treatment when they have drug and alcohol problems
and retaining them in treatment.

Obviously, the problems of such abuse reach deeply into all class-

es and all races and, unfortunately, these problems continue to be

stigmatizing even after people are in health care for these problems
and even years after successful recovery, so a wrongful disclosure

can end a career, destroy a marriage, or devastate a friendship.

Specialized alcohol and drug treatment programs therefore may
make no disclosures at all which reveal that an individual person
is receiving diagnosis, treatment, or referral except, obviously,

under certain very
delineated circumstances. These disclosures, in

our experience, allow every reasonable request to be fit but they do

so in a way that is quite different, in some regard, from the Fair

Health Information Practices Act, and I want to mention three

areas where that is significantly different.

The first is in the area of investigations of suspected or actual

criminal activity. Because addiction involves the illegal use of

drugs, persons seeking treatment for addiction are very vulnerable,

especially when they first enter treatment and, in fact, are making
the decision to come into treatment and, also, in later stages, be-

cause of their past criminal activity.

Under the existing Federal law, an investigative law enforcement

or prosecutorial agency must obtain a court order to obtain infor-

mation from a drug and alcohol treatment program even if law en-

forcement officials have a search warrant. This issue is very vital

to drug and alcohol treatment programs, yet the act that you have
written does not provide the protection of an extra court review or

court order in these circumstances.
As a result, alcohol and drug treatment programs would have to

disclose identity of clients that they do not need to disclose now,
not only if they were the subject of an investigation but also if they
were a witness or a figure in an inquiry conducted by law enforce-

ment. Unfortunately, because of the activities people had formerly
been engaged in before they come into treatment, they do wind up
being involved in or asked to be witnesses for many of these kinds

of inquiries.
The second area in which the act differs from the current protec-

tion is in disclosures to family and next of kin. Federal alcohol and

drug confidentiaHty law provides crucial protections for clients

dealing with families because alcohol and drug abuse can be so in-

tricately involved in family dynamics.
These protections have been especially important, for instance,

for women entering treatment, because they are often in relation-

ships with men who encourage their use of drugs or alcohol and

disapprove, sometimes violently, of their coming into treatment.

The written consent process which is now available in the drug-al-
cohol law and is not required under the act is crucial to keep cli-

ents and patients aware of which family members might get infor-

mation and which families will not.

For instance, section 124 of the act allows a health information

trustee to disclose information, protected information, to the cli-
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ent's next of kin, without specific consent of the individual. The
section does prohibit the disclosure if the individual previously ob-

jected but that is far less protective than the aflfirmative standard
that we have now.
The last area I want to raise is in disclosure to employers. Under

Federal alcohol and drug confidentiality law, again, otner than by
consent, information identifying an employee as being in treatment
would virtually never be given to an employer. Under the act,
health information trustees and payers exchange information with-
out written consent of the client, in some instances.

In the case where treatment is paid for directly by employers,
there is not any provision comparable to the consent form that we
now have for narrowing that information.
Because of the stigma attached to alcohol and drug dependence,

many persons with this illness are subject to termination by em-
ployers and, unfortunately, if the employer decides that the patient
should be fired for being a drug user—although we expect that that
does not happen often—the ADA, the Americans With Disabilities

Act, would, unfortunately, not protect that client who may, in fact,
be a current user of illegal drugs—again, the person who is very
vulnerable as they come into treatment and may still be having
trouble stopping use.

Finally, we are also very concerned about the confidentiality of
information concerning people with HIV and AIDS since a great
number of the clients of alcohol and drug treatment programs are
at high risk for or have these infections. We support the concerns
about preemption of State HIV confidentiality law expressed by or-

ganizations such as AIDS Action Council in their testimony today.
Finally, we appreciate the importance the subcommittee places

on the need for Federal privacy legislation in health care reform.
Our experience in serving a unique population and their clients is

that confidentiality protections in 42 U.S.C. 290dd and ee-3 are

uniquely tailored for their needs. To continue national efforts at

controlling alcohol and drug dependence, we believe the statute and
implementing regulations must remain in effect and not be pre-

empted by the act.

Thank you for your attention.

[The prepared statement of Ms. Jacobs follows:]
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Introduction:

I would like to thank the Chairman and subcommittee for the

opportunity to testify today on behalf of the Legal Action Center (LAC). LAC

is the only organization in the United States specializing in policy and legal

issues in the intersecting areas of drug and alcohol abuse and AIDS. We have

worked for over two decades with individuals affected by these diseases and

with the public and private institutions that provide them with treatment, health

care and other social services.

One of our principal areas of specialization is the confidentiality of

patient records. Center staff worked closely with the Department of Health and

Human Services on revising the federal confidentiality regulations governing

the Confidentiality of Alcohol and Drug Abuse Patient Records (42 CFR Part

2) and have written two books and numerous articles about these topics. We

have lectured on these issues in more than 40 states. By contract, we provide

assistance on confidentiality problems to thousands of alcohol and drug

programs in 27 states. LAC has also been deeply involved in national health

care reform, particularly as it affects persons receiving treatment for alcohol

and substance abuse and AIDS.

In our testimony we will outline the privacy considerations of a unique

population of users of the health care system
— individuals receiving treatment

for alcohol and other drug abuse. We also summarize the federal protections

now afforded these clients, how the Fair Information Practices Act of 1994 (the
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Act) would change this protection and what we suggest be done about that

impact.

We would like to begin by expressing our deep appreciation to the

subcommittee and especially Mr. Gellman, chief counsel, for the concern they

have shown about the impact of privacy legislation on the lives of our clients.

LAC realizes that the streamlining of information transfer would be a beneficial

component of any health care reform proposal, and that streamlining efforts are

aided by rapid technological advances. We applaud the subcommittee for its

recognition that these changes and technological advances require government

to balance the needs of the health care system for the flow of information with

the privacy rights of individuals with regard to their health care records. We

further agree with the subcommittee that the privacy of health care records

ought to be protected by federal legislation.

However, the records of our clients in specialized alcohol and drug

treatment are already protected by practical and effective federal legislation,

and we respectfully submit that those protections ought to be left in place and

not preempted by the Act. As we will discuss, the federal laws and regulations

governing the confidentiality of the records of persons in specialized alcohol

and drug treatment programs are stronger and more specifically targeted than

the privacy protection proposed under the Act, and the preservation of these

protections is crucial to the success of alcohol and drug treatment programs

nationally.
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It is estimated that approximately three milHon people annually receive

treatment for alcohol and drug dependence nationally.' Virtually all of these

people are served in specialized alcohol and other drug treatment programs

whose patient records are covered by 42 USC §§ 290—dd-3, ee—3. As

written, the Federal Fair Information Practices Act would preempt this statute.

For the reasons outlined below, it is our strong belief that the Act should be

amended so that this law is not preempted. We make this recommendation

with the awareness that when introducing the Act, Chairman Condit

acknowledged that preemption is an area in which more work needs to be done

and that in order to accomplish the bill's major goals, "we may not have to

preempt ever>' law".

The Existing Federal Confidentiality Laws for Alcohoi

and Drug Records

Two statutes passed by Congress in the early 1970's, 42 USC §§

290dd—3 and ee—3, narrowly define the circumstances in which the records of

patients in federally assisted substance abuse treatment programs may be

disclosed. Both statutes delegated rule—making responsibility to the former

Department of Health, Education, and Welfare (HEW), now HHS, and in 1975,

'

"Healthcare Reform and Substance Abuse Treatment: The cost of Financing Under Alternative

Approaches," Lewin-VHl, Inc., Jan. 19, 1994.
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HEW issued an exhaustive set of regulations entitled "Confidentiality of

Alcohol and Drug Abuse Patient Records" (hereinafter "the regulations") 42

CFR Part 2. These regulations, revised once in 1987, supersede any state or

local law less protective of the confidentiality of patient records. For all

practical purposes these regulations constitute the universe of legal requirements

in this area. The legislative history of the statute and regulations evinces strong

congressional recognition of the difficulty of getting people with alcohol and

drug problems into treatment.

The conferees wish to stress their conviction that the strictest adherence

to. ..[confidentiality] is absolutely essential to the success of all drug

abuse prevention programs. Every patient and former patient must be

assured that his right to privacy will be protected. Without that

assurance, fear of public disclosure of drug abuse or of records that will

attach for life will discourage thousands from seeking the treatment they

must have if this tragic national problem is to be overcome.^

The problems of alcohol and drug abuse reach into all classes and all

races, and unfortunately continues to be very stigmatizing for all who suffer

from them, even after years of successful recovery. A wTongfiil disclosure of

H.R. Rep. No. 92-920, 92d Cong., 2d Sess., p. 33 [in U.S. Code Cong. & Admin. News,

1972, p. 2072].
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patient identity can end a career, destroy a marriage or devastate a friendship.

The attitudes of employers, family and others even toward substance abusers in

recovery remain plagued by misconceptions and discrimination. The

consequences of the labels "addict" and "alcoholic" are painfully obvious to

anyone in treatment, out of treatment, or, perhaps most importantly,

contemplating treatment.

Treatment programs enroll and treat some of the most difficult

populations to reach and serve: pregnant and parenting women; persons

infected with HIV; young people at risk for involvement with the criminal

justice system. Many of these individuals have traditionally been suspicious of

goverrmient programs, medical services and other institutions. It is often

because substance abuse programs have carved out identities distinct from some

of these systems that many people can be encouraged to come into and remain

in treatment.

To avoid or minimize the stigma associated with alcohol and drug

abuse, the federal statute and regulations established strict confidentiality

provisions. Thus, a specialized alcohol and drug program may make no

disclosures which reveal that an individual person is receiving diagnosis,

referral or treatment except in a few specifically delineated circumstances such

as a medical emergency or in instances of suspected child abuse. This principle

is a fundamental tenet of such programs. Staff and clients are trained that the

fact that people have sought and or are receiving treatment or other services is
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simply not public knowledge, even to people who might generally have the

authority or family relation to obtain medical information about an individual.

The personal and volatile nature of this information requires that it be carefully

protected for treatment to succeed.

Of course, the federal alcohol and drug confidentiality law does allow

disclosures in situations where communication of information is desirable or

necessary. In our experience, every reasonable request for disclosure of

patient information can fit one of the conditions provided by the statute.

The most common way for alcohol and drug programs to disclose

information is via written consent of the patient. The consent process

encourages narrow specific requests for information. Disclosures can be made

with patient consent to insurers, employers, members of a client's family and

anyone else. A key feature is that the recipient of information provided

pursuant to a consent may not redisclose that information vsdthout proper

consent or other authorization. The consent process is often used by the

provider as a way of educating the client to particular issues which may come

up during treatment. For instance, if programs routinely ask clients for TB

tests, a discussion when they sign a release for the reporting of this information

to public health provides an opportunity to educate the client about the risks

and prevention of TB.

In our experience, clients come into and stay in treatment because of

privacy protections afforded by the law and regulations. Our clients are
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persons whose very addiction involves socially marginal and often illegal

activity. These people are extremely vulnerable — especially at the point of

entry into treatment — and need privacy to make the transition to recovery.

The Existing Federal Law Is More Effective Than The Act

Subpoenas

The federal confidentiality laws for alcohol and drug patient records are

superior to the proposed Act in a number of important respects. E\ ery da> ,

specialized alcohol and drug treatment programs receive subpoenas for their

patients treatment records for use in proceedings where these records are not

relevant, the information can be obtained elsewhere, or the request is made to

obtain information solely to impugn the character of someone in a court

proceeding by labeling him a drug user. Under the existing federal laws, a

specialized alcohol and drug program may not comply with such a subpoena

(1) unless the patient has consented or (2) there has been a court proceeding in

which a judge has made a determination that "good cause" for ordering the

disclosure exists because the need for the treatment records outweighs the

client's privacy rights in the information. 42 C.F.R. § 2.61 - 67.

The regulations thus steer sensible middle course to protect against willy

—
nilly disclosure of highly personal information, but allowing such orders to

be issued when appropriate. The court—order provision requires that an entity
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requesting such an order give notice and opportunity to be heard to the

program and client and allows for the court's in camera inspection of patient

records.

When DHHS published its commentary to the Final Rule (52 Federal

Register at 21801—2, June 9, 1987) it included comments about the importance

of the safeguards in the court order provision which are instructive:

Most comments in opposition to relaxing the court order limitations on

confidential communications said that the potential for disclosure of

confidential communications will compromise the therapeutic

environment, may deter some alcohol and drug abusers from entering

treatment, and will yield information which may be readily

misinterpreted or abused...

A typical subpoena which arrives at alcohol and drug programs is issued

by an attorney for an estranged spouse in divorce or child custody proceedings.

The request often reads "For all the treatment records of Mary Doe". It is

often the case that the attorney has other ways of obtaining information about

Mary Doe, but the treatment program is an easy target. More important these

subpoenas often seek all kinds of personal information about the client which

has little or no relevance to the proceeding at hand, but which can become

wildly prejudicial and damaging.
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Unlike the regulations, the Act does not require that subpoenas be

accompanied by court orders. The presumption in the Act is that is that request

by subpoena whether or not from law enforcement authorities, is sufficient for

the health information trustee to disclose information. The burden for bringing

a motion to quash is on the individual who may not have actual notice of the

subpoena.

Law Enforcement

Another important check on the disclosure of alcohol and drug

information provided by 42 CFR 2 but lost in the Act is in the area of

investigations of suspected or actual criminal activity. Because addiction

involves the use of illegal drugs, persons seeking treatment for addiction are

very vulnerable when they first enter treatment and in later stages due to their

past criminal activity. Congress recognized that control of drug abuse and its

collateral criminal consequences would be thwarted if individuals who had been

addicts were subject to unchecked disclosures from their records or by their

counselors because fear of arrest would deter most from coming forward for

treatment at all.

Thus, under the federal alcohol and drug confidentiality rules, an

investigative, law enforcement, or prosecutorial agency must obtain a court

order to obtain information from an alcohol and drug program, even if the law
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enforcement officials have a search warrant. Before a court order can be issued

an order to disclose information for purposes of investigating or prosecuting a

patient for a crime, the a court must find that: (1) the crime involved is

extremely serious; (2) the records sought are likely to contain information of

significance to the investigation or prosecution; (3) there is not other practical

way to obtain the information. 42 C.F.R. § 2.65. Note that the kinds of

"serious crimes" for which a court may order disclosure of patient records does

not include possession or sale of illegal drugs. Allowing orders to be issued to

investigate drug offenses would allow disclosure of treatment information about

all illegal drug users, which in turn would lead to the nightmare scenario so

worrisome to Congress that no one would enter treatment for fear they would

be arrested.

This issue remains probably the most important to alcohol and drug

programs, yet the Act does not provide any of these important protections. The

Act simply allows law enforcement officials to execute any warrant on

subpoena without notice or careful judicial screening. As a result, alcohol and

drug programs would have to disclose identities of clients, not only if they

were the subject of an investigation or prosecution, but also if they were a

witness or a figure in a mere inquiry conducted by law enforcement. Such a

program could also have to comply with a grand jury subpoena. These

requirements do not protect the clients who for instance are in treatment at

great risk from their former associates who are still using or dealing drugs.

10
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Under the Act, an attorney representing an accused drug dealer, for instance,

could easily obtain information about a newly admitted client, who was a

witness to a drug deal, by subpoena. The client and the program would lose

the protection to avoid or limit such disclosures currently provided under the

court order provision in the regulations.

The purpose of the protections of 42 CFR 2 are not to thwart important

criminal proceedings. The existing federal laws permit disclosure of all

necessary information for the investigation or prosecution of serious crimes by

alcohol and drug programs
— but Congress recognized that unless key

protections were in place, the goals of treating addicts would be seriously

undermined.

Disclosures to Family and Next of Kin

It is difficult to imagine an area of more sensitive disclosures or one in

which the patient is more vulnerable to pressure than in the area of disclosures

to family members. The federal alcohol and drug confidentiality law provides

crucial protections for clients dealing with families because alcohol and drug

abuse can be intricately involved in family dynamics. For instance, an

alcoholic may be fearful to tell family members, who also drink, that their

drinking is out of control and they have decided to seek help. So, unless a

11
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client consents to the disclosure of any information about their treatment to a

family member, such information is not available to them.

These protections have been especially important for women entering

alcohol and drug treatment. For instance, women are often in relationships

with men who encourage their use of drugs or alcohol and disapprove
—

sometimes violently
— of a woman's seeking treatment. Also, women are

often using drugs and alcohol to numb the pain of sexual abuse from lovers or

family members. Thus, alcohol and drug programs understand that clients will

often not want certain family members to even know that they are in treatment

and that it may not be therapeutic for them to know. This is also common in

couples where both partners abuse alcohol and only one seeks treatment.

The written consent process in the regulations has been useful in

preventing unwanted disclosures to family members. Clients know that without

their written consent, family members will not be told about their treatment.

This reassurance is lost under the Act. For instance. Sec. 124 allows a health

information trustee to disclose protected information to the client's next of kin

without specific consent of the individual. The section does prohibit the

disclosure if the individual has previously objected to the disclosure, but this is

far less protective than the affirmative standard provided by a requirement of

written informed consent. Under this section, a provider may disclose

treatment information to a partner of a client who did not previously object to

the disclosure. In an area where family relationships eire often shifting jmd can

12
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be devastated by an untimely disclosure of treatment information, this is a

major loss of privacy for the individual in alcohol and drug treatment.

Disclosures to Employees

Another area in which alcohol and other drug clients are extremely

vulnerable is in their relationship with their employers. Under the federal

alcohol and drug confidentiality law, other than by consent, information

identifying an employee as being in treatment would virtually never be given to

an employer. Many clients are in treatment which is paid for wholly or

partially by employers. If this is the case, they may consent for information

necessary to payment to be disclosed to an employer. Usually however, the

employee fills out a claim form with an insurer and only limited information

goes back to the employer, via consent.

Under the Act, health information trustees and payers exchange

information without specific consent of the client. In the case where treatment

is paid for directly by employers, there is not any provision comparable to the

consent form for the narrowing of information which is ultimately provided to

the employer. Without the protection of a narrow consent requirement,

employers are potentially recipients of very personal treatment information.

13
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Because of the stigma attached to alcohol drug dependence, many

persons with this illness are very vulnerable to termination by their employers,

even if they have had no work performance problems and enter treatment

voluntarily. As a result, they often keep both their substance abuse and

treatment hidden from the employer. This may especially be true if the

treatment does not require absence from work and is not paid for by the

employer. In such a case, the employer would almost never receive patient

identifying information from a program under the existing federal regulations.

However, the Act lacks the level of protection necessary to pre\enl very

damaging disclosures to the employer. For instance, the Act permits patient

identifying information to be listed on a directory and to be provided "to any

person". Sec. 124(b). Directory information can include the name of the

person, their general status and that they are in a program. The recipient of

this information is not bound by law to not redisclose that information. So, a

CO—worker of a patient whom they believe to have a drug problem could call

up a treatment program, confirm that the co-worker is in treatment and in turn

tell the employer this information.

Surely we would hope that an employer would not make em adverse

employment decision against the client solely because he/she is in treatment.

Unfortunately, however they sometimes do, though they may not admit that it

is the actual basis for dismissal. If an employer did decide that the patient

should be fired for "being a drug user", the Americans with Disabilities Act of

14
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1990 (ADA) unfortunately would not protect the patient if he or she is a

"current user of illegal drugs". The ADA provides no protection even if the

individual recognized the problem and entered treatment, and was performing

his or her job satisfactorily. Thus, disclosures to employers which are

permissible under the Act could have devastating effects on the employment of

alcohol and drug dependent persons, and even those in recovery.

HIV/AIDS Information Confidentiality

LAC is also very concerned in our practice about the confidentiality of

information concerning people with HIV and AIDs. A great number of the

clients of alcohol and drug programs are at high risk for or have these

infections. As a result, we have seen how crucial the confidentiality of their

status is both in dealing with their addictions and in the community at large.

We have worked closely on the development of New York State's

HIV/AIDs confidentiality laws and have also examined similar statutes in many

other states. It is our belief that the Act should not preempt state laws which

provide more privacy protection for this kind of information than it does.

For instance, many state laws on testing for HIV narrowly limit the

people who may be told of a patient's HIV positive result. In our experience,

this kind of information, just like alcohol and drug information, is extremely

15
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volatile and can have positive or devastating effects on someone's treatment

depending on how the information is handled.

For instance, when the disclosure of HIV test information is handled

through a written consent, such as required under New York State Public

Health Law, Sec. 278 et seg., the medical provider can use the process to

counsel and educate the patient about how to best manage his medical

treatment, who else is at risk if he tests positive, and what kinds of behaviors

had needs to change. At the same time, the client can assert his needs for

privacy from people whom he believes will not act in his own best interest.

The Act does not require written consent for such a disclosure, and in

some sections, would allow for the disclosure of this information to next of km.

For instance. Section 155(b) of the Act states that if a health care provider

determines that a patient cannot "knowingly or effectively" act in his or her

own interests, the next of kin may exercise the patients rights to authorize

disclosures. Of course, exercising the right to authorize disclosures of HIV

related information implies that the health care provider will give such

information to the relative. However, there is no judicial determination of

whether the patient is or is not competent, rather this is left to the

determination of the health care provider. Neither is there a prohibition on

disclosure to a relative whom the client previously objected to receiving that

information.

16
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In our experience, many HIV positive persons have decided not to give

that information, for instance to their parents or other persons in their family. A

disclosure of HIV—related information necessarily implies information about

the most private of human behaviors. Many state HIV confidentiality laws are

more protective about who and how is given this information than the Act.

This kind of disclosure can easily do more harm than good.

Legal Action Center supports the concerns about preemption of State

HIV confidentiality laws expressed by organizations such as AIDS Action

Council in their written and oral testimony.

Conclusion

Legal Action Center appreciates the importance this subcommittee is

placing on the need for federal privacy legislation in health care reform. As

detailed here, we believe that existing federal legislation already adequately

protects the records of persons in specialized alcohol and drug programs, and

does so much more effectively than would the proposed Fair Information

Privacy Act. Our experience serving such programs and their clients is that

confidentiality protections in 42 U.C.S. 290dd, ee-3 are uniquely tailored for

their needs. To continue the national efforts at controlling alcohol and drug

dependence, we believe this statute and implementing regulations must remain

17
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in effect and not be pre-empted by whatever confidentiality provisions Congress

enacts as part of national health care reform.

Thank you for your attention.
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Mr. CoNDiT. Thank you, Ms. Jacobs. Ms. Goldman.

STATEMENT OF JANLORI GOLDMAN, DIRECTOR, PRIVACY AND
TECHNOLOGY PROJECT, AMERICAN CIVIL LIBERTIES UNION
Ms. Goldman. Thank you. I want to thank you, Mr. Chairman,

and the members of the subcommittee for holding these series of

hearings on privacy in health information and also to applaud you
for your commitment to enacting comprehensive Federal legislation
in tnis area. This subcommittee has truly taken the lead in Con-

gress in looking at this comprehensive privacy legislation.
The bill that you have introduced, Mr. Chairman, H.R. 4077, rep-

resents a substantial consensus among very diverse groups. As you
have heard yesterday and a couple of weeks ago, there is substan-
tial agreement on this bill. This is an incredible achievement, given
who you have had testify.
We do still have a way to go. There are still some issues to re-

solve. I want to say at the outset that, regardless of the issues that
we need to resolve, I do not want us to lose sight that H.R. 4077
holds the promise of doing today or maybe tomorrow what the Ad-
ministration says will take 3 years to propose.

In the administration's bill, as you know, there is a provision
which would have a national health board proposing Federal legis-
lation on privacy 3 years after the date of enactment and then Con-

gress would still have to act on it.

I think that this subcommittee has shown that it is possible—
with a great deal of effort and time, to put together a privacy bill

which is comprehensive and which has the support of diverse

groups.
The thing which I think is remarkable about the bill is that it

would offer uniformity across the States while still providing the

strongest protection at the Federal level, stronger than anything
we currently have at the State level.

The bill would allow disclosures for payment and treatment pur-
poses and with fairly rigorous standards, allow disclosure for public
health purposes. For all other disclosures, you would have to get
the individual's consent. Individuals would have a right of access

to information about them and, as you have heard, the enforcement

provisions of the bill are very strong and very necessary.
We have a few recommendations for strengthening the bill, for

expanding the scope of the bill, which I will try to go through fairly

quickly.
As we have heard, preemption is a major issue of concern, not

only for the ACLU but also for other groups that have testified.

What we would like to see—and I know that we are all working
toward this goal—is that we not stop the flow of information State

by State. We should encourage the flow of information, but we
should still allow the States some leeway in enacting legislation to

go above the Federal standards.

Again, I want to stress that this is a hypothetical situation since,

currently, H.R. 4077 would provide a higher level of protection
than what States currently provide. In the event that either the
Federal law is weakened or the States feel that they have a need
to enact stronger legislation in a particular area, I think that we
should try to provide some leeway for them to do so.
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Second, on the section on protected health information, there

have been a number of people who have raised a concern about try-

ing to expand the scope of protected coverage for protected health

information. Currently, the information which is protected is that

which is created and maintained for treatment and payment pur-

poses. There has been some concern, which we share, that there

are other kinds of health information generated in other contexts,
which we should also try to protect. The employment context is

possibly the largest area not covered by the bill, including for in-

stance information generated in preemployment screening.
We do recognize, however, that we cannot protect every piece of

health information in the universe and that this bill still does pro-
tect a substantial amount of information.

The other area that we would like to see improved on is the next
of kin and directory information section—section 124. A straight-
forward way of improving that section would be to provide individ-

uals with notice of the right to obiect to disclosure. It is a simple
provision and would take care of tne concerns that we have heard
raised in the last couple of days.

If people know that they have the right to object, they will then
be able to, in a more meaningful way, decide whether or not they
want to withhold information from their next of kin.

The other concern we have about that provision is that it would
allow for disclosures pursuant to or consistent with accepted medi-
cal practice. I am not really sure what that means. I am not sure
that people reading the bill would know what it means, either. I

would just suggest that we leave that provision out and set the
standards more clearly.
We have two concerns about health researchers, as defined in the

bill. They are currently defined as "public health trustees" and we
think that that is too broad a category for them.
We would like to see the provision for health researchers moved

into "special purpose trustees" so that health researchers receiving
information for one limited purpose may use such information only
for that purpose, whereas public health trustees have a much
broader mandate.
On alternative dispute resolution, we also agree with our col-

league from the AIDS Action Council that ADR should not be man-
datory and that it should not preclude an individual's ability to

come into court, although we appreciate that it is being encouraged
and it may be a worthwhile way to try to resolve disputes outside
of court.

Our last suggestion deals with the disclosure provision in H.R.
4077. Disclosures under the bill are allowed within institutions.

Disclosures are defined as any disclosure made within an institu-

tion.

Our position is that not everyone within an institution should be
able to look at an individual's health information. For instance,
there may be a particular doctor who has absolutely no need to

look at the information. You might have an administrative person
or a janitor, who also has absolutely no need to look at the informa-
tion.

What we would recommend is that, under the use section of the

bill, section 121, where there is a very clear standard that is set
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forth for using information, which is that it has to be compatible
with and related to the purpose for which it was collected, we
would suggest collapsing the disclosure and use provisions so that,
even within an institution, information could not be disclosed un-
less it was compatible with the purpose for which it was collected.
I think that would still allow for broad latitude in terms of disclo-

sure and use.

I want to just close by saying again that the work of this sub-
committee and of the staff has been really tremendous in achieving
a significant consensus on this bill. We have a very good oppor-
tunity to pass this legislation this year. I appreciate all of the work
that has been done.

[The prepared statement of Ms. Goldman follows:]
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Cbaiman Condlt and Nambara of tha Subconunitaa;

I very much appreciate the opportunity to testify before you

today on behalf of the American Civil Liberties Union's (ACLU)

Privacy and Technology Project. The ACLU is a private, non-

profit organization of over 275,000 members, dedicated to the

preservation of the Bill of Rights. The Privacy and Technology

Project was established in 1984 to evaluate the impact of new

technologies on individual privacy.

I. OVERVIEW

The Project's primary goal for the 103rd Congress is the

passage of federal legislation that establishes enforceable

privacy protection for personal health information. The need for

such legislation is the most critical privacy issue facing this

country today. As our nation continues to debate the reform of

the health care system, protecting the privacy of peoples' health

records must be at the heart of any health reform effort. In

fact, legislation to protect people's health information is

needed even in the absence of comprehensive health care reform.

Health care reform cannot move forward without assuring the

American public that the highly sensitive personal information

contained in their health care records will be protected from

misuse and abuse. If people are expected to embrace a reformed

health care system, the price of their participation must not be
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a loss of control over the sensitive information contained in

their health care records.

H.R. 4077, the "Fair Health Information Practices Act of

1994," is a necessary and long-awaited response to the absence of

a comprehensive federal law to protect peoples' health records.

This bill is the most important piece of privacy legislation

pending today, and we applaud its introduction. H.R. 4077 is the

culmination of many months of work by a diverse coalition of

industry representatives, consumer advocates, representatives of

the AIDS community, the ACLU, and health policy specialists.

While delivering near uniformity of standards and process to the

health care industry, the bill more importantly guarantees to

Americans that their personal health information will be

vigorously protected against unauthorized and unnecessary

disclosures. As of today, the bill represents a substantial

consensus among the affected groups. But we still have some work

to do. The promise of H.R. 4077 is accomplishing today what the

Administration proposes will take three years.

We applaud you, Mr. Chairman, for taking the lead on this

issue — both through the introduction of H.R. 4077, and the

series of hearings you are holding on health record privacy. Our

statement outlines the pressing need for federal legislation that

creates an enforceable privacy right for personal health records

and our recommendations for strengthening H.R. 4077.
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II. H.R. 4077 AND THE ADMINISTRATION'S HEALTH SECURITY ACT

We believe H.R. 4077 is consistent with the principle set

forth in the privacy section of the President's Health Security

Act. According to the testimony of Nan Hunter, Deputy General

Counsel of the U.S. Department of Health and Human Services (HHS)

before this subcommittee on April 20, 1994, the Administration

welcomes H.R. 4077 and is willing to work with Congress towards

the passage of comprehensive federal legislation to protect

medical records. HHS stated that the Administration is "pleased

that [the sponsors of H.R. 4077] share [HHS's] vision for

careful, respectful treatment of health information."

From a privacy standpoint, the President's health reform

proposal is inadequate. The Administration envisions a system in

which all of the responsibility for developing privacy standards

and legislation is delegated to a National Health Board. From

the date of enactment, the Board is given two years to promulgate

standards for the privacy and security of individually

identifiable health information (§ 5120(a)), and three years to

submit a legislative proposal to provide a comprehensive scheme

of federal privacy protection (§ 5122) . The Act requires that,

in developing legislation and standards, the Board must

incorporate principles of fair information practices.

H.R. 4077 is the realization of the Health Security Act's
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vision, three years ahead of schedule. In its April 20th

testimony, HHS acknowledged: "[H.R. 4077] offers immediate

federal protections for all health care records. We welcome this

proposal, and are eager to work closely with you on it."

H.R. 4077 provides a comprehensive scheme for federal

privacy legislation that embodies the principles and goals of the

Administration. Under H.R. 4077, individuals may obtain their

own information (S HI) and consent to disclosures to third

parties (S 122). Law enforcement is given limited access (§§

129, 123). Further, there is a general bar on unauthorized uses

(S 121) that prohibits disclosure to employers. Finally,

individuals will be given notice of how information will be

obtained and used (S 114) .

H.R. 4077 is a powerful and workable response to the public

clamor for federal privacy protection of health care information.

First, and perhaps most importantly, H.R. 4077 establishes

principles to be followed in most circumstances in which

personally identifiable health care information is used. Any use

of personally identifiable health care information must be

compatible with and related to the purpose for which the

information was collected or maintained. Any disclosure of the

information must be limited to the minimum amount necessary to

accomplish the purpose of the disclosure.
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Further, individuals about whom medical information is

collected and maintained have a right under this bill to see and

correct any such information maintained by health care

organizations. They must be notified concerning any disclosures

made of their information. Other than disclosures for treatinent,

payment or legally authorized public health purposes, disclosures

of personal health information may be made only upon consent of

the individual about whom the information is maintained. In

addition, there are a small number of non-consensual disclosures

that may be made. The bill details such disclosures and provides

specific guidelines to be followed when such non-consensual

disclosures take place, such as for emergency circumstances and

law enforcement.

More specifically, H.R. 4077 furthers the important dual

purpose of allowing certain patient-specific information to flow

among various entities. For example, it is important that health

care providers have access to relevant information possible

concerning the medical condition of an individual. This bill

allows disclosure of this information in the treatment context.

Also, public health authorities need to track various diseases in

an attempt to eliminate and control them. This bill allows these

disclosures as well. Finally, insurance companies and other

third-party payors need certain information before they can

process an insurance claim and pay a provider. Again, H.R. 4077

permits this relay of information.
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III. RECOMMENDATIONS

While we hail the introduction of H.R. 4077 and look forward

to its passage, we recommend the following changes to strengthen

the bill:

1) The preemption of state laws by H.R. 4077 is an

important provision of the bill. The intention of the interests

supporting the legislation is to achieve uniformity while

providing the strongest possible protection for personal health

information. We are continuing to work together to create

language that reflects this goal;

2) H.R. 4077 limits the scope of privacy protection

coverage. Only personally-identifiable health information that

is "created or maintained as part of the health treatment and

payment process" is protected'. Indeed, the definition of

"protected health information" includes only information that

"relates to . . . the provision of health care to an individual,

or payment for the provision of health care to an individual."^

We believe it is essential that federal confidentiality

legislation protect as much personal health information as

possible.

' See S2(b) (1).

2
§3(a)(3){B).
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We suggest that the definition be broadened
to include all information, no matter how
created or obtained.

A practical example in which the protections in H.R. 4077

fall short of full coverage is in pre-employment screening.

Often a physician will ask an individual basic questions

concerning his or her personal health history. None of this

information would be protected by H.R. 4077 because it was not

obtained in the course of the provision of or payment for health

care. This gap can be filled by broadening the definition of

"protected health information" to include all health information,

no matter its origin;

3) Another provision we believe should be strengthened is

the next-of-kin and directory information section (§ 124) . This

section provides individuals about whom medical information is

compiled to object to disclosure to "a person with whom the

individual has a personal relationship." This language does not

go far enough because it fails to require the necessary component

of notification to the individual of his or her right to object.

Without notice a waiver of this right will not be meaningful;

* S124(a)(l) should be amended to allow disclosure
to next-of-kin if "the individual has been notified
of the right to object and has not previously
objected to the disclosure."

4) Another area of the bill we find troublesome involves

health research. A health researcher falls into the category of
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"public health trustee" for purposes of this bill. (S3(b)(8)).

While we strongly support restrictions on health researchers'

abilities to disclose information, we do not think the "public

health trustee" category contains the appropriate limitations on

these powers.

Section 125, regarding public health, states that public

health trustees may obtain information "for use in legally

authorized disease or injury reporting, public health

surveillance, or public health investigation." Public health

authorities should receive such information. Health researchers

should not, unless, of course, such information is necessary to

an IRB-approved research project under their supervision. It is

simply not appropriate that a health researcher be authorized by

federal law to use information so broadly.

* Health researchers should be moved from
the "public health trustee" category
to the "special purpose trustee" category.

Further, the health research section itself (S128) needs to

be strengthened. This section states that information may be

disclosed to a "public health trustee" so long as certain

requirements are met. Our concerns regarding this section are

two-fold. First, as outlined above, we feel that a health

researcher be considered a "special purpose trustee" for purposes

of the bill, or even simply as a separate category of "health

researcher. "

8
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Second, one requirement for disclosure under this section is

that an IRB must determine that the research project would be

"reasonably impractical to conduct without such information."

We fear that this language is too vague and broad;

* An actual, clear standard is necessary for
this apparent restriction to be effective.

5) We urge that the section dealing with alternative

dispute resolutions (§163) be clarified. While the use of

alternative methods for resolving disputes certainly should be an

option for aggrieved individuals, it should not be a mandatory

method. That is, ADR should be one of a few options for

resolutions of claims under H.R. 4077.

The Health Security Act outlines specific procedures for ADR

that may be helpful here. Under the Administration's proposal,

the individual decides wtaatbar or not to utilize alternative

dispute resolution methods. If the individual so decides, the

other party— in our case, the health information trustee—must

participate (§5212) . Further, the findings and conclusions of

the mediator are "advisory and non-binding." (§5214 (a)). This

section goes on to say that "[e]xcept as provided in subsection

(b) , the rights of the parties under subpart A shall not be

affected by participation in the program." That is, other

options for resolution, including litigation, are not foreclosed.

If, however, the parties agree to settle, the signed settlement

agreement is binding (§5214 (b)), and courts will enforce these

9
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agreements (S5215)

It is important that the alternative dispute
resolution methods be an option for individuals'
to enforce their rights under H.R. 4077; however,
such resolution techniques should not be mandatory.
Incorporation of the provisions of the Health
Security Act would be helpful in this effort to
clarify and strengthen the ADR section of the
Condit bill.

In addition to the recommendations above, there are a few minor,

more technical changes we believe are necessary.

1) In need of clarification is the definition of

"disclose" in section 3 of H.R. 4077. Under this definition,

communication of personally identifiable health information

within a health care institution— i.e., to an "officer or

employee" of a health information trustee— is not a disclosure.

As the language stands, any employee within a health care

institution may receive information about an individual for any

reason, from the chief of staff through the janitor. While it is

important to allow transmission of information within a medical

facility, both for treatment and payment, it is unnecessary for

all information to be made available to all employees.

* If this definition of "disclose" remains, insert
a standard to govern transmission of sensitive
health information to employees of the HIT. It
is probably best to incorporate the standard for
"use" of health information found in §121— i.e.,

I the information may be used only for a purpose
I "compatible with and related to the purpose for
which the information was collected or was
received by the trustee."

10
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2) Section 102, which delineates the duties and

authorities of public health trustees, should be clarified.

Subsection (3) (A) states that a public health authority may

disclose information if "such disclosure is essential to fulfill

a public health purpose." There is no guidance here concerning

the scope of the vague term "essential." Further, disclosures

for public health purposes are allowed by §102 (3) (B) (ii) , if made

in accordance with the limitations set forth in sections 121 and

125. We agree that there must be strict standards governing the

disclosure of information for public health purposes; however,

the current language does not achieve this desired result. At

best, S102{3){A) is redundant in light of S102 (3) (B) (ii) ; at

worst, it is confusing both to the present reader and potentially

to future courts attempting to interpret H.R. 4077.

* Section 102 (3) (A) should be deleted from the
bill, and disclosures for public health
purposes should be allowed in accordance with
SS 102(3) (B) (ii) , 121, and 125.

3) A final provision of H.R. 4077 that needs

alteration is S126, concerning emergency circumstances. Under

the current language, there is little guidance for the

determination of what constitutes an "emergency circumstance."

By shoring up the standard in this section, it will become easier

for health information trustees to know their rights and

obligations in these circumstances.

* The following is proposed amended language:

A health information trustee who

11
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is authorized by subtitle A to
disclose protected health information
under this section may disclose such
information in emergency circum-
stances when necessary and appropriate
to protect the health or safety of an
individual.

CONCLUSION

H.R. 4077 is the culmination of a tremendous effort by a

diverse group to achieve substantial consensus on health

information privacy. We commend your leadership on this critical

legislation. Congress has both the opportunity and the

responsibility to seize the chance created by the current focus

on health care reform and to enact H.R. 4077 with our

recommendations .

12
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Mr. CoNDiT. Thank you very much. We have a series of questions

to ask all of you. If you agree with each other, you can just say,

"I agree with that," and we can shorten it up a little bit.

How would you assess the general level of protection for health

information under this bill, H.R. 4077, as compared with existing

law? Ms. Berenson, we will start with you and just go down the

line.

Ms. Berenson. I think that the level of protection in H.R. 4077

is better than what we currently have in some States and not as

good as what we currently have in other States with regard to HIV
confidentiality laws.

I think that is where our concern comes in. We would want to

see the protections here be a floor, because there are some States—
and I discussed them in my written testimony—that have really

worked very hard to develop more protective State HIV confiden-

tiality laws, particularly in response to crises within the State.

I think that it is an appropriate thing for Congress to create a

floor and leave to the States the ability to respond appropriately

to instances where they believe the health, welfare, and safety and

protection of their citizens requires some greater protection.

Mr. CONDIT. Ms. Jacobs.

Ms. Jacobs. I would agree with Ms. Berenson. I just wanted to

clarify that the alcohol and drug patient records are not controlled

by State law. In fact, 42 U.S.C. has preempted any State law on

that, so it controls the field.

Ms. Goldman. In the research that we did looking at the State

laws, generally what we found is that the provisions in 4077 are

stronger than what you find at the State level. There may, as my
colleague said, be some exceptions but overall, H.R. 4077 would be

the strongest and most uniform Federal law that we could possibly

have, given our need, also, to achieve consensus among the affected

groups.
In terms of the Federal law that deals with drug and alcohol

treatment, it is important that that law stay in place and that 4077

not supersede it that or not preempt that. Generally, the ACLU is

opposed to preemption of State law in the area of privacy and

consumer legislation. We are fighting preemption right now on Fair

Credit Reporting Act legislation. We have fought it in other areas.

What we see is that what we are able to achieve at the Federal

level is usually not nearly as strong as what the States are able

to enact. There are many States—California, for instance—where

they are extremely progressive in the areas of privacy and

consumer law and we do not want the Federal law to undermine

those efforts.

This bill provides an exception to our general rule agamst pre-

emption in privacy statutes for us in that, thus far, it is the strong-

est and most uniform legislation in this area. My only concern, as

I stated eariier, is that this bill may be weakened over time.

Congress may, at some point, do something which would under-

mine some of the strong provisions currently in it, and we should

leave some provision in the preemption section that allows for the

States to enact stronger legislation that would impede the elec-

tronic dissemination of information.
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Mr. CONDIT. Some of you were here yesterday and you heard the

discussion. There seemed to be a strong recommendation for pre-

emption, uniform preemption. You, Ms. Goldman, do not think that

we ought to do preemption at all.

Did anyone else hear the testimony—I know you did—yesterday?
Do you have any thoughts about their suggestions? How far should

we go with preemption? I know Ms. Groldman's view on it. How
about the two of you? Do you have any specific recommendations
on preemption?
Ms. Berenson. I As I stated earlier, I think that the Federal law

should preempt any State laws that do not provide greater or equal

protections.
Part of the difference in how we view preemption and how cer-

tain institutions may view preemption is that when we are think-

ing about the State laws that we would not like to see preempted,
we are thinking about substance. We are thinking about laws that

provide greater substantive protection.
I think, to the extent that there is a concern that allowing great-

er substantive protection would impede the ability to have uniform

processes or procedures for transmitting and collecting and main-

taining information, I think that is something that can be worked
out. I do not think that the two are necessarily in conflict.

Mr. CoNDiT. Let me just ask, then—because I think there is gen-
eral agreement among the three of you—does anyone here disagree
with Federal preemption for technical and administrative stand-

ards for electronic data interchange?
Ms. Jacobs. No.
Ms. Berenson. No.
Ms. Goldman. No.
Mr. CONDIT. OK One of our colleagues has to leave. I want to

give her the opportunity to speak or ask questions. Ms. Woolsey.
Ms. Woolsey. Thank you very much, Mr. Chairman. I am sorry.

I, too, have to go to testify before the Appropriations Committee.
Because I am from California, I definitely want States to have

the option to enact privacy legislation that is stronger than the

Federal Government's. I was a human resources professional for 25

years so there are two areas that I would like to talk about. One
is employee assistance programs and the other is preemployment
screening.

My clients in the company where I was the human resources di-

rector alwavs knew that we did not take action unless it was based
on job permrmance. Certainly, we did not fire somebody because

they were an alcohol or a drug addict but, if their performance was

affected, we would send them to employee assistance and treat-

ment programs.
Now, my question is, where in your proposals can the employer

be privy to the information about whether their employees are at-

tending the programs and that it is working?
Ms. Goldman. What we would like to see is, as Congressman

Sawyer talked about earlier, a functional separation within a com-

pany between employee assistance programs and other company
records. The information that is generated in the course of provid-

ing treatment and providing assistance must be kept absolutely

separate
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Ms. WooLSEY. Locked.
Ms. GrOLDMAN[continuing]. Locked, separate, firewalls—whatever

legal and technical mechanism can be created to ensure that infor-

mation is not made available outside of the treatment context.

Ms. WooLSEY. Do you agree, Ms. Jacobs?
Ms. Jacobs. Basically, and I would just add that, as you prob-

ably know, some EAPs are now protected under 42 U.S.C. 290 if

they are federally assisted and meet the whole other standard. To
the extent that ones are not, then I would agree with what Ms.
Goldman is saying about how those records should be kept.
Ms. WooLSEY. That is exactly what we did with my client compa-

nies and also with preemployment screening. The screening was
based on job-related issues only and we had the information in a

separate file, locked, only available to the people that it was perti-
nent to—the personnel person and the hiring manager or super-
visor.

Should we have done more? Are you recommending more?
Ms. Goldman. The ACLU is recommending more in 4077. Unfor-

tunately, that information is not covered by the bill and I think
that it should be. I think we should find some way to draft lan-

guage to expand the scope of the bill so that it is not just treatment
and payment but also information that is generated in the process
of a preemployment screening.
Ms. Jacobs. One could look at the language, again, of 42 U.S.C,

because it is instructive in terms of what is a medical record and
talks about information both for treatment and for initial referral

and diagnosis and, when a preemployment discussion turns into,

"By the way, do you have any conditions I ought to know about or

do you want to tell me anything else," and suddenly there is a
whole disclosure, that might wind up being protected information.

Ms. WoOLSEY. If interviewers are trained correctly they will ask
about any information that relates to the job that they are inter-

viewing for.

When we do things like this, we come in all heady and intellec-

tual about the issue at hand. But then, I was sitting here listening
to you and all I could remember was, in 1980, having blood trans-

fusions and, in the middle of the 1980's, getting a letter saying, "Go

get HIV tested," because that was before they screened blood for

the HIV virus.

At that time I was a person in my community that was well-

known, and so, I went through the whole question of, "Do I sneak
into the clinic; what do I do?" I made the decision to walk in, just

go through the process, go to the local lab, have the test and, if

anything came of it, then wouldn't I be a good example of the fact

that all kinds of people could be in trouble? I think I knew that

I was healthy and that it would be fine.

I agree with you, we have to be very careful about what we do

with people's health records. One of our colleagues talked to us 2

weeks ago about what had happened to her when her medical
records were made public and how damaging that could have been
to her entire life. Please keep us informed about how to ensure pri-

vacy of medical records and how to do it without people thinking
they are protected if they are not.
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I particularly want you to tell us about how we should educate
the public about what their rights are with regard to this issue. If

anybody wants to comment on that, go ahead.
Ms. Berenson. As I stated in my written testimony, the very sit-

uation you are talking about is part of the problem.
I think that particularly for people who, unlike yourself, do be-

lieve that they are at high risk for being HIV-positive, the fear of

what will happen if they go to get tested or go to get treated and
that information is released without their consent is very real—we
know people lose their jobs, they lose their homes, they lose their

friends and families. These things may be illegal, but it is sort of

late in the game to discover that you have the right to sue under
the ADA.
What we want to try to do is create a situation where we really

feel comfortable that we have strong, uniform protections, that we
can educate people about what those protections are and empower
them to make decisions with knowledge that will, overall, be in

their best interests and in the public's best interests.

Ms. WOOLSEY. Then one of the things I would recommend—and,
to you, Mr. Chairman, also—is that the forms that everyone must
sign concerning the confidentiality of medical records are simple.

Nobody reads that stuff, when they go into a doctor's office or a lab

and they are handed pages of little, tiny print. People just sign it.

So, let's make the forms straightforward and easy to read so peo-

ple know what they are signing. Thank you, Mr. Chairman.
Mr. CONDIT. Mr. Horn.
Mr. Horn. Thank you very much, Mr. Chairman.
You mentioned, I believe, Ms. Goldman, that you had some ex-

amples of where the State laws would be much stronger. I wonder
if you could furnish them for the record.

Mr. Chairman, before you leave, on the issue of State laws and
could they be stronger than what is in this bill, I wonder if perhaps
you coula not request the American Law Division of the Library of

Congress to search State laws and furnish for the committee, and
we put it in as an exhibit, where are the States on some of these

issues, such as either informed consent or notifying the next of kin?
Could we just sort of find out, because I think it would be better
if we knew before completing the hearings?
Mr. CONDIT. We have the information available to us.

Mr. Horn. Is this done by an objective source such as the Li-

brary of Congress or is this all advocacy selection?

Mr. CONDIT. I don't know who the sources exactly are but we can

provide you with that and then, if it is not
Mr. Horn. I would like to hear what examples you had but I

would also like to make sure the American Law Division
Mr. CONDIT. Let me do this, Mr. Horn. I can provide you with

the information we have.
Mr. Horn. OK.
Mr. CONDIT. We are going to revisit this issue again. If you are

not pleased with the information we give you, then we can sit down
and discuss it.

Mr. Horn. I have no way to know if I am pleased or displeased
because I am not searching the records. I just think we ought to

know ahead of time, what are we fixing.
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Ms. Jacobs. Mr. Chairman, I can give you a quick answer.
Mr. CONDIT. Why don't you give a stab at it?

Ms. Jacobs. OIC a quick answer in the AIDS area is New York
and California, which obviously have a huge percentage of the na-
tional population of affected persons. The New York HIV testing
and disclosure law is stricter in its provisions for informed consent,
in who may or may not get the information, and in the health use
and the limitations, even within the health care setting, of the use.
Mr. Horn. Good. Those would be very helpful in terms of where

are State laws stronger. I am just curious, with the 50 States, are
there anv others that would meet that test that you are talking
about of being stronger laws?
Mr. CoNDiT. It is our understanding—and, once again, I am not

an expert on this—our best guess at this is that New York and
California are the only two States that probably have stronger laws
than what we are doing.
We can get whatever information is available to you, Mr. Horn.
Mr. Horn. Fine.

Mr. CoNDlT. If we go out and do it separately, I have been told

that we are looking at possibly 4, 5, 6 months to accumulate all the
information on our own, but we have the information and if you are
satisfied with that, once you look at it, that would save us a lot of

time. If you are not, then we will have to sit down and try to figure
out something else.

Ms. Berenson. I would just also like to make the point that we
need to be careful about comparing apples and oranges. This bill

provides a much more comprehensive type of protection. It protects
information in a number of settings, information that is in the con-

trol of a number of people.
I believe that there are a number of State laws that protect, for

example, the fact of an HIV-positive test result and, in some
States, that protection and the requirements regarding what you
have to do before you can disclose that information are stronger
than what you would need to do under this law, under H.R. 4077.

On the other hand, those State protections may only apply in the

health care provider setting and not in the insurer setting.
There are aspects of current State laws which I believe are much

stronger in terms of, for example, what is disclosable and yet H.R.
4077 may be stronger in terms of defining the overall categories of

those who have that information and who have a duty to somehow
protect it.

Mr. CoNDlT. Good point. Why don't we try to do that, if that is

OK?
Mr. Horn. Sure.
Mr. CoNDlT. We have the information and Mr. Gellman will get

it to you, and you can review it.

Mr. Horn. Fine.
Mr. CONDIT. If you are unhappy with that, then we can come

back and try to do something else, if it is possible to do. Do you
have some additional questions?
Mr. Horn. Yes. I will not be asking for you, so you are free here.

[Laughter.]
That one was one that I wanted to get straight.
Mr. CONDIT. I will be right back.
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Mr. Horn. To what extent should the Federal Government's role

be requiring informed consent? What is your belief on that, just to

get it in one place at one time?
Ms. Goldman. Informed consent is one of the absolutely critical

areas in health care. What this bill does is talk about informed con-

sent in terms of the use of information.

This bill does not address informed consent procedures for treat-

ment.
H.R. 4077 does address informed consent for disclosure and use

of information in a very comprehensive and very strong way, except
for the one suggestion that I made about disclosure to next of kin.

In order to have informed consent in that people must be notified

of their right to object to the disclosure; but I think that this bill

does a very strong job in that area.

Mr. Horn. Again, the ACLU, it seems to me, has a record here
of fighting for the individual. Is that not correct?

Ms. Goldman. That is correct, sir.

Mr. Horn. We now have two individuals. What if that individual

does not release the records? Have we thought about the harm that

can happen to another individual?
Ms. Goldman. I know that this is a concern of yours. We are not

rewriting public health law in H.R. 4077. Public health authorities

are still able to use information and disclose information in legally
authorized ways.

If the States have determined that public health authorities

should be gathering information or disclosing information for ex-

actly the purposes that you have been discussing, this bill does not
touch that authority. In fact, most public health authorities in the
States have pretty substantial reporting and notification respon-
sibilities. That is not affected by this legislation.
Mr. Horn. Do you have anywhere a study the ACLU has made

on that very issue as to what the State law is on informed consent?
Ms. Goldman. Yes, we do, absolutely.
Mr. Horn. Could we have that as part of the record?

Ms. Goldman. We have a study that the ACLU has done, for in-

stance, on informed consent as it affects other individuals, as it

would affect, for instance, spouses or partners. I would be very
happy to provide for you.
Mr. Horn. Fine. If we might get it included in the record, I

would like to see that included.

[The information follows:]
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June 7, 1994

The Honorable Stephen Horn

1023 Longworth House Office Building

Washington, D.C. 20515

Dear Congressman Horn:

In response to questions you posed at the hearings held recently on health

information privacy by the Government Operations Subcommittee on Information, we are

sending you our views on the relationship between the Fair Health Information Practices

Act (H.R. 4077) and state laws regarding partner notification.

If states wish to receive fiinds disbursed by the Centers for Disease Control (CDC)
for HIV testing, they must have in place a system for the notification of spouses or partners
of HIV-infected individuals. All states currently receive fiinds under this program, termed

the Counseling, Testing, Referral, and Partner Notification Program. As a condition of

receiving funds, states must certify they have a partner notification system in place,

pursuant to state law or regulation.

H.R. 4077 is not intended to supersede these state laws or regulations. Indeed, it is

our understanding that the bill will allow such notifications to continue to occur, consistent

with the procedures established by the various states.

We hope this answers your question. Feel fi-ee to contact any of us if you have any
further concerns.

Sincerely,

J^-.^ (^hUi^ ^^' .^^^^
^~janlori Goldman^ Director Chai Feldblum, Director

Privacy and Technology Project Federal Legislation Clinic

Electronic Frontier Foundation Georgetown University Law Center

202-347-5400 202-662-9595

Aimee Berenson Susan Jacobs

AIDS Action Council Legal Action Center

202-986-1300 ext. 24 212-243-1313
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Ms. Berenson. Also, may I just address that question?
Mr. Horn. Sure.
Ms. Berenson. I would point out that, in addition to what my

colleague has just mentioned about the public health protections
that are maintained in this bill, there is also a provision for emer-

gency circumstances and there are provisions in this bill that

would maintain current Federal provisions regarding notification of

emergency workers, for example, who may have been exposed to

blood-borne or air-borne diseases.

I understand your concern. I think there are a number of places
in this bill where we have protected existing laws and provided for

the kind of situation that you are so rightfully concerned about.

Mr. Horn. Thank you. Any comment, Ms. Jacobs, on that?

Ms. Jacobs. No, except to say I think Ms. Goldman's point is the

important point here—well, not that yours is not, too, I'm sorry—
that we are in a sense, as you had said, talking apples and or-

anges.
One is a privacy bill and it does not—your bill does not, in any

way, usurp public health functions. Informed consent, whether
written or oral informed consent, is only about a piece of disclosure

of information.
Mr. Horn. OK Now, with regard to the penalties included in

H.R. 4077, should the individual responsible for breaching the in-

formation be held accountable or should the institution be held ac-

countable? This gets back to a question I have asked two previous

panels, of the so-called disgruntled employee.
As you know, our first witness the first day of these hearings

was a colleague in the House, where confidential information was
breached and attempted to be used against her in a political cam-

paign.
You have the problem with large institutions, HMO's, hospitals,

any form of organized medicine vou and I can think of, where there
are a lot of files, there are a lot of people with access, and one
never knows what some employees might do. 99.9 percent are loyal.
A few go out and decide they are going to have a grudge and get
even with the employer.
Having headed an institution of 4,200 employees, I can assure

you that happens in a university, it happens in a hospital, it hap-
pens in government, in happens in any corporation or business.

How do we deal with that when the institution might well have

everything from signing your name to get a record and so forth

and, suddenly, years later, a Xerox—which is easy to get any time,

night or day, in most organizations
—of this confidential file is

dumped before a newspaper, a TV station, or in the middle of a po-
litical campaign?
What is your feeling on the role, then, of dealing with that indi-

vidual that dumped it; or do we deal with the institution out of

whose files that information was stolen?

Ms. Goldman. I am glad you are asking that question of this

panel because I have heard you ask it before and it is a very impor-
tant question.

Employers or institutions should be liable for the actions of their

employees. When there is liability on the institution, the institution

will try to guard against breaches.
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There are many hospitals right now where it is not so easy to

get personal health information. As Kathleen Frawley testified yes-

terday, there are hospitals that have extremely strict rules regard-

ing who can have access to somebody's health record and under
what circumstances.

They have put in audit trails so they know who has seen infor-

mation. They know who has had access to the information and for

what reason so, in the event there is a breach, they can then go
back and look at who has had access to that information.

The executive branch would do well to do the same thing. We
have had some unauthorized disclosures of information from the

Social Security Administration, from the IRS, and it is important
to put in place some kind of a security mechanism.
As to the question of who is liable, in this circumstance, it should

be both the individual, if we can find out who that is—and in Con-

gresswoman Velazquez's case, that is not clear—and it should also

be the institution whose job it is, whose obligation it is, to guard
that information.
When somebody seeks treatment in a hospital, they should not

have to make the decision, "Should I seek treatment or should I not

because I am worried about confidentiality?" They should know
that their interest is protected, regardless of whether you can find

out who breached the confidentiality or you cannot.

I think that you will find that institutions will become even more

responsible than most of them already are if they are liable for the

actions of their employees, as most institutions are where there is

a law in place. There are very few institutions that are shielded

from liability for breaches caused by a disgruntled employee. They
are responsible for that person's actions and I think they should be.

Mr. Horn. I go back to my senior colleagues' example of

Greybull, WY this morning. I am not sure how many people live

there. I have been through Wyoming. Not many people live there,

generally.
I happened to grow up on a ranch 5 miles from San Juan

Bautista, CA—no doctor in San Juan Bautista; nearest doctor 10

miles in Gilroy, 13 miles in Hollister.

The Hazel Hawkins Memorial Hospital in Hollister, CA, I doubt

can have a 24-hour-a-day guard of the records and, at 2 a.m.,

where the one emergency of the month might occur, the question

is, who gets into those records? The medical staff obviously might
need them—someone—and who is the guardian watching the

guardian, to go back to Plato a little bit?

Your answers seem to presume some huge bureaucracy where we
have the security of files task force vigilantly sitting there night
and day to make sure we have a signature when that file goes out

but, in a big, urban hospital, I would think—and I would bet you
numerous security tests would prove this point—there is no way
you can secure those records, no matter how hard you try.

You are saying, "OK, let's file a suit against the institution." Why
not file a suit against the individual that violated the security?

Ms. Goldman. Mr. Congressman, I could not agree with you
more. We should file a suit against the individual when we know
who it is that has breached the person's confidentiality. As Con-
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gresswoman Velazquez said when she testified, it is not always
clear who that individual is.

I am not saying that institutions will become perfect in their se-

curity or that every institution is a large bureaucracy. Excuse me
if that was the impression that I created.

If there is a law which will make institutions liable for breaches,

they will become much better at protecting information, whether it

is a two-person institution or a 20,000-person institution. There are

mechanisms, both technical and other, that can protect information

to a greater extent than currently provided.
There is no 100 percent foolproof system. However, I think that

we can do better than we are doing now.
Mr. Horn. Should we make it a felony if there is a violation of

the security provisions of this act?

Ms. Goldman. If there is a violation of a security provision but

there has not been a harm to an individual resulting from that vio-

lation, then no, the violation should not be a felony.

Mr. Horn. Let us say there has been harm to the individual.

Should these simply be civil damages? Should this be criminal ac-

tion on the part of the Federal Government?
Ms. Jacobs. There is precedent, for instance, again, in the drug-

alcohol law, for possible criminal investigations based on breaches

of security or violations of confidentiality. I do agree, though, it de-

pends, as you know, on showing the intent and being able to nail

down the individual person.
I also wanted to add that we do trainings nationally and, while

I have not been in Wyoming yet, I was in Reading, CA not that

long ago and spoke with a group of people from a very small clinic

in a rural area.

One of the things that are all facing is something I think this act

is addressing well—is the electronic transfer of information so in-

formation that did not used to be able to be circulated and where

maybe you did need a guard at the door, no longer requires that

any more for certain kinds of disclosures.

Mr. Horn. Right. You are right. It is very difficult to trace, even

where is it, who has it. Any other comments on that particular

point? Ms. Berenson.
Ms. Berenson. I agree with what my colleagues have said and—

I would just reiterate that with regard to an institution's liability,

they are only liable if they have breached a standard of care.

I do not think that it is unreasonable or unduly burdensome to

require that there be a basic standard of care and a duty to main-
tain that standard of care with regard to the confidentiality of med-
ical records.

Mr. Horn. Again, I would ask you to think of the small clinic,

small hospitals of America where it is hard to even keep the doors

open sometimes.
Ms. Berenson. Many of the AIDS service organizations that are

members of AIDS Action Council are in that position, and I have
been impressed by the ingenuity and ease with which they have

adapted to security measures. I think people are afraid of this idea,

afraid of what it involves, and I think that, if they sit down and
think about how they can go about protecting records, it is a very
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useful and a very productive exercise and a successful one, even in

very small organizations.
Ms. Goldman. May I just make a final comment on this point?
Mr. Horn. Sure.
Ms. Goldman. As this bill was moving through the drafting proc-

ess, a number of us were very concerned that the associations and
the institutions that would ultimately be liable under this bill

would have serious objections against the liability provisions.
I think that it has been very encouraging that these institutions

have not objected, that they accept these provisions as part of theii

responsibility, and that these provisions are not a dramatic depar-
ture from either what they are already having to comply with

under State law or what they see as their duty in a confidentiality

setting.
I have, as I said, found that very encouraging. I believe these in-

stitutions will take the steps to improve security and to train em-

ployees necessary to comply with the provisions of this bill.

Mr. Horn. I would agree with you, and large organizations
should not have a problem complying. I am worrying a little about

the small organizations.
Ms. Goldman. I understand.
Mr. Horn. What is your assessment of the administration's pro-

posal to create a national information system and regional data

centers and will this information be secure and, if not, could the

private sector be doing a better job?
Ms. Jacobs. I will take a stab at it. I am not a computer person

but I have been talking to several. One of the things that is very

impressive to me is that there is an ability to secure electronic

data. You have acknowledged that in the act. What I am told is

people do not utilize that ability, for a myriad of reasons, but that

it is not all that difficult in some ways.
For instance, I talked with somebody about the objection people

have to written pieces of paper. A question was asked to us about

what are you going to do when there are no longer pieces of paper
for anyone to sign and so, when you talk about written informed

consent, you are talking about a signature and haven't you just lost

that?
I was not sure, and talked to a computer friend, who said we

can—I do not even know what the word is, but we take a picture

of the document with the signature—it has a computer word—and,
essentially, store that on a disk and then, when we need it, we re-

call it, so there is not a problem in, again, continuing to use signa-

tures, continuing to use certain other security measures. I think

there is an issue about willingness.
I will add to that that I think this committee has done a remark-

able job in the wave of the tendency to information superhighway

everything. I think it is good to step back and to say, "Wait a

minute, let's look at what that really means in terms of privacy."

Mr. Horn. Any other comments on that point?
Ms. Goldman. I want to address the specific concern you raised

about whether the government or the private sector should be in-

volved in the collection of personal health information. We have not

taken a formal position on this but I wanted to raise a possible con-

cern.
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The regional health data centers that are envisioned by the ad-

ministration, and are already being created at State and local level

around the country will hold sensitive and personal information

gathered from providers and employers, in the research context, in

the payment context, possibly even in the marketing context. There
would be a great concern on the part of the American public if it

were the government that was the ultimate repository for all of

this information.
Not that we could not put laws in place that would restrict their

use of the information. We can do that. However, in the future,
those laws could be weakened. I think that there would be a tre-

mendous temptation on the part of government agencies to use

that information for other purposes.
We have seen that time and again with the creation of informa-

tion by the government, whether it was for Social Security pur-

poses, tax purposes, or immigration purposes, criminal history
records or data bases created for a limited purpose. A temptation
to use them for other purposes was irresistible and the laws that

created those information systems were undermined and weakened
in ways that I think had very substantial impact on individual lib-

erties.

That is the only caveat that I raise in terms of who should be
the ultimate controller or compiler of this information. The public
would be extremely suspicious, and they are extremely suspicious,
when they hear talk about an electronic data network as is envi-

sioned by the Health Security Act proposed by the administration.
This is something we need to be very careful about.

Mr. Horn. I think you make an excellent point. In other words,
what you are saying is, if we can, let us decentralize information
to the need. It is sort of the presumed but not always followed—
maybe not in the majority followed—the "need to know," rather
than simply getting this where anybody can access that has the

magic code number.
Ms. Goldman. Absolutely.
Ms. Berenson. I would just like to give a slightly different per-

spective on what my colleague was saying with regard to the gov-
ernment versus the private sector.

In the AIDS context, it has been very interesting. Until now,
most of our concern has focused on this issue of providing informa-
tion to public authorities for public health purposes, and we have
had situations where there were attempts to access the information
that those governmental entities had for purposes that were clearly

improper.
However, the reality, if you look at the caselaw, has been that

most of the misuses of information with regard to HIV and AIDS
have occurred in the private sector. There are very strong financial

incentives in the private sector to misuse information about peo-

ple's personal health status, which I think really need to be taken
into consideration with regard to whether the private sector is the

appropriate place to be placing huge data banks of information or

whether the private sector should have access to those data banks.
As much as we may be concerned about government, at least

when government does something, we can scream about it and we
know what they are doing. I have great concerns that, in the pri-
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vate sector, our experience has been, all too often, that lists are
sold to marketers and researchers and used for all kinds of pur-
poses that should not have been approved, because nobody was
aware of how that information was being handled in the private
sector.

Mr. CONDIT. Mr. Horn, may I just follow up?
Mr. Horn. Sure.
Mr. CONDIT. Is that because there were no standards or rules or

regulations for the private sector to follow?

Ms. Berenson. I certainly think that that is a big part of it. Of
course, the issue of standards for the private sector to follow is very
important, but additionally there has to then be clear enforcem.ent
of those standards.
Who is enforcing those standards? There should be private cause

of action but, additionally, there needs to be some government
oversight and enforcement of those standards and systems as well
to ensure that the protections that we build in are not just paper
protections.
Mr. CONDIT. Is it not true if we do not have standards and rules

for the private sector or the government, you can abuse this?

Ms. Berenson. Of course.

Mr. CONDIT. Whoever we give this responsibility to, we have to

have rules and standards and penalties for violating them.
Ms. Berenson. That is right.
Mr. CoNDiT. We can debate whether it should be the private sec-

tor or the government. I have my own personal preference. It may
be that we can prove that one is better than the other but, still,

we have to have standards or rules or we have missed the mark.
Mr. Horn.
Mr. Horn. I have just a question, Mr. Chairman. You might be

able to remind me. Your bill does protect us from, say, some groups
selling lists based on disease
Mr. Condit. Yes.
Mr. Horn [continuing]. In terms of newsletters, magazines, so

forth, as I recall.

Mr. Condit. Right.
Mr. Horn. That would certainly be a typical way for somebody

to try to make a buck out of a medical and health file.

Mr. Condit. We have asked the private sector to comment on

every step of that and they have been supportive of us setting the
standards.
Also—just to follow up on a comment that you made about the

liability question—yesterday we had the American Hospital Asso-

ciation, and they have divisions of that association which represent
rural and city hospitals. They were very supportive of taking the

responsibility on themselves. They did not balk at this at all. We
have stayed in touch with them every step of the way.

I have asked Mr. Gellman, though—there is a group called Rural

Hospital Association—and we will make contact with them and ask
them for their input. I think it would be appropriate to do that.

Mr. Horn. I thank the witnesses for their testimony. It has been

immensely helpful.
Mr. Condit. Mrs. Thurman.
[No response.]
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Mr. CoNDlT. I have some additional questions and I would like

to submit those to you in writing. We are going to start here in a

little bit, and we have a gun issue on the floor, so I would like to

move on, if I can.

I want you to know that we appreciate very much your being
here this morning. Your participation in this issue is important to

the success of the issue and we want you to stay on board with us,

try to work out the problems, and we will stay in touch with you.
Thank you very much.

[Whereupon, at 11 a.m., the subcommittee adjourned, to recon-

vene subject to the call of the Chair.]
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December 22, 1993

Representative Gary Condit

Chairman

Subcommittee on Information, Justice,

Transportation and Agriculture

Committee on Government Operations

U. S. House of Representatives

B349-C Raybum House Office Building

Washington, D. C. 20515

Dear Mr. Condit:

We have received the additional questions submitted after the November 4, 1993 hearing on

confidentiality of patient information. I am pleased to be able to submit the following

answers, while cautioning that the American Hospital Association (AHA) can only speak for

hospitals in general, and caimot speak for any one hospital in particular. Moreover, in

answering Question 1 ,
we can only provide material from the American Hospital

Association, and not from any other professional hospital organizations.

Question ff 1 - Does the AHA or other professional hospital association have any

rules, guidelines, or ethical principles on the use of identifiable

patient information for marketing? If so, please provide a copy.

The AHA has no specific guidelines on the use of patient information

for marketing purposes, but I am attaching to this letter copies of AHA
Management Advisories on "Advertising by Health Care Facilities,"

"Ethical Conduct for Health Care Institutions," "A Patient's Bill of

Rights," and "Disclosure of Medical Record Information," as well as a

copy of AHA's "General Guide for the Release of Patient Information

by the Hospital." Throughout AHA publications, guidelines, and

advisories, the general issue of patient confidentiality is given

paramount importance.

(479)
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Question it 1 - Is there any general information available on the scope of hospital

marketing activities based on identifiable patient information?

Copies of marketing plans, journal articles, and similar items would
be helpful in describing these activities.

Identifiable patient information is typically not used in marketing
activities. Aggregate data is usually what is most valuable to

marketers.

Question # 3 - Do hospitals use identifiable patient information as a basis for

marketing goods or services? If possible, provide specific examples
of marketing activities.

Hospitals typically do not use identifiable patient information as a basis

for marketing. They use aggregate data, payor statistics, utilization

review data, patient origin data, and other types of demographic data.

This kind of data yields trends, which are preferable to details in

marketing.

Question # 4 - Do hospitals use identifiable patient information as the basis for

patient questionnaires or satisfaction surveys? If so, please describe

the manner in which these activities are conducted, ii any
information is shared with outside organizations, please describe the

terms under which that information may be used.

Yes. Hospitals routinely survey discharged patients, usually by mail,

to assess patient satisfaction, identify problems, etc. This information

is part of any good Total Quality Management/Continuous Quality

Improvement process. Patient-specific information is not factored into

the selection of those randomly surveyed. Deceased patients are,

however, removed from the lists before names are selected. This

information can be shared or managed by an outside market research

company for execution and analysis, but specific patient information

(such as specifics about diagnosis or treatment) are not provided to the

researchers.

Question # 5

Some hospitals also use patients in advertisements. When this is done,
it is done with the patient's full permission and cooperation, observing
all legalities.

Do hospitals disclose, sell, or otherwise share mailing lists of

patients with other institutions, including other hospitals? If so,

please describe.

No.
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Question tl 6 — Do hospitals disclose, sell, or otherwise share identifiable patient

prescription information with drug or equipment manufacturers or

vendors?

No.

Question #1 ~ Do hospitals share identifiable patient information with affiliated

organizations or companies? If so, please describe.

This sharing of information sometimes occurs, at the request of the

patient, in the process of discharge planning. For example, a patient

may request to be signed up for a Meals on Wheels program upon

discharge form the hospital. It also may be done with the patient's

knowledge and approval as in the case of an obstetrical short-stay

program where the hospital arranges for a home health care aide to

visit the patient 24 hours after discharge.

Question # % — Do hospitals allow the use of identifiable patient information for

fund raising activities? If so, please describe.

Yes. Hospitals frequently use lists of discharged patients for

fiindraising purposes.

Question # 9 — Do hospitals disclose, sell, or otherwise share lists of expectant

mothers, new births, or recently deceased patients?

Hospitals don't typically release this information. It is important to

point out that in many cases this information is part of the public

record, and is therefore readily available to the media and other

sources. Hospitals are required by state law(s) to report this

information to various public authorities. Moreover, public hospitals

have sjjecLfic public disclosure requirements.

I hope these answers provide you and the subcommittee with the information you need.

Please feel free to contact me at 626.2328 if I can provide any further material.

Sincerely,

Patti Roberts Goldman
Senior Associate Director

Congressional and Executive Branch Relations

Enc.
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Management
Advisory

Patient AND

Community Relations

Introduction

Effective health care requires col-

laboration between patients and

physicians and other health care

professionals. Open and honest

communication, respect for per-

sonal and professional values, and

sensitivity to differences are in-

tegral to optimal patient care. As

the setting for the provision of

health services, hospitals must pro-

vide a foundation for understanding

and respecting the rights and

responsibilities of patients, their

families, physicians, and other

caregivers. Hospitals must ensure a

health care ethic that respects the

role of patients in decision making
about treatment choices and other

aspects of their care. Hospitals

must be sensitive to cultural,

racial, linguistic, religious, age,

gender, and other differences as

well as the needs of persons with

disabiUties.

The American Hospital Association

presents A Patient 's Bill ofRights
with the expectation that it will con-

tribute to more effective patient

care and be supported by the hospi-

tal on behalf of the institution, its

medical staff, employees, and

patients. The American Hospital

Association encourages health care

institutions to tailor this bill of

rights to their patient community

by translating and/or simplifying

the language of this bill of rights as

may be necessary to ensure that

patients and their bmilies under-

stand their rights and respon-

sibilities.

Bill ol Rights*

1 . The patient has the right to

considerate and respectful care.

2. The patient has the right to and

is encouraged to obtain from

physicians and other direct care-

givers relevant, current, and

understandable information con-

cerning diagnosis, treatment,

and prognosis.

Except in emergencies when the

patient lacks decision-making

capacity and the need for treat-

ment is urgent, the patient is

entitled to the opportunity to

discuss and request information

related to the specific procedures
and/or treatments, the risks

involved, the possible length of

recuperation, and the medically

reasonable alternatives and their

accompanying risks and benefits.

Patients have the right to know

the identity of physicians, nurses,

and others involved in their care,

as well as when those involved

are students, residents, or other

trainees. The patient also has the

right to know the immediate and

long-term financial implications

of treatment choices, insobr as

they are known.

3. The patient has the right to make

decisions about the plan of care

prior to and during the course of

treatment and to refuse a recom-

mended treatment or plan of care

to the extent permitted by law

and hospital policy and to be

informed of the medical conse-

quences of this action. In case of

such refusal, the patient is

entitled to other appropriate care

and services that the hospital

provides or transfer to another

hospital. The hospital should

notify patients of any policy that

might affect patient choice within

the institution.

4. The patient has the right to have

an advance directive (such as a

living will, health care proxy,

or durable power of attorney

for health care) concerning treat-

ment or designating a surrogate

decision maker with the expecta-

tion that the hospital will honor

the intent of that directive to the

extent permitted by law and

hospital policy.

Health care institutions must

advise patients of their rights

imder state law and hospital

policy to make informed medical

choices, ask if the patient has an

advance directive, and include

that information in patient

records. The patient has the right

to timely information about

hospital policy that may limit its

ability to implement fully a

legally valid advance directive.

5. The patient has the right to every

consideration of privacy. Case

discussion, consultation,

examination, and treatment

should be conducted so as to

protect each patient's privacy.

*T}u$e nghls can be eurdsed on Ac patient's

behalf by a designated surrogate or proxy
decision maker ij the paaent lacks decision-

making capacity, is legally incompetent, or is

ffi
A Patient's BUI of Rigtits was fif si adopted by the American Hospital Association In 1 973.

This revision was approved by the AHA Board o( Trustees on October 21. 199Z

C> 1992 by At Amtrlcam Hor^tat AstocLuUim. 840 North Lakt S>u>rt Drivt. Olca%o. IUImcU 60611.

Prituidim tk* U.S.A. AU rigku rtterved. Guotot mo. 157759.
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6. The patient has the right to

expect that all communications

and records pertaining to his/her

care will be treated as confi-

dential by the hospital, except in

cases such as suspected abuse

and public health hazards

when reporting is permitted or

required by law. The patient has

the right to expect that the

hospital will emphasize the con-

fidentiality of this information

when it releases it to any other

parties entitled to review

information in these records.

7. The patient has the right to

review the records pertaining to

his/her medical care and to have

the information explained or

interpreted as necessary, except

when restricted by law.

8. The patient has the right to

expect that, within its capacity

and policies, a hospital will

make reasonable response to the

request of a patient for appro-

priate and medically indicated

care and services. The hospital

must provide evaluation, service,

and/or referral as indicated by

the urgency of the case. When

medically appropriate and

legally permissible, or when a

patient has so requested, a

patient may be transferred to

another facility. The institution

to which the patient is to be

transferred must first have

accepted the patient for transfer.

The patient must also have the

benefit of complete information

and explanation concerning the

need for, risks, benefits, and

alternatives to such a transfer.

9. The patient has the right to ask

and be informed of the existence

of business relationships among
the hospital, educational institu-

tions, other health care providers,

or payers that may influence the

patient's treatment and care.

10. The patient has the .ight to con-

sent to or decline to participate

in proposed research studies or

human experimentation affecting

care and treatment or requiring

direct patient involvement, and to

have those studies fiilly explained

prior to consent. A patient who
declines to participate in research

or experimentation is entitled to

the most effective care that the

hospital can otherwise provide.

1 1 . The patient has the right to

expect reasonable continuity of

care when appropriate and to

be informed by physicians and

other caregivers of available

and realistic patient care

options when hospital care is

no longer appropriate.

12. The patient has the right to be

informed of hospital policies

and practices that relate to

patient care, treatment, and

responsibilities. The patient has

the right to be informed of avail-

able resources for resolving

disputes, grievances, and

conflicts, such as ethics commit-

tees, patient representatives, or

other mechanisms available in

the institution. The patient has

the right to be informed of the

hospital's charges for services

and available payment methods.

The collaborative nature of health

care requires that patients, or their

families/surrogates, participate in

their care. The effectiveness of

care and patient satisfaction with

the course of treatment depend,

in part, on the patient fulfilling

certain responsibilities. Patients

are responsible for providing infor-

mation about past illnesses,

hospitalizations, medications, and

other matters related to health

status. To participate effectively in

decision making, patients must be

encouraged to take responsibility

for requesting additional informa-

tion or clariricalion about their

health status or treatment when

they do not fully understand infor-

mation and instructions. Patients

are also responsible for ensuring

that the health care institution has a

copy of their written advance direc-

tive if they have one. Patients are

responsible for informing their

physicians and other caregivers if

they anticipate problems in follow-

ing prescribed treatment.

Patients should also be aware of

the hospital's obligation to be

reasonably efficient and equitable

in providing care to other patients

and the community. The hospital's

rules and regulations are designed

to help the hospital meet this obliga-

tion. Patients and their families are

responsible for making reasonable

accommodations to the needs of the

hospital, other patients, medical

staff, and hospital employees.

Patients are responsible for provid-

ing necessary information for in-

surance claims and for working
with the hospital to make payment

arrangements, when necessary.

A person's health depends on much

more than health care services.

Patients are responsible for recog-

nizing the impact of their hfe-style

on their personal health.

Conclusion

Hospitals have many fimctions to

perform, including the enhance-

ment of health status, health promo-

tion, and the prevention and

treatment of injury and disease; the

immediate and ongoing care and

rehabilitation of patients; the educa-

tion of health professionals,

patients, and the community; and

research. All these activities must

be conducted with an overriding

concern for the values and dignity

of patients.

A Patienl's Bill of Rights
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responsibilities of their

employees and me<Jical staff

members and be sensitive to in-

stiluliorul decisions that

employees might interpret as

compromising their ability to pro-

vide high-quality health care.

Health care institutions should

provide for fair and equitably-

administered employee compensa-

tion, benefits, and other policies

and practices.

' To the extent possible and consis-

tent with the ethical commitments

of the institution, health care insti-

tutions should accommodate the

desires of employees and medical

staff to embody religious and/or

moral values in their professional

activities.

' Health care institutions should

have written policies on conflict

of interest that apply to officers,

governing board members, and

medical staff, as well as others

who may make or influence

decisions for or on behalf of the

institution, including contract

employees. Particular attention

should be given to potential con-

flicts related to referral sources,

vendors, competing health care

services, and investments. These

policies should recognize that

individuals in decision-making or

administrative positions often

have duality of interests that may
not always present conflicts. But

they should provide mechanisms

for identifying and addressing

dualities when they do exist.

' Health care institutions should

communicate their mission,

values, and priorities to their

employees and volunteers, whose

patient care and service activities

are the most visible embodiment

of the institution's ethical commit-

ments and values.

AHA Resources

The American Hospital Association

developed its first "code of ethics"

for health care institubons called

Guidelines on Ethical Condua and

Relationships for Health Care

Institutions in 1973 as a comple-
ment to the code of ethics for hospi-

tal executives (available from the

American College of Healthcare

Executives). This management

advisory is the most current ver-

sion of this code. The AHA and

its members are committed to

regular review and updating of this

advisory to assure that it is respon-
sive to contemporary ethical issues

facing health care institutions.

This advisory identifies the major
areas affecting the ethical conduct

of health care institutions. It

would be impossible for one

advisory document to detail all of

the factors and issues relating to

each area. Additional information

and guidance is available in the fol-

lowing AHA management
advisories:

A Patient 's Bill ofRights

Advertising

Discharge Planning

Disclosure of Financial and Operat-

ing Information

Disclosure ofMedical Record

Information

Establishment ofan Employee
Grievance Procedure

Ethics Committees

Imperatives of Hospital Leadership

Physician Involvement in Gover-

nance

Quality Management

Resolution ofConfUas of Interest

The Patient 's Choice of Treatment

Options

Verifying Physician Credeiuiab

Verifying Credentials ofMedical

Students and Residents

The following AHA publications

may also be useful:

Values in Conflict: Resolving Ethi-

cal Issues in Hospital Care (AHA
#025002)

Effective DNR Policies: Develop-

ment, Revision, and Implementa-
tion (AHA #058750)

Hospital Ethics newsletter

Ethical Conduct for Health Care Inslilulinns
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Management
Advisory

Ethics

^thical Conductfor
Health Care Institutions

Introduction

Health care institutions,* by virtue

of their roles as health care provi-

ders, employers, and community

health resources, have special

responsibilities
for ethical conduct

and ethical practices that go

beyond meeting minimum legal

and regulatory standards. Their

broad range of patient care, educa-

tion, public health, social service,

and business functions is essential

to the health and well being of

their communities. These roles

and functions demand that health

care organizations conduct them-

selves in an ethical manner that

emphasizes a basic community ser-

vice orientation and justifies the

public trust. The health care

institution's mission and values

should be embodied in all its

programs, services, and activities.

Because health care organizations

must frequently seek a balance

among the interests and values of

individuals, the institution, and

society, they often face ethical

dilemmas in meeting the needs of

their patients and their commimi-

ties. This advisory is intended to

assist members of the American

Hospital Association to better iden-

tify and understand the ethical

aspects and implications of institu-

tional policies and practices. It is

offered with the understanding that

each institution's leadership in

making policy and decisions must

take into account the needs and

values of the institution, its

physicians, other caregivers, and

employees and those of individual

patients, their families, and the

community as a whole.

The governing board of the institu-

tion is responsible for establishing

and periodically evaluating the ethi-

cal standards that guide institu-

tional policies and practices. The

governing board must also assure

that its own policies, practices, and

members comply with both legal

and ethical standards of behavior.

The chief executive officer is

responsible for assuring that hospi-

tal medical sUff, employees, and

volunteers and auxilians understand

and adhere to these standards and

for promoting a hospital environ-

ment sensitive to differing values

and conducive to ethical behavior.

This advisory examines the

hospital's ethical responsibihties to

its community and patients as well

as those deriving from its organiza-

tional roles as employer and busi-

ness entity. Although explicit

responsibilities also are included in

legal and accreditation require-

ments, it should be remembered

that legal, accreditation, and ethi-

cal obligations often overlap and

that ethical obligations often extend

beyond legal and accreditation

requirements.

Cominunlty Role

• Health care institutions should be

concerned with the overall health

status of their communities while

continuing to provide direct

patient services. They should

take a leadership role in enhanc-

ing public health and continuity

of care in the community by com-

municating and working with

other health care and social agen-

cies to improve the availability

and provision of health promo-

tion, education, and patient care

services.

• Health care institutions are

responsible for fair and effective

use of available health care

delivery resources to promote

access to comprehensive and

affordable health care services of

high quality. This responsibility

extends beyond the resources of

the given institution to include

efforts to coordinate with other

health care organizations and

professionals and to share in com-

munity solutions for providing

care for the medically indigent

and others in need of specific

health services.

« All health care institutions are

responsible for meeting com-

munity service obligations which

may include special initiatives for

care for the poor and uninsured,

provision of needed medical or

*7ht itrm 'htalA care insamian' reprr-

senls the mission, programs, and sendees as

tUfined and impUmenUd dy the insHaidon's

Itadershlp, including ihc governing board,

executive management, and medical staff

leadership. See also management adviso-

ries on Imptralltis of Hospital Ltadership,

Role and Functions of Hospital ExtcuUrt

Managemtnl, Role and Functions oflht

Hospital Gotemlng Board, and Role and

FuncUont oflht Hospital Medical Siqff.

This advisory was revised by the AHA Technical Panel on Biomedical Ethics and approved by the

Institutional Practices Comminee In 1992.

e l»ra »r >*< A-*— H~>iiniX.. (.«1.««i. M) W»n» to*. n-» dh-, c»i~»». /m~o tMII.

fflmJ In du V.S-A. *a rt|»» ro«rw* <**' §omS3
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social services, educadoa, and

various programs designed to

meet the specific needs of their

communities.

Health care institutions, being

dependent upon community con-

fidence and support, are account-

able to the public, and therefore

their communications and dis-

closure of information and data

related to the institution should

be clear, accurate, and sufficient-

ly complete to assure that it is not

misleading. Such disclosure

should be aimed primarily at bet-

ter public understanding of health

issues, the services available to

prevent and treat illness, and

patient rights and responsibihties

relating to health care decisions.

• Advertising may be used to

advance the health care organiza-

tion's goals and objectives and

should, in all cases, support the

mission of the health care

organizatioa. Advertising may
be used to educate the pubUc, to

report to the community, to

increase awareness of available

services, to increase support for

the organization, and to recruit

employees. Health care advertis-

ing should be truthful, fair,

accurate, complete, and sensitive

to the health care needs of the

public. False or misleading state-

ments, or statements that might

lead the uninformed to draw folse

conclusions about the health care

facility, its competitors, or other

health care providers are unaccep-

table and unethical.*

> As health care institutions

operate in an increasingly chal-

lenging environment, they should

consider the overall welfare of

their communities and their own
missions in determining their

activities, service mixes, and

business. Health care organiza-
tions should be particularly sensi-

tive to potential conflicts of

interests involving individuals or

groups associated with the medi-

cal staff, governing board,

or executive management.

Examples of such conflicts

include ownership or other finan-

cial interests in competing

provider organizations or groups

contracting with the health care

institution.

Patient Care

• Health care institutions are

responsible for providing each

patient with care that is both

appropriate and necessary for the

patient's condition. Develop-
ment and maintenance of

organized programs for utiliza-

tion review and quality improve-
ment and of procedures to verify

the credentials of physicians and

other health professionals are

basic to this obUgation.

• Health care institutions in con-

junction with attending

physicians are responsible for

assuring reasonable continuity of

care and for informing patients of

patient care alternatives when

acute care is no longer needed.

• Health care institutions should

ensure that the health care profes-

sionals and organizations with

which they are formally or infor-

mally affiliated have appropriate

credentials and/or accreditation

and participate in organized

programs to assess and assure

continuous improvement in

quality of care.

• Health care institutions should

have policies and practices that

assure that patient transfers are

medically appropriate and legally

permissible. Health care institu-

tions should inform patients of

the need for and altenutives to

such transfers.

Health care institutions should

have policies and practices that

support informed consent for

diagnostic and therapeutic proce-

dures and use of advance direc-

tives. Policies and practices

must respect and promote the

patient's responsibihty for

decision making.

' Health care institutions are

responsible for assuring confiden-

tiality of patient-specific informa-

tion. They are responsible for

providing safeguards to prevent

unauthorized release of informa-

tion and establishing procedures
for authorizing release of data.

i Health care institutions should

assure that the psychological,

social, spiritual, and physical

needs and cultural beliefs and

practices of patients and families

are respected and should promote

employee and medical staff sen-

sitivity to the full range of such

needs and practices. The

religious and social beliefs and

customs of patients should be

accommodated whenever

possible.

> Health care institutions should

have specific mechanisms or pro-

cedures to resolve conflicting

values and ethical dilemmas as

well as complaints and disputes

among patients/their famihes,

medical staff, employees, the

institution, and the community.

Organizational Conduct

• The policies and practices of

health care institutions should

respect and support the profes-

sional ethical codes** and

*Adapiedfrom iheAHA Management
Advisory on Advertising, 1990.

**For example, the American College of

Healthcare Executives' Code of Ethics, and

professional codes ofnursing, medicine, etc.

Ethical Conduct for Health Care Institutions
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Management
Advisory

Patient AND

Community Relations

Inlroduction

Advertising is commonly used by

hospitals and other health care

facilities to communicate with

patients, potential patients, and

other constituent groups. Because

of the unique relationship between

health care organizations and the

people they serve, these guideUnes

are suggested to ensure that health

care organizations implement their

advertising with foimess, honesty,

accuracy, and sensitivity to the

special trust that exists between

patients and health care providers.

The American Hospital Associa-

tion first approved guidelines for

advertising by hospitals in August
!977. In that document, refer-

ences were made to the importance

of communication between hospi-

tals and their pubUcs, and the sig-

nificant and appropriate role that

advertising may have in that com-

munication process.

Advertising, like all methods of

communication, should be used to

advance the health care providers'

goals and objectives and should, in

all cases, support the mission of

the health care organization.

Advertising seeks to persuade,

generate a response, or facilitate a

business exchange. For the pur-

pose of these guidelines, advertis-

ing includes, but is not necessarily

limited to, display ads in news-

papers, billboards, recruitment

notices, radio and television ads,

brochures, advertising in telephone

directories, direct mail, and aU

similar forms of promotional

communications.

These guidelines are intended to

defme a number of common pur-

poses of advertising and to com-

ment upon the content of health

care advertising efforts.

Purposes of Health Care Advertising

Public Education about Available

Services

It is in the best interest of the

public to be informed of the avail-

ability and the attributes of ser-

vices that may have a significant

influence on health. Advertising
can help make such services

known to the public and encourage
the appropriate utilization of these

services.

Public Education about Health Care

Health promotion and illness

prevention are important elements

of health care. Services and pro-

grams that attempt to assist the

public in maintaining health are

offered by many health care

facilities. Advertising is often

used in conjunction with this educa-

tion effort, either to inform or to

encourage participation. Such

advertising can demonstrate the

health care facility's concern about

public health or encourage appro-

priate utilization of health and well-

ness facilities and services.

Public Accountability

Health care organizations are

expected to be accountable to their

public constituencies. Advertising
that is used to make a pubUc report

or inform the public about the

organization's activities, challen-

ges, financial position, or future

plans, can be helpful in meeting

public expectations.

Maintain or Increase Market Share

In an increasingly competitive and

cost-conscious environment, health

care organizations often use adver-

tising to help maintain or attempt
to increase market share for

specific services and programs.
Such advertising can result in the

efficient, appropriate and cost-

effective use of services to benefit

both the consumer and the health

care facility.

Public Support

Health care organizations fre-

quently use advertising to enhance

fundraising campaigns. Advertis-

ing can also be used to affect

public support of social, civic or

political issues. However, advertis-

ing to communicate a poUtical

point of view can raise serious

questions concerning a health

facility's tax status and should be

carefully reviewed by legal coun-

sel. Coordination of such advertis-

ing with local, state, and national

ffi
Approved by the Institutional Practices Conwnittee In 1990, this document was revised by the

American Society for Health Care Marketing and Public Relaiions.

© 1990 by ih« Amertcait Hotpitat AttoeioHtm, MO North Lak* Short Drtrt. OOcato, llUnoU 60611.
Primifd In At U.S.A. AU ritha rtitrvtd. Caiatof no. 117760.
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hospital organizations is recom-

mended.

Employee Recrurtment

Advertising is a well-established

and accepted means of recruiting

necessary health care personnel to

staff services and facilities.

Medical Staff Support

Advertising may be used to inform

the public about the availability of

services provided by a health care

facility's medical staff. Advertis-

ing prepared in consultation with

medical staff members may also be

helpful in publicizing the capabili-

ties of specific members of the

medical staff. This type of advertis-

ing frequently is used to maintain

or increase a health care facility's

market share in a specific service.

Advertising in support of medical

staff services may take the form of

referral programs, which are

designed to introduce new patients

to members of the medical staff.

Referral services that give the

public informed choice and control

over the selection of physician, and

seek to match the public with

physicians of appropriate training

and capabilities, can benefit the con-

sumer, the medical community and

the health care facility. Criteria for

participation in referral services

should be fully disclosed.

Content of Health Care AiJvertlsing

The content of health care advertis-

ing must be measured primarily by
its truthfulness, fairness, accuracy,

completeness, and sensitivity to the

health care needs of the public.

False or misleading statements, or

statements that might lead the

uninformed to draw &lse conclu-

sions about the health care facility,

its competitors, or other health care

providers are unacceptable and

unethical.

As with all health care services,

advertising must be crafted and

executed in the spirit of putting the

needs of the patient first.

Health care advertising that

promotes the use of excessive,

unnecessary, or non-medically indi-

cated health care services is unethi-

cal. Furthermore, advertising that

encourages a health care consumer
to take unreasonable risks, without

disclosing the nature of the risks, is

also unethical.

Advertising that targets the ill,

infirm, frightened or other vul-

nerable groups, such as AIDS

patients or patients diagnosed with

cancer, requires special sensitivity

and must meet the highest ethical

standards. Patients who are ill or

diagnosed with a severe disease

may be desperate and in a state of

mind incompatible with making
informed health care decisions.

Advertising by health care fecilities

should not raise unreahstic expecta-
tions. Communication of success

rales, outcomes and other statistical

evidences of quality should be done

with great care and in the spirit of

honesty, accuracy, and full dis-

closure. Words such as safe, effec-

tive, painless, and best should be

used with great caution and not

without verifiable, objectively-

based substantiation. Advertising
should avoid slating or implying a

guarantee of successfiil outcome or

of complete patient satisfaction,

unless the advertiser has a reason-

able basis for making such a claim.

Direct or implied comparisons
between one health care facility and

another should not be made

unless they can be objectively

measured and fully substantiated.

Because comparative advertising
involve.'! a high risk of legal

exposure, it may be appropriate to

have such advertising reviewed by
legal counsel.

Advertising that communicates cost

information should be accurate, sub-

stantiated, and offered in the spirit

of full disclosure. Advertising

communicating a low initial cost is

unethical where there is a reason-

able probability of incurring addi-

tional costs later. Promotion of

low-cost services, such as health

screenings, that lead to referral to

additional services are ethically

suspect, unless fiiU disclosure is

provided at the time of the initial

screening.

Cost, Regulations and

Reimbursement

Health care advertising is a

relatively costly means of com-
munication and may be less effec-

tive in achieving the goals of a

health care organization than other

forms of communication. There-

fore, health care facilities should

approach their advertising invest-

ments with the same spirit of

fiduciary responsibihty that is

applied to the purchase of other

health care commodities, such as

new equipment or buildings. Every

attempt should be made to be cost-

effective, to achieve measurable

results, and to coordinate with

other messages and public relations

programs produced by the health

care organization.

Health care organizations should be

aware of applicable government

regulations and restrictions on

reimbursement for advertising

expendimres.

Advertising by Health Care FacitUies
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Management
Advisory

Information

Management

Disclosure ofMedical

Record Infommtion

IntroductkM

This manmgemeiK vivisory has

bees prepared to asstxt hospitals in

developing policies and procedures

for the didclomre of nnrdrjl

record infonitttioa. It iddresaea

both iDtcmal and ttxtanial disclo-

sures as well *a the patieots* access

to their records. While this

mflnqgrmmt advisory indicates liie

siniatioai in which mrdiml record

infonnalion may or may not be

released, it should not be ooo-

sidered all-inchsive. and stale/

local laws should be mnsiiltfd

when developing any policies and

procednres for mcdiral record

infonnatioo release.

Medical records are maimained fat

dM benefit of (be patient, (be

physician, and the hfwpital , and are

Che property of the hospital. How-

ever, (he content of the leconl is

(be property of the paiieis, and

patients have the ngbl to expect the

hospital to treat their reoortls as

confidential. It is the hoepital's

responsibility to establish and

implement security measures that

safeguard both the "^-^^^l record

jmd iti mfonnalianal conleot,

whether in hard copy, oa film, or

in computerized form, against loss,

de£icement, tampering, tmainhoT-

ized disclosure, uA use by
unauthorized persons. Additioa-

ally, any individual who uses or

receives information £rom the medi-

cal record shares in this reiyoa-

sibility.

The hospital should develop

policies jnd procedures fct (be

presarvaiion, retentioo. retjremeot,

and release and use of inrilinl

records, including those maintained

in various departments of the

bospitaL

RfispoBsibility for disclosure of

niT>fii'-»l record informatioa by (he

hospital fVmld be centralized in

and delega(ed to (be Medical

Record Departn^nt. The Medical

Record Department, hfrsiiBr of its

expertise in mcdicsl record and

rcjcasc-of-informatian require-

ments, understands (he cfaarac>

leristics of (he urdicsl tecord aad

recognizes (be special sintstinns

that may requir* the advice of die

goea^ding physician or the ^'^^p***

attorney. Firr^H wbeo laws or

regulations dictate otherwise, the

chief executive officer is respoo-

sible for the final decisions co what

and under which circmnsiances

~~<i'-jl record disclosures can be

made.

tnterital Usa ud Diselosafa

All hospital ofKcers, employees,

and ">-<*<« I staff members should

be made aware of the policies and

procedures pertaining lo the releaie

and use of rmvliral record infbnna-

tioD, their responsibility in main-

taining its conAdentiality, and (he

disciplinary actions diat may be

taken for unauthorized use or dis-

closure of patient inform!tim

Access to tLe nudical record by

hospital and "'^^*'-^* staff person-

nel can usually be made wilboiA

the patient's authoriranon. How-
ever, staff access (o (be "~-*'''^l

record without the written "»~—"
of the patient depends on:

• The audK>rity, respoosibilily,

(raining, sod qualificadoos of the

hospital or medical staff avmfaer

or duly appointed «-<^T,.^in» or

panel rcouesting ^rfmm*

• The reason fbr the request

• The type of informaooo requested

In general, staff access should be

provided only on a need-tt-know

basis in (be delivery of patiBnlcare
atwl the managemeol of hoopital

afbirs, including that necessary for

performing intenial administrative

tasks, conducting quality and

utilization m^n^^^im^nt programs,

receiving legal cotmsel, p'*™''"^

health services, and participating in

hospital-approved sccrrttilaliro,

certificatioii, or licensure progiams.

Even (bough (ha hasp!(al can lae

medical record in/btmatioa far

internal quality and ucilizatian

manage(nent programs without (he

express autborizatioo of the indivi-

dua] patient to whom it pertains, all

individual patient i(Vnri(ii-afinn

should be excluded from mrniffct

and any routioe leports of such

fmdings and »»^'^>™»"*~<«»^»««

When circumstances dicHlir other-

wise, a coded method of identific*-

(ion may be appropriate fbr

internal use.

nit KtuKdiy. otiicti ws mlsad mS inimtt by Om KsnuUonal PracdcM Comnlne* In 1 990
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k^ormoon.

I. MO MwtA L^t Om* D*«m. Oda^t*- OjiM* MUt.



490

Ajatmooally, the bospftal duiatd:

• E:i^BMufa guideiinc* for llie use

oc 3Bedical recordi m bo«pttal-

xpenxA-ed ediicaijoo progmns for

povsicians and <xfaer beakfa care

proiesxuiciais

• Dr-rrmff ibe extent to which

Ffcymriint and other health can

proosssionais in good c*«iwim^
are ^*' f inif*^^ to use the "m^***'-*!

in ibUs for bona 5de study and
*' 'h and 4^^^**^ the circuis-

>rii» m that requare paiieat

andkomatioB for such use

Wbea the imvliral nxotd or por-

tiooa snereof are comptaeiized,
secui-uy measum shtwld be estab-

lisbea dut reanct accea to

aii tia i iTad individuala ooly along
widi iwnriirdt thai ensure the

' and the integriiy of the

mroKSBH&on^

Exteaa! Usa and Ditclotura

No hMjuiil should disrlnae. or be

re^uiml to discloae. rnrMt^t

recocs inlannaaoo to a third party
wilfaoBC the patieat't wrilteii

aiittw—taliop. unless such

disciosane is:

• PorsBaat to law or statulosy

refsistioD re^juiring the hospital

(o ir . irt certain infisrination

PursoaBut to a subpoam or conn

to conq)ellii>g circum-In

; afTecdng a penoa's
: health or safety

. Pci.ii i iuivl by the hospital under

cerczzs circumstineea in the coo-

ducz z€ biomediud. epidemio-

logic, or health services research

pi uw ^

• Mes=3sxry to comply with the

reqsiresaents of lospital accredi-

tatii-TT Slate licei sure surveys, or

cerrffrraoon for
| «rticipaliaa in

gOVerasDcat prO£ rams, provided

Cb: reporu of such reviews <b>

not directly identify inlividual

patieols

• Pursuant to the provisuns of
state vital stslisnrt laws, that

mandate registraliao of bijifas,

deaths, and fetal deaths and of
other public health laws that

comptti reportinc of certain

epidemiologic oooditiaas

• Needed in conoectioa widi the

direct referral or transfer of the

patient to snntbef health caie

provider

• Limited to name, date of admis-

sion, and general cooditioa,

except in those irntaores wbesi

patients or their autfaonzied repre-
sentatives request that even this

limited infonnatHO not be

released or wbea laws or legula-
tions (for cixamplft. alcoboJ ami

drug abuse treatment) forbid the

disclosure of this infonnatioa

Caution sfaouM be exercised wfaea

releasing infonnatioa without iIk

patient's authori2alico to cnauie

that the individual or orgiaizatioa

requesting tl^ inibrmatioa has a

valid teasoa to know.

Medical recortis should not be

removed from the hospital, except

upon receipt of a coiut order or

subpoena duces tmim In most

cases, when a subpoeoa or court

order for reeords is received, the

court will usually accept a ceniiied

copy of the record in lieu of the

original.

Even though copies of ipr^'t^t

records that are received firooi

other health care providers are con-

sidered a part of the pabent's medi-

cal record, they should not be

released when responding to

requests for informaooo.

When establishing policies and pro-

cedures for the disclosure of tnedi-

cal record informaboa in response
to requests from outside the hospi-

tal, the hospital should addms the

foUowing:

• Nature of the reqtusts

• Types of informaiiaQ reqi^sted

• Persons, agencies, or organiza-
tions who usually request infor-

malioo

• Situations in which a written

authorization from the p«»«tit is

or is not required

• Cotnponents of a valid autfaoria-

tioo

• Requirements for tl^ release of

patient information pertaining to

mental health, drug and alc<i>al

abuse, and HIV ioiectiais

•
Ensuring that p»K-T'«« mfr^-^
with the HTV virus or being
treated for mental health coodi-

lions or drug and alccfaol abua
are aware of the Hi«gnr.q^ and
that the diagnosis must be sub-

mitted on the claims for bo^itali-
zatioB K#'n^fit]f

• CcDfontiaoce to laws, regula-

tions, and other measures in i***^

public JntTTTSt

• Response to telepikooe requests
for informatioo as well as die call-

back procedures Rquiml to

vertly the identity of the

req Jester and the validity of tiu

reqiest

• Situations in which the «tt».w<]ng
physician should be notified of a

request for infonnatioa (e.g.,

patient access, legal requests)

- Identification and handling of

special requests for infermaiiao

• FutsMishmmt of ressooafale

charges for furaishing copies or

the actual record for review

The hospital should not diylncn

information from the patieat's

medical record to the following

organizationsAtidividuals without

the patient's written autfaorizatioa:

Duelcturt of Medical tUtord tuformaOem
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• Other bcallta cart pmviden,
unless compelling cij

warrant immedutc disclooure

• Third-party ccxstraciais, unless

the disclosure is nude in tccorKt-

aace with provisicia of a par-

ticular hospiul/third-porty or

patient/ third-furty contract for

inspectioo of certain portiooa of

ilie medical record for claims

processing, fimnrial audit, utiliza-

tioo review, or case imnagrmeot

• Attorneys, tribunals, meioben of

the court, or gavtmatxt invesb-

Sation and law enfofcemeat ageo-

cies, unless disclosure is com-

pelled by judicial sufapyag, court

order, properly issued and

authorized administrative sum-

mons, or as otberwise mandttfid

by law

• Administrative perscooel,

teachers, or nurses in tbe local

school system

. Employers, unless such dis-

closure IS pursuant ta any stste or

local statute(s) providmg specific

authority for such disclosure

Additionally, the hospital's chief

executive officer should determine

whether or not to permit tnedical

records T"*^r'"'"'^ by the ho^ntal

to be used by a third party for coo-

ducting biomedical, epidemiolofic,

health services, or related research

aikd whether or not the paiieot's

authorizalioa is retjuircd in accord-

ance with established hospital

policy. This decisioa should be

based oo whether

• Tie importance of the ptpject's

purpose outweighs aogr nominal

risk to individual privacy ri^ils

• The proposed methodology vio-

lates any limitatioa under which

the medical record ipfannaiioo

was collected

• The safeguards are afVtptiitc to

protect the confidentiality and

iotegriiy of the nuiHifil record

and infonuabon therein

• The further use or redisclosure of

any medical record infbrmatioD

in patient-ideotifiahle, physiciin-

ideobfiabte, or bocpiul-idectifi-

able form requires the written

cooaent of the chiaf executive

officer of the hospital, who shall

exercise due regard for the rights

of others affocted

. The medical cccordt of the hospi-

tal are a suitable soiuce of infor-

matioa for the purpose for which

they are to be used

• Tha third party makes sppnv-

priaie commitments for safe-

guarding the patietkt's privacy,

including, in some instances, an

agreement to refrain 6om ccolact-

ing the patient or others

Responses to all writteo requests

pertaining to tiotification or ^«'*'*'**

should be made prompdy, if pos-

sible, within 10 busmess days foi-

lowing their receipt. If a fiiU

resposse cannot be made within

that time, atl adcncfwledgefflent

should be sent to indif-itf that a

response will be forthcocning.

Cautioo should be exercised when

releasing infbrmatiao from the

mndical records of patients who
have been treated for akotol, drug

abuse, meotal beaMi condiions,

and HIV infoctioiix. Ahbough
federal regulatiots specificaDy

address the release of inibiinatioa

ftom alcohol or drug afaus« patieot

records, oo such federal rcgida-

lioos exist for the treatmeol of

mental healtii cfmditinot or HIV
infectioas.

However, most states have bws

protecting the confidaBtialiiy of

menul health records and ihey

shodld be rnntiilted when estab-

lishing any policies and proce-

dures. The American Medica]

Record Association's guidelines for

release of informanoo from the

records of pabenis infected with

the HJV virus specif that mfonsa-

tioo should be released only with

the patient's infonned written coo-

sent. The guidelines for this con-

sent form are as outlined in the

leclioa on Authorizstsco for

Disclosure.

In response lo any rsquasi for infor-

tnation, the hospital should disclose

only the informaiioo that is »*'"*'^

oo the audiorizanoo. Hospitals
should not honor any authoriza-

tions that specify 'any and all infor-

matioo* or other such broadly

inclusive statements. Requesters
should be made aware of their

responsibility not to furtiur dis-

close such informatiao, make

copies of it, or use it for a purpose
not specified in the autfaorizaoan.

unless fiirther disckxure is

expressly permitted in the original

authorizatioa or is by necessary

implication inherent in the pur-

poses of the original coasent or

Audio or video tapes may or may
not be considered a part of the

mr^liral record, depending on the

purpose for which they were made.

Hospitals should muhlish a policy

that specifies the instanrm in wfaicl

audio or video tapes are coosidared

a part of the medical record.

When aa individual or orgininitinr

requests a copy of any video or

audio tape, the hospital should

verify that the release is ootaiiniit

with bo^ital policy and/or state

statutes. If the decision is made lo

release the tape, a rtuplicitc tape

should be made uti forwarded to

the requester and the original

should remain within the £iciliiy.

When a claim against the hospital

or its mifdifjil staff '~"'''^''" is

ihreateaed or pending, or after sui<

has actually been filed, requests b}

Discbain cfUtdktl Record Imjormatiom
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paiieou or their attorneys or other

represenutives for access to the

patient'i medical records should be

brought to the hospital attontcy's

attenbon uninediaiely. The aoor-

ney Duy then advise wfaetfaer,

when, bow, and under what ctr-

cum&timces such access lihfsild be

granted or copies fiimisfaed to the

requesletc.

The hospital should """^" dtber

the onginal or a copy of the

patient's disclosure autfaorizatioa,

which should be nude availaUs tor

examimtioo by the paiiait. Id

addition, a noubon/log should be

kept of all discloeures to third par-

ties. At a mmitnlltn, tfais \0$

should contain the paiieat's name

and medical record number, the

name of the individual/orgam2a-

tion to whom the infennatioii was

released, tha infotmatioo ivleased,

tb« data of the release, and

whether any payment was received

for the informatiao finisbed.

Pallani Olselotim

The American Hospital

Associatioo's A Patient's BUI of

Righa sut£s: 'The patiatf has the

right to obtain from his physician

complete current infotmattoo con-

cerning his diagnosis, ittatmeat.

and prognosis in terms tfaft im tirttt

can be reasonably firpnrtrd to

aoiferstand. When it is not medi-

cally advisable to give such infot-

matioo to cbe patieot. the informa-

tiotk dtould be made availaUe to an

appropriate persoo in fats behalf."

The laws (suiulory or judicial) of

most states recognize a reasonable

right of access to medical record

iaformatioo by the patient or

nominees. The patient's right of

fi-i-^5T in BO >vay afatogaiea the

hospital's property rights to the

record and its right to establish

reasooabi* procsdures for access to I

the patiaat's record. i

The attending physician should be
{

notified of the patient's re<;uest for

accc&s to the mrdicsl rcs»>rd.

Records contauung mformatioo

that might be detrimcotal to the

physical and/or mental health of

the patient, as determined by the

attending physician, should be

released in a form that minimiTcs

any adverse effect en the patifnt

When it is known that panem
access to medical recocd informa-

tion may be medically coturaiodi-

cated, the hospital may require that

a physician or designee inspect the

record and communicate the appro-

priate infonnaiiaii.

Additionally, a patieot has the right

to:

• Verify that the hospital has

created and is """>»""c a medi-

cal record pertaining to care or

services provided to the person

by the hospital

• Determine if a disclosure of Ibe

medical record has been made

and towfaoo

• Review the medical record,

unless access is believed by the

attending physician to be

medically contninificaied

• Re<iuest a copy, upon payment of

reasooable charges for the ser-

vice, and may request correctian

or «i»»>«x4mAtit of infbnsatiao

• Designate a peraanal repreaeata-

iive<s) or duly authorized

Bominee(s) to have reasooable

access to informatioo within the

"«*^''^l record

Policies and procedures for patient

access to medical recorcb should

include:

• Measures to provide evidence of

all disclosures of medical record

information, other than those

made during routine use within

the hospital, and the rrowtion of

such evidence widi the record

from which the infonnatiaa was
disclosed

• Notification of the attending

physician when a paoeoi requests
access to the nwtiral record

• Desigiution of a committee or a

hospital staff "^'^l'" and a medi-

cal staff member who arje granted

aiuhority and respoosibtlity {or

implementug and overseeug

hospital policy and procedures on

patient access to nwlical records

and reviewing judgments thero-

uttder

• Steps involved in receiving and

considering patieot requests for

corTection(s) or ameDdmeat(s) to

their medical records, including
notificatioo to Ibe «'f~«iig

physician and nonfirariop to tbe

patient as to tbe accepcanca or

denial of the request. T^esa

requests should he subtsioed in

writing and should specify tbe

entry or eoiries in dispute. With

tbe exception of requests for cor-

rection of such items as pme of

admissioo. birthdate, spelling of
last name, and other such admis-

sion data that can he handled by

qualified employees, ther aoeod-

ing or other respoosible {

physiciaa(s) should be notified of

requests for coreectiaas or amend-

ments. The ho^ilal an<^ attend-

ing physician(s) will decide

wfaeiber or not the correctiQa or

am^nT^ty^^nf is to be made

• Establishment of a mechanism,

which might consist of ai commit-

tee or panel, to review <leaial(s)

of patient rcquesi(s) to correct or

amend their recortb

• Establishment of special jproce-

dures to handle requests |by the

patient or the patient's fiimily for

access to mcdjcal records when

DaeUutn ofMtdical lUeord Ufonuatia*
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dirisci tcctas ipp»ready could be

harmful to the pabait

• IdenaficJiboa of the nghis of

minors to access to the mMiral

record as may be perrzutxed uader

generxl stale law or ftate law per-

miitmg minors to seek oa their

own behalf, without the boow-

Icdge or cooseat of Ifaetr parous,

treacmem for certain cooditioos.

such as veaereal disease, alcohol

or drug abuse, pregnancy, and

for family planning and abortioo

services

• Presence of a desigDaied hospital

employee at all times to oisure

the integrity of the review. To
the extent feasible or desirable, a

physician or qualified employee

may be present to assist tbe

patient in reading Ifae ealnes in

the record

If a decision is made to correct or

ammd the tTi>^i,-«l record, the

patient should be so advised. Any
correctian or atKodmeot should

not obliterate the material

corrected.

If the request for correciioa or

amendmeni is not graaled, (be

patient should be informed that a

statement of the patient's disagree-

ment can be filed with the hospital

and that the disputed entries in the

medical record will be appropri-

ately inii^"~* to reflect this dis'

agreemeaL Any further disclosure

of tbe mediffil record will iochide

this stalemeot of disagreement and

the :

Autiierizatioa for Oisclonirt

In keeping with tbe pnnciples for

informed corscat, a valid aiahariz>-

lioo for disclosure of jmaat infor-

matioB ^hmiM'

. Be dated ttia IreatzDcat was

instituted and no more than 90

days prior to the date on which

infoniuDon is requested

• Contain the name of the indivi-

dual or oTgamzacun id whom the

information is to be released

• Be addressed to the ocilicy from

which the informatian is requested

• Include tbe patient's tu I name,

address, dale of birch, und (be

purpose for the release

• Be specific as to informatian lo

be released, "'•'"^"t dates of

ireatmciu and any restnctiocs by
the patient for dtscktsure of a

specific miidiral caodiciaa,

injury, time period, and/or any
other type of specified in/bnsa-

tioiL Authorirarmrn that specify

'any and all informaaao* should

not be bonoied

• Include a stiirmmt, that tfte

authorizatioo is si^fect to revoca-

tioo at any time to the ezteot that

action has been taken in reliance

thereon, and a aperifiralion of

the date, event, or caodition upon
which it will expire without

express revocatiaa

• Be signed by the petieat or ^effX

guardian

A special authorizaiioa for the dis-

closure of iafonnaiioe from drug

or alcohol abuse petieat records is

required. In addition to the items

described above, a valid aidfaoriza-

tion for release of tnfontBtioo

from the records at drug/alcohol

abuse trealmejt patimM should

;~-i.wt> X prohihitinn on

reditcloaure.

Additionally, when disclosure is

made from drug or alcohol abase

patient records, it msist be aocao*

panied by the following szatemeat:

"This infonnation has beea dis-

closed to you fncn records whose

coofidenliality is prtitecied by
federal law. Federal regulations

prohibit you from maksg any fin^

thcr redisclosure of it wubxu the

specific writleD cmsrnt of the per-

son to whom it pertains or as other-

wise permitted by such regulations.
A general auibonzanoa for ll»

release of m>^:<-«i or other informa-

tion u not sufficient for this

I«rpo«c'

Upon admission to the Ikscpital, the

patient can be requested to sign an

authorization for release of informa-

tioa. This *pnor to treatment*

authorization should be used only
for:

•
Verifying a patient's beaefits

•
Including diagooctic/procedutal
infortziatioe on the UB-S2

• Providing iafocmaiiao lo

insurance companies or ucJiza-

tioo review orguizaiiaBs far

continued stay review or case

managemeot

Thia *prior to treatment' authorixa*

(ioo is not suflicieai lo permit addi-

tional release of infbnnatiaD after

discharge from the bospitaL

Diuhsurt »fUtJieal Ketoii
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General Guide
for the Release
of Patient Information

by the Hospital

Adapted from "Release of Information" in Hospitals
and the Ne^'s Media: A Guide to Good Media
Relations by Mary Laing Babich, copyright 1985 by
American Hospital Publishing. Inc (out of print).
For more information, consult Public Relations in

Health Care: A Guide for Professionals by Kathleen

Larey Lewion, copyright 1991 by AHPI. To order the

book or additional copies of this booklet, call AHA's

Department of Order Processing at 800/AHA-2626.

American Society for Health Caie
Marketing and Public Relations
of the American Hospital Association

Condition of Patient

Nature of accident or injury

Matters of Public Record
Coroner's Cases

Accidents and Police Investigations
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Information In this booklet Is providwl only as a

guideline for hospiUls when dealing with the news

media. It Is important lo be aware that laws

regarding patient privacy, confidentiality, and

''public record cases" vary from slate to state. The

PR manager should consult with the organization's

legal counsel before finalizing any policies on

release of patient information.

The following informalion may be released by ihe hospital

for any inpatient or emergency department patient

Name Address Occupauon Sex Age Marital slams

However, the reslriclions described should be observed

whenever possible or practical before any information is

released

Condition of I^tient

Except for the following one-word conditions, no informa-

tion about the patient may be released without the patient's

permission. Only a physician may discuss the patient's

diagnosis and/or prognosis, if the patient has given permis-

sion for the physician to do so. The following terms can be

used lo describe the patient's condition:

Good. Vital signs are stable and within normal limits.

Patient is conscious and comfortable. Indicators are

excellent.

FWir. Vital signs are stable and within normal limits. Patient

is conscious but may be uncomfortable. Indicators are

fevorable.

coiuinued

Condition of Patient

Nature of accident or injury

Matters of Public Record
Coroner's Cases

Accidents and Police Investigations
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Coodltioa of fttkat cantifucrf

Serioos. Vital signs may be unstable and not within nonnal

liniits. Patient is acutely ill. Indicators are questionable.

Critical. Vital signs are unstable and not within normal

limits. Patient may be unconscious. Indicators are

unfovorable.

Unconscious. The hospital may release information thai

the patient was unconscious when brought to the hospital.

Dead. The death of a patient is presumed to be a matter of

public record and may be reported by the hospital after the

next of kin has been notified or after a reasonable time has

passed. Information regarding the cause of death must

come from the patient's physician, and its release must be

approved by a member of the immediate family (when

available).

Nature of accident or iiyury

The hospital spokesman may give out only hmited infor-

mation about the various kinds of accidents or injuries in

order to protect the privacy of the patient.

Battered children. The spokesman may not discuss

possible child abuse. However, the injuries sustained by the

child may be described as indicated below.

Burns. The spokesman may state thai the patient is burned,

but the seventy and degree of bums may be released only

after a physician's diagnosis.

Fractures. The spokesman may provide information on the

location of the fracture only if a limb is involved and may

say whether the fracture is simple or compound.

Head injuries. The spokesman may state that the injuries

are of the head. It may not be stated that the skull is

fractured until diagnosed by a physician.

internal injuries. The spokesman may stale that there are

internal injuries, but no information may be given as to the

location of the injunes until a physician has made a

diagTK)sis.

Intoxication or drug abuse. The spokesman mey not

provide information that the patient was intoxicated or had

abused drugs or characterize the patient as an abuser The

spokesnun should be wary of indicating a diagnosis that

might imply substance abuse; for example, saying that a

patient had cirrhosis could indicate alcohol abuse.

continued

Nature of accident or injury

Matters of Public Record
Coroner's Cases

Accidents and Police Investigations
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Nature of accident or Injury continued

l\>boiiiiig. The spokesman may state only that the patient

is being treated for suspected poisoning, ^4o statement may
be made concerning either motivation or circumstances

surrounding a patient's poisoning. The suspected poisonous

compound may be tdentified only by the patient's physician.

Sexual assauH. The spokesman may not say that the

patient has been sexually assaulted nor provide information

regarding the nature of the sexual assault or injuries. Only
the condition of the patient may be given.

Sexually transmitted and conununkable diseases. The

spokesman may not provide information that the patient has

a sexually transmitted or communicable disease The

spokesman should be careful not to indicate a diagnosis
that might imply a communicable disease. For example.

saymg that a patient has Kaposi's sarcoma could indicate

the patient has AIDS.

Shooting or stabbing. The spokesman may provide the

number of wounds aiHJ their location if these facts have

been definitely determined by a physician. No statement

may be made as to how the shooting or stabbing occurred

Suicide or attempted suicide. The spokesman may not

provide any statement thai there was a suicide or attempted
suicide.

IVansplant recipients and organ donors. The spokesman
may release information regarding the naMre of the

transplant and the condition, age, and sex of the recipient

However, the release of the names of the recipient and/or

donor requires pnor consent. If the donor is deceased, the

name may not be given out without the consent of the legal

next of lun

Matters of public record

Maners of public record refer lo those situations that are b>
law reportable to public authorities, such as the police,

coroner, or public health officer Examples of matters of

public record are the following:

Persons under arrest or held under police surveillance

Persons brought to the hospital by the fire department or by

any law enforcement agency

I^rsons who have been shot, stabbed, poisoned, injured in

automobile accidents, or bitten by dogs or other animals

Persons *ith any other injuries that are usually reported to

governmental agencies regardless of the mode of trans-

portation to the hospital.

Coroner's Cases

Generally, in accordance with state law, the hospital must

provide the coroner with information in any of the

following circumstances:

When the body is unidentified or unclaimed

When a sudden death is not caused by a readily recognized
disease or when the cause of death carmot be properly
certified by a physician on the basis of pnor (recent)

medical attendance



498

Coroner's Cases continued

When the death occurred under suspicious circumstances,

including those deaths in which alcohol, drugs, or other

toxic substance may have a direct bearing on the outcome

When the death occurred as a result of violence or trauma,

whether apparently homicidal, suicidal, or accidental

(including those resulting from mechanical, thermal,

chemical, electrical, or radiaiional injuries or from

drowmngs or cave-ins) and regardless of the time elapsed

between the time of injury and the time of death

When there is a fetal death, stillbirth, or death of any baby

within 24 hours after its birth and the mother has not been

under the care of a physician

When the death has resulted from an abortion, whether

therapeutic or crirrunal, self-induced, or otherwise

When operative and pen-operative deaths are not readily

explainable on the basis of prior disease

The hospital should check with its attorney to find oui what

other types of situations are required by state law to be

reported to the coroner.

Accidents and I\>lice Investigations

The spokesman may release the name, address, age, nature
*

of injury, condition (if determined), and the disposition of

such patients, that is, whether they have been hospiialize-l

No attempt should be made to descnbe the event that

caused the injury, and no statement about any of the

following should be made:

Whether a person was intoxicated

Whether the injuries were the result of an assault, anempied

suicide, or accident

Whether a patient was poisoned (accidently or deliberately)

Whether a patient is suspected of being a drug addict

The circumstances that resulted in a patient's being shot or

stabbed

The circumstances related to an automobile or induslnal

accident

Accidents and Police Investigations



Appendix 2.—Statements Submitted for the Record

national research council
COMMISSION ON BEHAVIORAL AND SOCIAL SCIENCES AND EDUCATION

2101 Constitution Avenue Washington, DC 20418

COMMITTEE ON NATIONAL STATISTICS
Telephone: 202-334-3096

28 March 1994

The Honarable Gary A. Condit

Chair, Subcommittee on Information, Justice,

Transportation and Agriculture

U.S. House of Representatives

1123 Longworth House Office Building

Washington, DC 20515-0518

Dear Congressman Condit:

The Committee on National Statistics is concerned about the provisions for privacy
and confidentiality of health care information in legislation being considered by the Congress.
I write to bring to your attention some issues we believe should be addressed in the

legislation.

Many proposals for health care reform call for the development of a national

information system that will contain, for virtually all Americans, health care information in

electronic form and in a uniform format. By health care information, we mean records

about individual participants. These records include enrollment data, such as name, address

and other identifiers; basic demographic data, such as age and race; and encounter or claims

records with limited information about health care, such as diagnosis, provider, services,

results, and charges.

Responsible and carefully protected access to health care information for research and

other statistical uses can benefit society greatly by providing key information about the health

care system and by informing other national policies. By research and statistical uses of

data, we include description, evaluation, analysis, inference, and research, the results of

which are not concerned about specific individuals. These uses are distinguished from

regulatory, administrative, or enforcement uses, which do affect specific individuals. With

proper safeguards for privacy and confidentiality, research and statistical uses of health care

information will not harm individuals.

The Committee has two concerns. The first and foremost is that privacy and

confidentiality of health care information be adequately protected. The second is that the

U.S. health care system, individual health care subscribers, and the public as a whole benefit

from access to that information for research and other statistical purposes in ways that protect

confidentiality. It is not necessary to sacrifice either confidentiality or the benefits of

information: both are possible if legislation provides for responsible access and

demonstrated, effective means to protect confidentiality.

The National Research Council is the principal operating agency at the National Academy of Sciences and the National Academy of Engineering
to serve government and other organisations

(499)
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The Honarable Gary A. Condit
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Page 2

Any health care legislation should provide for protecting privacy and confidentiality of

health care information and for achieving the many benefits of important research and

statistical uses of the information, including benefits not directly related to the health care

system. Legislation can achieve these goals by

• prohibiting data about an individual that are collected or maintained for research

and other statistical uses from being used in any administrative or enforcement action

affecting that individual;

• extending confidentiality protection to identifiable data about individuals, wherever

the data are maintained;

• providing sanctions against unauthorized disclosures by any user;

• authorizing access to health care data about individuals for research and statistical

purposes whenever confidentiality can be assured; and

• creating an independent federal advisory body charged with fostering a climate of

enhanced protection for all federal data about persons and responsible data dissemination for

research and statistical purposes.

Although information on health care may be more sensitive than other types of

information, many issues of confidentiality and of research and statistical uses of

administrative records are not unique to health care information. Since its establishment in

1972, the Committee and some of its panels have addressed these issues in several different

contexts. A panel of the Committee and of the Social Science Research Council recently

completed a major study on privacy and confidentiality: Private Lives and Public Policies:

Confidentiality and Accessibility of Government Statistics (National Academy Press, 1993); a

reprint of the "Executive Summary and Recommendations" is enclosed. The report describes

many effective practices, both administrative and technical, by which federal statistical

agencies protect confidentiality of information on individuals while allowing access to the

information for important research and statistical purposes.

Another panel of the Committee considered possible uses of provider health records

as part of ongoing health care surveys in its report. Toward a National Health Care Survey:

A Data System for the 21st Century (National Academy Press, 1992). The Committee's

concerns are based on the findings of these panel reports and on its own assessment of

confidentiality issues pertinent to health care information. We have also considered a recent

report of the Institute of Medicine, Health Data in the Information Age: Use. Disclosure,

and Privacy (National Academy Press, 1994).
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Protecting privacy and conndentiality

It is a basic responsibility of any federal statistical agency to protect the

confidentiality of individually identifiable data, whether the data are collected directly, as in

voluntary surveys, or obtained from administrative records. By individually identifiable

data, we mean data from which the identity of an individual can be determined, either

because the data include identifiers (such as name or Social Security number) or because the

data include information in sufficient detail to infer the identity. By administrative records,

we mean the records of an administrative program, such as Social Security.

We believe that the most effective way to protect the confidentiality of health care

information that is provided for research and statistical purposes is to enact legislation to

codify the principle of fijnctional separation enunciated by the Privacy Protection Study

Commission in 1977. This principle states that data on an individual, when collected for

research or statistical purposes, should not be made available for any enforcement,

compliance, or administrative action affecting the individual. The commission noted the

benefits of research and statistical uses of data to society as a whole and the rich lode of

administrative data in the federal government that had barely been tapped for research and

statistical purposes. The commission recommended (p. 574):

that the Congress provide by statute that no record or information contained

therein collected or maintained for a research or statistical purpose under

Federal authority or with Federal funds may be used in individually

identifiable form to make any decision or take any action directly affecting the

individual to whom the record pertains, except within the context of the

research plan or protocol, or with the specific authorization of such individual.

(Personal Privacy in an Information Society, U.S. Government Printing

Office, 1977)

The same principle should apply to data collected for an administrative program and

transferred to another agency or organization for research or statistical purposes. One of the

key recommendations of the Committee's Panel on Confidentiality and Data Access was that

statistical records across all federal agencies be governed by the principle of functional

separation (see Recommendation 5.1 in the panel report).

Benefits of health care information

Health care information is needed for individual treatment and the management of the

health care system. Physicians need immediate access to that information and the results of

research on that information in order to make accurate diagnoses and recommend appropriate

treatment. But the information is also needed for effective monitoring of the trends that
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affect the costs of health care and for planning for the changes in health care needs of

Americans. What are the trends in the incidence of disability and the use of long-term care

facilities, and what are their budgetary implications? Are the goals of universal coverage and

equal access to plans by all persons being met? Information is needed for research to answer

these questions and also for a better understanding of social factors relatec to health and

health care coverage: occupational exposures to toxic chemicals; the prevalence of mental

disorders and other chronic conditions; the relationship between health status, health care

coverage, and decisions on retirement; and, more generally, the social, economic, and

demographic characteristics of the U.S. population. Research on such important topics has

long been done without harming patients.

States and the federal government are increasingly being held accountable for

developing information needed to monitor the health care system and to ensure its

effectiveness, efficiency, and fairness to all participants. Their ability to meet the

information needs for these purposes and to realize many other important benefits of health

care data will be lost if legislation fails to provide for responsible access to health care data

for research and statistical purposes. By responsible access, we mean access in ways that

protect confidentiality.

Data from administrative records, such as Medicare records, may provide information

on health and other outcomes, but it is often not possible to understand what may have

caused the outcomes unless the data can be combined with other data, such as those from

surveys that collect information on disabilities, for example. Thus, research will frequently

require access to individually identifiable records as an intermediate step in collecting or

compiling data for analysis. The results of such research, however, do not identify specific

individuals. Legislation should fully protect the confidentiality of individually identifiable

health care information while making possible the necessary data linkages for research to

inform health care and other public policies.

We note, in particular, that it is a well-established and productive practice of

statistical agencies to release public-use data files, which have been prepared by stripping

individual identifiers (such as name and Social Security number) and taking other precautions

to ensure that there is virtually no possibility of identifying individuals. No legal barriers or

restrictions should be placed on the release of similar public-use files based on data from the

new health information system.

Although very useful, however, public-use files do not satisfy all important needs for

research on issues of public policy. Different research investigations or policy studies may

require different data to be combined or data to be combined in different ways. Moreover,

data from public-use tapes, because they are anonymous, cannot be combined with further

data that may be needed, such as information from Social Security earnings records.
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Just as health care policies affect and are affected by other public policies, the health

care information system will contribute to and be served by other information in the federal

statistical system. With safeguards for confidentiality, the nation benefits today from

statistical uses of information from administrative records. For example, population

estimates are improved through information from tax records and from birth and death

certificates. Understanding of disability and of long-term care has been improved because a

national survey obtains, with the permission of respondents, accurate information from their

health care providers. The understanding of decisions on retirement and on health care in

retirement has been improved because another national survey obtains information on

earnings from Social Security records and on health care from Medicare records.

Serious attention is now being given to how to conduct an improved decennial census

at lower cost through greater use of administrative records. Basic health care enrollment

information could be used to improve the frames, or lists, for drawing national samples or

for taking a census without the current costly operations. The demographic information from

health care enrollment records could also be used to improve population estimates between

censuses. Such uses would require Census Bureau access to identifiable records, but not to

sensitive health information.

The U.S. health care information system, with appropriate confidentiality safeguards,

should be designed to serve important research and statistical purposes. In addition, data

should be collected with appropriate concern for the ethical treatment of those to whom the

data pertain. The report of the Panel on Confidentiality and Data Access recommends, for

example, that certain kinds of basic information be given to all people asked to provide data

in censuses and surveys (see Recommendation 3.2). It is important that both respondents to

surveys and those who complete administrative forms be informed about planned or expected

uses of their data and the possibility of unanticipated future uses for research or statistical

purposes.

Realistic laws for conndentiallty

Some bills before Congress suggest that the confidentiality of individual health

records can be protected by stipulating that data collected for one purpose shall not be used

for any other purpose. Such a blanket prohibition would be very harmful to society by

denying it the benefits of legitimate research and statistical uses of the data. No one can

foresee all potential uses of data that would benefit society. If such prohibitions were

enacted and enforced, society would lack important information that it could obtain only at

greater cost through new data collection activities that might intrude further on individual

privacy.
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We suggest, instead, that legislation authorize access to individually identifiable health

care data for research and statistical purposes in circumstances in which confidentiality can

be assured. Confidentiality protection should extend to the data wherever they are

maintained. Legal sanctions should protect against unauthorized disclosures by all

researchers and other data users, whether they £U"e inside or outside the federal government
(see Recommendation 5.3 in the report of the Panel on Confidentiality and Data Access).

These same suggestions should apply equally to all confidential data collected for the

government.

The Institute of Medicine report (noted above) focuses on information to improve the

health of individuals and the performance of the health care system. The Committee on

National Statistics, however, is also concerned with uses of the information for other

important research and statistical purposes, especially by the federal statistical agencies. In

this broader purview, we believe that access to individually identifiable health care

information for these purposes should be allowed in ways that protect confidentiality. In

particular, respondents to voluntary surveys should be able, with informed consent, to permit

selective access to their health care information (see Recommendation 3.3 in the report of the

Panel on Confidentiality and Data Access).

Agencies can further protect the confidentiality of data they provide for research and

statistical purposes. The report of the Panel on Confidentiality and Data Access describes

additional procedures for doing so. These procedures include statistical techniques for

reducing the risk of unintended disclosure and administrative arrangements, such as licenses

that regulate the conditions for access to and use of data. Yet it must be recognized that

every procedure carries a risi<, albeit a very low one, of an inadvertent disclosure. Requiring

zero risk for such disclosures is an unrealistic and unachievable standard (see

Recommendation 5.2 in the panel report). Legislation should result in regulations and

policies that establish standards of reasonable protection to safeguard the identity of

individual respondents and appropriate sanctions for violations.

A federal advisory body

We do not favor the establishment of a commission or other group with the authority

to rule on each request for access to health care information for research and statistical

purposes. These decisions are better made by agencies or organizations that either collect or

manage the data, with appropriate guidance. Therefore, we support the concept of an

independent federal advisory body charged with fostering a climate of enhanced protection

for all federal data about individuals and responsible data availability for research and

statistical purposes (see Recommendation 8.5 in the panel report). The advisory body could

provide clear guidance for federal agencies, institutional review boards, and researchers on

appropriate and responsible data access, and it could advise Congress on the effects of
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legislation. The advisory body could address important questions that pertain to statistical

uses of information from records of administrative programs. For example, what control

should individuals have over such data? What should they be told about statistical uses?

Under what circumstances should informed consent or notification be required? Should

administrative records be used to identify individuals with specific health conditions to be

contacted for a research purpose?

The advisory body could also serve to communicate to the public how confidentiality
is protected while allowing for the legitimate and beneficial research and statistical uses of

their information. What is most important, in our view, is that an advisory body reflect in

its name, composition, and staff, as well as in its charge, two purposes: protecting the

confidentiality of health care information and fostering responsible access to that information

for research and statistical purposes.

We are pleased that you are working toward the passage of legislation on this very

important issue. The Committee on National Statistics stands ready to help you in any way it

can.

Sincerely,

Norman M. Bradbum, Chair

Committee on National Statistics

Enclosures

Membership, Committee on National Statistics

Description of the Committee

Executive Summary and Recommendations,

Private Lives and Public Policies
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ITA
May 12, 1994

Hon. Gary Condit
Chairman
House Government Operations Subcommittee on Information,

Justice, Transportation, and Agriculture
B-349C RHOB
Washington, DC 20515

Dear Mr. Chairman:

The Information Technology Association of America (ITAA) submits
these comments for the record of the hearings on H.R.4077, the Fair
Health Information Practices Act of 1994. ITAA, together with its
21 regional affiliated technology councils, represents 3,000
companies offering computer software and services, and systems
integration.

ITAA supports creation of a national statutory right of privacy in
health care records. We welcome the opportunity to redress lack of

uniform, reliable national protection as part of overall health
care reform. ITAA is pleased that your bill steers away from
certain ill-considered proposals, finds the bill generally
acceptable, but has several concerns.

Scope of Coverage

ITAA's first principle is that the scope of newly-created
protection must be complete

* to assure full protection of the inalienable personal
interest of privacy

* to gain citizen confidence

* to enable nationwide design and engineering of the
advanced information systems that will improve care and
drive down costs.

That implies, first, that Congress must assure that records created
under private supplemental insurance are equally protected as under

any federally-supervised plan. It implies, second, rejection of
the proposal of the Workgroup on Electronic Data Interchange (WEDI)
to extend national statutory coverage only to electronic, and not

paper-based, records (as indicated in the April 27 testimony of Mr.
Joel Gimpel for WEDI, p. 3). This illogical proposal would
elevate form over substance. If incentives are needed to promote

Information Technology Association of America

1616 N. Fort Myer Drive. Suite 1300, Arlington Virginia 22209-3106 Phone; (703) 522-5055 FAX: (703) 525-2279
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modernization, they must be other than ones undermining public
confidence and undercutting the fair and logical scope of privacy
protection. ITAA congratulates you for having made this
fundamental choice correctly in Section 3(a)(3).

Rights and Duties of the Parties

In a complex multiparty context, the appropriate rights and duties
should fall to the appropriate parties. Generally speaking, there
are three classes of participants in the health-care system:
individual patients, direct caregivers, and third-party service
vendors. Caregivers maintain the patient relationship and decide
what data to collect.

Caregivers thus bear the primary duty of care for records, their
accuracy, and nondisclosure. When they entrust those records to
others for processing, the third parties are bound primarily by
contract, but also by ordinary tort-law standards of due care.
Patients should have redress against the caregiver for wrongful
disclosures, or at most against individuals employed by third-party
outsourcers acting contrary to correct company policy and

procedure. Patients' right of access to files about them is

properly directed to direct caregivers. By the same token, the
bill evidently aims to achieve expedited transfer of records among
the parties providing treatment and payment without the necessity
for patient consent in each instance.

ITAA appreciates that this understanding seems to be reflected in
the bill. In this regard, however, ITAA questions the meaning of
Sections 121(b) — for expedited records transfer in the limited
cases — and 122(b) — generally, for individual consent otherwise.
It is not completely clear to us that the purpose of having data
processing or transmission service performed pursuant to a written
service contract between the trustee and the service provider
qualifies as a "purpose that is authorized under this Act" in
Section 121(b). If a change in the statutory language seems
undesirable, this point should at least be clarified in the
legislative history.

Government Access to Health Records

ITAA's second principle is that, consistent with the Fourth
Amendment and Electronic Communications Privacy Act, government
access to health care records must be by proper legal process,
whether by subpoena or court order. ITAA is therefore disturbed by
the certification process provided for in Section 129 that allows
for law enforcement access without court process . No records are
more sensitive to the individual citizen than law enforcement
records. Even if the records so obtained will not be used against
the citizen, and even if the party producing the records will be
held harmless against claims by the individual (Section 161(h)),
this is simply not the right policy.
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ITAA fails to understand why law enforcement authorities cannot
make an adequate showing before a judge that records must be
obtained so as to combat fraud, for example. Especially disturbing
is the possibility that enactment of this provision, as a national
standard, in some cases could actually decrease the individual's
level of protection compared to what it is today in jurisdictions
where court process is required. ITAA therefore calls for
deletion of the certification bypass of court process as an
unwarranted abridgement of personal rights at odds with the bill's
stated findings.

Related to the legal standards for law enforcement access is the
Administration's widely-criticized and ill-conceived initiative to
promote the clipper/capstone chip and tessera card. Congress
needs to legislate against the background of this National Security
Agency initiative that regrettably has become Administration
policy. The National Institute of Standards and Technology (NIST)
has adopted the clipper chip as a Federal Information Processing
Standard (FIPS) over perhaps the greatest public opposition to any
federal proposal in recent years. Under the dual-key system and
H.R.4077, law enforcement agencies will have the technical and
legal ability get into citizens' most intimate records without
their knowing it. The Administration is now apparently moving
toward designation of key-holders outside the Executive Branch, a
minimum condition for any meaningful escrow to exist at all. Even
if this rudimentary step is taken, however, it must be assumed that
law enforcement agencies will take maximum advantage of whatever
the new provisions apply.

State Preemption

Section 304 provides for partial, but not complete, preemption of
state laws. In ITAA's view, the bill must not stop short of full
preemption if it is going to provide the foundation for the
national electronic systems clearly anticipated in Findings 4 and
5. Without complete preemption, systems integrators will simply
lack the confidence to go ahead and execute systems designs based
on the requirements of this bill. Either vendors will be able to
rely on translating this bill into practice without extensive
further legal research, or they won't. As the bill stands today,
the assurance the information technology industry has been hoping
for and expecting has not been provided. ITAA calls for
strengthening Section 304 to provide for complete preemption in
accord with the logical implication of Findings 4 and 5.

Regulations and Notification

ITAA believes that a timely solution is needed to the absence of
national health records privacy policy. Vendors need to start soon
to design nationwide (and even international) systems to improve
care and to drive down costs soon. Privacy standards become design
requirements for systems integrators and database vendors.
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A two-year phase-in period is excessive. The basic principles of

privacy protection are well understood and are contained in the
1981 Transborder Data Flow Guidelines of the Organization for
Economic Cooperation and Development (OECD) . What is needed is not
new principles, but prompt implementation. Vendors cannot wait
until 1997 to know what the national rules are going to be. Based
on enactment by the end of this Congress, the effective date should
be no later than January 1, 1996.

Also, the bill should clarify whether the notification to be
created by the Secretary of Health and Human Services (HHS) is

mandatory or permissive (Section 145) . ITAA prefers that it be

permissive and sees no reason for federal law to require parties
satisfied with their existing notices — provided, of course, that

they meet the bill's disclosure standards — to go to the expense
of change for its own sake.

The Payments System

ITAA believes Section 151, relating to debit and credit card
transactions, to be adequate for these identified forms of payment.
By the same token, the bill does not specifically address other
forms or means of payment that often involve the participation of
third parties in the authorization, payment, and collection
process. Under managed care, pharmacies, for example, often
receive only a nominal $5 or $10 copayment from the recipient,
relying on third parties for the balance due. How would the bill
address situations in which the insurer or other expected payor
later refuses to pay?

In other new programs, some third parties in essence "factor" the
receivables on behalf of the provider so as to allow for more

prompt payment, in exchange for a discount-based fee to the

factoring agent. Is this acceptable? How would the factoring
agent be able to receive adequate information about the recipient
to collect unpaid balances? Such questions lead ITAA to conclude
that Section 151 should be broadened to include any accepted type
of payment process.

International Data Transfer

H.R.4077 correctly anticipates the international transfer of health
care data. Nonetheless, ITAA finds the equivalency standard
(Section 152(a)(2)) problematic in the absence of a binding global
instrument with a set of substantive data protection standards.
A provision that could be seen as an attempt to legislate
unilaterally in this context might be unwise. Indeed, with regard
the draft data protection directive by the European Commission,
U.S. industry was relieved — despite other misgivings — that the
relevant standard to which other countries would be held would be

"adequate" rather than "equivalent" protection.
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ITAA suggests instead the borrowing the phrase "adequate and
effective" front the intellectual property context, where the rights
of U.S. citizens likewise can be violated abroad. As the U.S. has
been vigilant in this regard, no one could believe that the U.S.
were not serious about data protection, yet the phrase would not
have the troublesome implications of "equivalent."

Alternate Dispute Resolution (ADRl

ITAA, having promoted ADR in other policy contexts as well as in
privacy, applauds the inclusion of Section 163 in H.R.4077. ITAA
suggests only that the word "develop" may have an inappropriately
narrow meaning. ITAA sees no apparent difficulty in HHS's adopting
or adapting ADR methods already developed elsewhere. If a wording
change in this section seems undesirable for whatever reason, the
legislative history should explain that HHS is not expected only to
develop new procedures from scratch, but that it should seek to
identify preexisting mechanisms that may be put to use, either
directly or with, appropriate modifications, to resolve disputes
about health care data protection.

Mr. Chairman, ITAA appreciates your leadership in this issue lying
at the intersection of health care reform and information
technology policy. .,We would be pleased to discuss any of our
comments in detail. "

Yours truly,

/yOy'.^^ /'^J^r\^

David Peyton
Senior Vice President
Processing and Network Services Division
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I. Introduction

Smart Corporation appreciates this opportunity to comment on the Fair Health Information

Practices Act of 1994 (H.R. 4077). Smart commends Chairman Condit as well as the other

Members and the Staff of the U.S. House of Representatives Committee on Govemment

Operations Subcommittee on Information, Justice, Transportation and Agriculture for their efforts

to ensure that the privacy of individually identifiable health information is protected. H.R. 4077

constitutes a significant step in meeting this important objective, particularly as the Nation

scrutinizes the structure and operation of the health care industry.

Smart Corporation is the founder and leader of the medical records copying industry.

Smart contracts with hospitals and other health care providers to photocopy medical records for

such authorized users of health information as patients, insurance companies, attorneys, health

care providers and govemment agencies, among others. Since its inception in 1976, Smart's

client base has increased significantly. Today, the company serves more than 2,600 health care

providers in 44 states and employs approximately 2,200 people.

The primary reason Smart has experienced such significant growth is that it can provide

photocopies of medical records in a more cost-effective and timely manner than can health care

providers who copy records in-house. Approximately 65 percent of the Nation's hospitals use

a medical record copy service because of the tremendous cost savings they realize by eliminating

the labor, equipment and supplies needed to respond to medical record requests.

However, an equally, ifnot more importantfunction Smart Corporation servesfor private

citizens and the general public (andfor purposes of analyzing HJi. 4077) is to ensure the privacy

of health information, and that only authorized information is released. In this regard. Smart can

provide the Subcommittee with valuable insight into the health information industry and the

critical role it plays in maintaining the patient's right to privacy.

n. Smart Corporation Supports H.R. 4077 Generally with a Specific Concern Noted

Smart Corporation is a member of the American Health Information Management

Association (AHIMA), the organization which represents 35,000 credentialed professionals who

are responsible for managing health information. AHIMA has played an instrumental role in the

development of H.R. 4077 by providing model legislation for, and testifying before, the

Subcommittee. AHIMA has lent its general support for H.R. 4077 with specific concerns noted

in its March 4, 1994 testimony before the Subcommittee.

Smart Corporation joins AHIMA in its praise for H.R. 4077. As noted above, the bill

marks a substantial step forward in creating uniformity among the states in protecting the

confidentiality of health care records. However, Smart Corporation, in its capacity as an expert

in the medical records copying industry, would like to address one specific concern raised by

H.R. 4077.
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Section 1 1 1 of H.R. 4077, subsection (d), provides that certain conditions may be imposed

related to the inspection of protected health information. More specifically, the bill provides that

a health information trustee may:

"(2) charge a reasonable fee (not greater than the actual cost) for-

"(A) permitting inspection of information under this section; and

"(B) providing a copy of protected health information under

this section." (Emphasis added.]

Smart Corporation believes capitation of fees related to copying medical

records at "actual" cost to be ill-advised. In addition, other limitations on copying

charges (i.e., the allowance of only "reasonable" charges) have traditionally been

problematic to the medical records copying industry and the encompassing health

care industry. The rationale for both of these findings is discussed below.

in. Controlling the Cost of Medical Records Copying

A. Understanding the Medical Records Copying Process

It is important to understand the steps involved in processing a request for

health information when creating a mechanism for establishing and controlling the

cost of medical record copies. Before describing the process, however, it is

important to point out three overriding characteristics of the process. First,

processing a request for health information is extremely labor intensive. Second,

the personnel involved in this process are highly skilled in ensuring the continued

confidentiality of health information. Third, utilizing a professional copy service

results in a savings for the health care industry both in terms of time and costs.

Health information professionals recognize that more than 20 separate and

distinguishable tasks are involved in processing a request for a single medical

record. In general terms, these steps include:

Receive and open request

Log request

Review authorization

Locate medical record number

Retrieve record;

• Locate record whether on-site or off-site

• Locate record whether in paper, computer, microfilm or

optical form

Ensure record is complete
Match request with records retrieved

Verify patient's signature

Examine every page for confidential and/or legally protected

information
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Designate information for copying
Disassemble records

Copy records and reports

Reassemble records

Prepare certification letter

Prepare invoice

Update record log

Prepare copies for mailing
Mail copies

Refile record

Prepare and enter billings

Provide .customer service

A detailed flow chart which graphically illustrates the medical record

copying process has been attached as an appendix to this statement. As indicated

by the flow chart, processing a medical record request is more complex than one
would presume. But more importanUy (for H.R. 4077's purposes), it involves a

number of steps designed to ensure disclosure of only authorized information and

protection of the patient's right to privacy.'
-~ ' -"^

B. Limiting Fees to "Actual" Cost

H.R. 4077, section 111(d), states that a health information trustee may
charge a "reasonable" fee, which is defined as one not greater than the "actual"

cost for providing a copy of protected health information. Similar limitations have
been proposed at the state level. These initiatives are generally premised on a

flawed comparison of the cost to copy medical records versus the cost to copy
ordinary documents at a library or printing/copy store. The state legislatures
which have reviewed this issue have generally found, however, that limiting the

cost for copying medical records to their actual cost. is an- untenable proposition.

As described above, copying medical records is a time-consuming and
labor-intensive service. Health information professionals also spend considerable

time ensuring that only authorized information is released and that the privacy of

individually identifiable information is protected. In addition, the health care

provider or a copy service must invest in hardware and software for logging

requests and status updates, copy equipment, microfilm reader-printers, storage

space, postal costs, bad debt expense, etc.
"* "

When a customer uses a copier at the library or printing store, they have
invested their own time in researching the materials and reproducing the copy.
Because of the inherent differences between these two processes, conclusions

drawn from a comparison of the local print shop's $.10 copy and a medical record

Please refer lo the flow chart in the Appendix, sieps 3. 12. H, 14. 15. 16. 18, 24. and 31.
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copy are flawed. Health care providers and medical record copy services should

not be limited to the "actual" cost of duplicating a page.

C. Limiting Fees to "Reasonable" Cost

Imposing a "reasonable" fee limit on medical record copies serves an

admirable public policy (i.e., preventing health care providers or copy services

from charging an excessive price) but is problematic for the health care and copy

industries. Several states currently have "reasonable" fee cost limitations. This

standard is inherently vague and opens the door to litigious attorneys and class

action lawsuits. Any cost savings sought by the proponents of a "reasonable" cost

constraint are depleted by the cost of subsequent litigation to determine what is

"reasonable." Smart Corporation has found that medical record copy charges

should be based on clear and understandable criteria which are established at

either the Federal or state level.

IV. Smart Corporation Looks Forward to Offering Alternative Legislative

Language

Smart Corporation appreciates this opportunity to present its views on H.R.

4077. Smart looks forward to continued involvement in the Subcommittee's

efforts to improve on the bill. More specifically. Smart would appreciate the

opportunity to present alternative language to H.R. 4077, section 111(d), for the

Subcommittee's use during refinement of the bill.

V. Contacts

For further information, or to discuss alternatives to H.R. 4077, section

1 1 1(d), please contact either:

Peter D. Robinson, Principal

Bailey & Robinson

1201 Connecticut Avenue, NW
Suite 300

Washington, D.C. 20036

Telephone: 202-835-8810

Facsimile: 202-835-8891

Christopher J. Mailander. Esq.

Bailey & Robinson

1201 Connecticut Avenue, NW
Suite 300

Washington, D.C. 20036

Telephone: 202-835-8853

Facsimile: 202-835-8891
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PROCESSING HEALTH INFOHMflTION RECORD REQUEST
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The American Psychiatric Association (APA), a medical specialty society representing

38,000 psychiatric physicians nationwide, herein presents its recommendations on H.R. 4077,

the Fair Health Information Practices Act of 1994.

We commend the author of this legislation. Congressman Gary Condit, Chairman of the

Government Operations Subcommittee on Information, Justice, Transportation and Agriculture,

and the original cosponsors of this bill, Congressman John Conyers, Chairman of the

Government Operations Committee, and Congresswoman Nydia Velazquez, herself a victim of

a most egregious breech of a patient's right to privacy, tor introducing legislation designed to

establish uniform federal guidelines for medical information. At the same time we are deeply

concerned, because of the uniqueness of the need for absolute patient / psychiatrist

confidentiality in the treatment of mental illness (including substance abuse), that the bill

addresses limiting medical record disclosure, not prohibiting the event from occurring.

The name F. Scott Fitzgerald stirs thoughts of wealthy New York socialites

enjoying glamorous parties at the Hamptons with exotic women who have names

like Zelda. When a person thinks of Irving Berlin they are likely to start tapping

their toes to "Alexander's Rag Time Band." Tlie name Georgia O'Keefe is

synonymous with abstract flowers captured on canvass mixing a beautiful

harmony of color and light.

Fitzgerald, Berlin, O'Keefe
-- all great artists - all at one time in an asylum or

psychiatric hospital.

Edna St. Vincent Millay, Sylvia Plath. William Faulkner. Ernest Hemmingway,

Eugene O'Neill, Virginia Woolf, Joseph Conrad, Anne Sexton. Cole Porter,

Jackson Pollock -- each had been in an asylum or psychiatric hospital, attempted

suicide, or committed suicide.



520

Mental illnesses and substance abuse disorders do not discriminate by race, age, gender

or ability. Today there are nearly 40 million adults in the United States who suffer from mental

disorders or alcohol or other substance abuse. These 40 million Americans are entitled to have

their medical records kept confidential.

As a Nation, and a people, we have entered the Information Age. We can communicate

globally through a network of computers faster than we would have imagined only five or ten

years ago. Reams of information can be downloaded in moments from system to system,

enabling us to share valuable knowledge from city to city, coast to coast, and continent to

continent. Yet, as with any form of progress, abuses, serious abuses, can and will occur.

Sensitive, private material, has a market. It is a commodity -- to be bought and sold by those

of questionable ethics.

Medical records, like any collection of data, are of value to various parties: on one

hand, those such as doctors and patients, who have a legitimate interest in knowing and

understanding what is contained in a patient's file; on the other hand, hackers and pirates,

whose only interest is completely self-serving and often destructive; and there exists a gray area

for third parties
— who have access to information for appropriate reasons, such as billing

purposes, but the extent of that access, and what happens to the information once it is obtained

by a third party, is of grave concern.

To reinforce why, as stated at the beginning, we express deep concern about the
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legislation, because of the stigma associated with their illnesses, psychiatric patients are

particularly concerned about preserving the confidentiality of this information. Many employees

do not use their paid-for insurance benefits lest their careers be imperiled by their being labelled

as psychiatric patients. Federal employees, armed-services officers, corporate executives and

politicians often would realistically jeopardize their careers should their psychiatric treatment be

disclosed.

We have recently witnessed what can occur when medical records, psychiatric records,

are misused. Only weeks ago, local media covering the Republican senatorial primary race in

Virginia focused on the mental health records of candidates James C. Miller, III and Oliver L.

North. Psychiatric treatment had become a campaign issue -- used as a tactic to discredit the

candidates, exploiting misguided prejudices about psychiatric illness and emotional distress.

Only last month newspapers in Pittsburgh, Pennsylvania headlined the story of a State

Supreme Court Justice who was tried for using employees to obtain prescription drugs to treat

severe depression. The defense argument was compelling: this was a legitimate means of

avoiding negative publicity and preserving a legal career.

In testimony on this case, an internist and friend of the defendant testified that he assisted

in covering up the justice's use of anti-depressant medication. As reported:

"We wanted to protect him," . . . He's had a longstanding problem [and] he

deserves privacy."
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The effort to conceal the justice's illness and prescription drug use reached the

extent that [his internist] kept information out of [the justice's] medical file so

nothing damaging could be leaked to the media by anyone who saw it.

"The files could fall into anybody's hands." he said.

"Who had access to the file?" asked ... the first deputy attorney general

prosecuting the case.

"The office girls and myself. . . Cleaning people could take it." 1

The need for absolute confidentiality, not limited disclosure of a medical record, can best

be articulated by someone suffering from the stigma associated with mental illness. Accounts

of the trial, as taken verbatim, follow:

Q: When in your lifetime did the pain inside get so great that you went for

help?

A: After my second marriage, which was, you know, as — after my
termination of my second marriage, which was as traumatic as the termination of

the first marriage, and I decided I wanted to get some help.

Q: How many years ago was that, Your Honor?

A: This was in the sixties. It would have been -- well, I don't know.

Q: Was it during that period in your life that you were told that you had a

mental illness?

A: Yes. It was a Dr. Odo Mell, and I saw him twice a week, and he

prescribed the first psychotropic drug I ever had which was Librium.

Q: How did you pay that doctor?

A: With money.

1. Gary Rotstein, Larson Doctor Justifies Rx Deal, Pittsburgh Post-Gazette, vol. 67, April

6, 1994, p. A. 1
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Q: Cash?

A: Cash.

Q: Why?

A: You mean as opposed to insurance.

Q: Correct.

A: Because I wanted to keep it confidential.

Q: Why were you interested in the confidentiality of that diagnosis?

A: Because of the stigma of when you see a psychiatrist, you see a

psychiatrist because you have mental illness. Even back then there was less

understanding about mental illness than there is today.

Q: What is the stigma?

A: The stigma is that there is something the matter with you, something that

people have an aversion to people that have mental illness.

It also goes to the consideration like I was a lawyer at that time, and I knew some

day I wanted to go to judiciary.

In a sense, it's not fair to citizens because of the stigma, not because of the

mental illness, but because of the stigma. If you know a judge or a jurist has

mental illness, you may question because of the stigma, because of what we have

been taught in society. It's a prejudice even though that Lincoln had depression.

Lincoln is considered one of the greatest presidents we ever had. He would not

be elected today because of his mental illness. He couldn't get the treatment I

got.

There weren't any psychotropic drugs. Churchill had it. There were no

psychotropic drugs. There weren't antidepressants until just modern times, and

so in some senses it's not fair to the citizens for them to see a judge, a jurist, a

doctor, maybe even your babysitter. Do you want somebody that's depressed or

has anxiety, chronic? Your babysitter?

I'm working and I function fine, but there is that prejudice and there is that

problem with professional people, and what's fair for you as citizens to have? 2

2. Larsen in His Own Words, Pittsburgh Post Gazette, vol. 67, April 8, 1994, p. A-11.
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The efforts of the Clinton Administration, and the continuing efforts of the Congress, to

reform the nation's health care system pose a unique opportunity for redressing discrimination

against persons with mental illness (including substance abuse), for ensuring that persons with

mental illness have access to care their illnesses require, and for safeguarding the confidentiality

of their medical records.

The Health Security Act establishes a Health Information Network, created by the

National Health Board, to collect and report a myriad of data. This key element of the

Administration's Health Care Reform Proposal is designed to produce an electronic health

information network. Individuals will carry Health Security Cards and have identification

numbers. Information gathered on clinical encounters, agreements between health plans and

health providers, payment of benefits, and utilization management will be used to evaluate costs,

develop policy, and improve the quality of care. It is hoped that the application of our

advanced technology will not only contain costs by reducing paperwork, but improve patient care

by providing accurate, critical information in a rapid manner.

Preserving the confidentiality of the doctor --
patient relationship, not merely limiting the

medical record, must be the cornerstone upon which this new system is built. The

Administration's proposal requires that the National Health Board, two years after enactment,

promulgate standards with respect to the privacy of an individual's health information, including

safeguards for the security of such information. Three years after enactment, the Board is

required to submit a federal legislative proposal to provide for patient medical record protection.
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While the goals outlined in the Health Security Act are meritorious, the APA is pleased that the

Fair Health Information Practices Act, H.R. 4077, seeks to address these essential issues now,

as Congress debates the fundamental concerns of reforming our Nation's health care system.

If confidentiality is the fundamental premise of the doctor --
patient relationship, then it

is the linchpin of the psychiatrist
--

patient relationship. To avail oneself of psychiatric help,

it is necessary that the most intimate and private thoughts be disclosed to the physician. Any

interference with the maintenance of confidentiality of such communication impairs the ability

of a psychiatrist to help his or her patient. Because the material disclosed to a psychiatrist

includes information relevant to a patient's relationships to the whole outside world, the

psychiatrist becomes the repository of information valuable to many third parties, such as

insurance carriers, legal adversaries, law-enforcement agencies, and employers. To the extent

that such information is disclosed without the patient's consent, the reliability of the physician-

patient relationship is eroded, and the ability of a physician to help his or her patient is impaired.

It is necessary to draw a new balance between society's need to provide an ambience in

which patients may be restored or helped to a state of maximum productivity and to provide

access to information required by a complex society and its health care delivery system.

Preserving medical record confidentiality, and protecting the privacy and security of sensitive

personal information, is one of the hallmarks of APA's twelve Principles of Health Care

Reform.
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The welfare of the patient is the first concern of the psychiatrist. From this concern

derives the psychiatrist's obligation to protect patients' privacy and maintain the confidentiality

of their communications. In a world of utilization review, and third party payers, and likely

under a reformed, computerized system of health care, it is increasingly difficult for psychiatrists

to fulfill that obligation. We strongly recommend that any national health care proposal

recognize that protecting the confidentiality of medical disclosures is especially imf)erative for

those who need and obtain psychiatric treatment. Until a psychiatric patient can be assured that

there is no stigma against this illness and no prejudice against themselves, it is clear that

psychiatric records need an extra level of protection, and we urge the Committee's support for

our recommendations to amend H.R. 4077 as outlined below:

Section 121-b (page 31)

This section permits disclosures of medical record information by the newly created "Health

Information Trustee," those who are in a position to create or receive protected health

information. Duties and potential penalties are imposed to ensure that only authorized, urgent,

or legally required information is released. The intent of this section, however, is thwarted by

codifying that third parties can legally disclose medical records or health information if doing

so is consistent with the provisions of the bill outlined below. Health care providers, insurers,

and health oversight agencies, considered trustees under this bill, can release information. For

example, Section 1 1 1-b-l does not require that the treating physician elect to release or not to

8
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release mental health treatment notes. We recommend that the treating physician explicitly

be designated as the person deciding ir access to nientnl health notes should be denied.

Section 122-c-l (page 35)

This provision prevents health care providers from requesting that patients authorize the release

of medical record information on a day on which the provider renders health care to the

individual, or on the day of admission to a medical facility. The underlying rationale for this

prohibition may be a concern that patients may be coerced into signing authorization forms when

such forms are offered to them concurrent with the receipt of medical care. This concern seems

farfetched, and the practical difficulties likely to be engendered by this prohibition are

substantial.

For outpatients, facilities and providers will be unable to request previous treatment records

unless the patient makes a special visit, on which no health care is rendered, in order to provide

such authorization. Inpatients would be rendered ineligible to provide such authorization

throughout their entire hospitalization. Since medical history data is often crucial to making a

diagnosis and formulating a treatment plan, this would represent a severe and unacceptable

limitation on clinicians' ability to gather such information. Moreover, were Section I23-a-2,

which authorizes unlimited release of information for insurance and other payment purposes, to

be modified to be more protective of patients' interests as outlined below, this provision would

effectively prevent patients from granting authorization for release of information to insurance
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companies and manage care entities as well. We recommend that this section be deleted.

Section 123-a-l & 2 (pages 39-40)

These sections would permit unlimited release of information without patients' consent to other

health care professionals who are providing care to the patient, to insurers, and to managed care

companies. Patients often have legitimate reasons for desiring that such information not be

released. Their psychiatric records, for example, may not be at all relevant when they seek

medical or surgical attention. In addition, psychiatric patients may elect to pay for psychiatric

services out-of-pocket rather than release information to managed care companies, particularly

if that information is likely to make its way back to their employer or union. Thus, release for

either of these purposes should be restricted to situations in which the patient is physically

or mentally incapable of authorizing release, or in which the patient is unavailable (after

efforts have been made to locate the patient) to be asked for permission.

Section 124-a (page 40)

Release of health information to next-of-kin would be permitted in this section, as long as the

patient had not previously objected to the disclosure. This is contrary to the standard of practice

in psychiatry, where patient information is never released to family members without the

patient's explicit authorization. Other medical information, for example, regarding substance

abuse treatment or birth control, may be similarly sensitive. The only situations in which an

10
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exception to the requirement for obtaining pntient consent should be when consent is

unobtainable because of the patient's physical or mental state, or in an emergency.

Section 124-b (page 41)

Under this provision, information regarding the identity of patients, their hospitalization status,

and their general medical status would be releasable without consent. This would permit

information regarding a patient's hospitalization to become essentially part of the public record.

Yet, patients may have many legitimate reasons for not wanting other people to know that they

have been hospitalized, whether for a physical or mental problem. Moreover, these provisions

probably conflict with federal law on the confidentiality of alcohol and substance abuse treatment

records (42 USC 290ee). We recommend deleting this section.

Section 127-b-l (page 44)

This provision would permit a party to litigation in which a patient has placed his or her physical

or mental condition in issue to request access to the patient's medical records. Release of this

information could take place merely on receipt of a statement from the party desiring the

information. Although this provision is designed to embody the "patient-litigant exception" to

the privileged status of medical records, it does so in a way that completely disregards legitimate

privacy interests. There is no mechanism for guaranteeing the validity of the request, or for

notifying the patient of the request and allowing the patient to challenge the basis for release.

11
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Persons desiring access to medical or psychiatric records of a party to litigation should

make their requests to a court, with notice provided to the patient and an opportunity

afforded for a hearing on the issue. Records should only be released after a court order has

been obtained.

Section 129 - (pages 45-46)

The exceptions to the confidentiality of medical records afforded law enforcement agencies in

this section are enormous in scope. Law enforcement agencies can request release of

information for an investigation or prosecution of "a health information trustee", apparently not

restricted to the trustee holding the records themselves. They can make similar requests to

identify or locate suspects, fugitives, or witnesses, and even to determine whether a crime has

been committed. Subsection "b" allows them to obtain this information merely with the

signature of a supervisory official of the law enforcement agency itself Thus, any medical

record information can be released on the request of a law enforcement agency even in the

absence of any reason to believe that a crime has been committed. This is extraordinary. Law

enforcement agencies would be provided with unrestricted fishing licenses under this provision.

Further, this section appears not to be governed by the extensive requirements of Sections 141

to 143 below. They afford patients the opportunity to challenge access to their records when

a subpoena or warrant is issued for those records. As this section is written, it appears that law

enforcement agencies can avoid any review of their request whatsoever by simply informally

asking for the records, rather than by obtaining a warrant or subpoena. No exceptions should

12
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be made to the requirements for warrants or subpoenas, with all the protection afforded

by Sections 141 to 143 below.

Section 142-f (pages 55-56)

This section establishes the standard for a decision and the burden of proof regarding a patient's

challenge to the right of a governmental agency to subpoena or obtain a warrant for medical

record information. In order to discourage fishing expeditions, the burden should be on the

government to prove that its need outweighs the individual's privacy interests, rather than

the other way around. Moreover, the government should carry the burden of

demonstrating that there is no other, less intrusive way of obtaining the information and

to provide evidence suggesting that the information contained in the medical record is likely

to be probative of the issue in question. Judges should be required to review the

information in question in chambers and to permit redaction of material that is irrelevant

to the purpose for which the warrant or subpoena is requested.

Section 143-c (pages 58-59)

Similar changes regarding the burden of proof and the absence of less intrusive means for

obtaining the information should be made to this section.

13
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Section 156-b-2 (page 66)

This provision would permit parents or legal guardians to have unlimited access to the medical

records of patients between fourteen and seventeen years of age. Since adolescents frequently

discuss sensitive issues with their psychiatrist, including information that they would not like

revealed to their parents, and exception should be written into this subsection for psychiatric and

other mental health records.

We recognize that the intent of H.R. 4077 is to protect this Nation's citizens, but we

respectfully point out the profound hazards to patients by allowing access to medical records

contained therein. We also recognize that establishing security in an electronic health

information network, as called for in the Administration's Health Security Act, will be a

daunting enterprise.

14
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A MESSAGE FROM EQUIFAX

The
privaq' of personal health information is a critical issue in national health care reform. It is

apparent that any reform plan will involve new and increased uses of health information, new au-

tomated health care administration systems, and more personal identification of consimiers in stan-

dardized formats. The handling of personal medical records and broader health information privacy

issues will become primary concerns of virtually ever)' American. For these reasons, we decided to spon-

sor this major new survey on the
specific subject of health and medical information

privacy.

We wanted to probe the attitudes of consumers, health care and business leaders toward such top-

ics as— the level of trust Americans have in institutions that use their medical information; the need

for privacy-protection safeguards; the use of medical information for marketing and research; the desir-

ability of legislation; and the essential components of a national health care reform plan.

Now we have the results— including an analysis by Dr. Alan F. Westin, academic advisor to

Louis Harris and Associates and a leading privacy expert
— which should be of great interest to the

many groups involved in health care as well as to the public at
large.

A number of findings are impor-

tant to the overall national discourse on health care. For example:

• Most Americans favor reform of the current health care system. They want a reform plan that

reduces fraud and abuse, reduces costs, and protects the confidentiality of medical records and

health information.

•
People generally believe their personal medical information is being protected by health care

providers, but are concerned that increasing use of computers may resiilt in improper disclo-

sure of sensitive information.

• Most of the public favors enactment of comprehensive federal
legislation covering health care

information privacy.

The survey report also contains findings of particular interest to Equifax and other companies

handling medical information:

• The American public wants businesses that handle sensitive medical data to have strong pri-

vacy, confidentiality, and security standards.

• The public favors the use of a personal identity card for health care purposes. If there is to be a

personal identification niunber, most people prefer it to be the Social Security number.

• Most Americans find it acceptable for life insurance companies to obtain a wide range of

health and
lifestyle information, but almost half of the public expresses concern about employ-

ers' use of medical claims information.

These findings and others in this survey will add important knowledge to the resolution of health

information privacy issues. The survey results will also provide a valuable road map for Equifax and

other companies providing health care information services.

Equifax currently offers a portfolio of services relating to health care— including hospital bill au-

diting, accounts receivable management, claims administration, physical examinations, and analytical

services.
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As we provide services to help speed die processing of claims and die evaluation of insurance ap-

plications,
we come in contact with personal medical information and have developed privacy policies

governing how we handle such sensitive data.

As a company deeply concerned about information privacy, Equifax has a two-pronged objective:

to understand the privacy concerns of individuals and to ensure that our practices involving the use of

personal medical information reflect superior levels of sensitivity and security. Widi the help of expert

consultants, we will apply the lessons learned from this study and our previous privacy surveys.

The challenge for us and for American society will be how to strike the proper balance between

the collection, processing and analysis of medical data for high quality health care, cost control and

firaud prevention
— and the protection of sensitive, personal, medical information about individuals.

We hope that the information from this survey will promote a better understanding of important

health care privacy issues and be of considerable value to the development of proper privacy protection

as new health care approaches and information systems are developed in America.

C. B. Rogers, Jr.

Chairman and Chief Executive Officer
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INTRODUCTION

Louis

Harris and Associates was commissioned by Equifax Inc. to conduct a major survey of leaders'

and consumers' attitudes regarding health information privacy (i.e., the privacy and confidentiality

of personal medical records). The survey addressed a cross-section of the American public and a leader-

ship sample consisting of executives, professionals, and state and federal officials in the health care field.

Between July 26 and August 26, 1993, interviews were conducted with a cross-section of 1 ,000

Americans eighteen years of age and over and with 651 leaders as described above.

A more detailed explanation of the sample composition is contained in the technical appendix. In

this report the two principal groups of respondents are often referred to simply as "the public" and

"leaders."

Statement Of Purpose
As national health care reform takes shape, one central component of the plan will be linked

databases of medical information best symbolized by the Health Security Card displayed by President

Clinton in his September 1993 address to Congress.

With this
larger, integrated source of information comes the potential to detect fraud, to conduct

outcomes research across a larger base of patients, and to develop practice pattern guidelines and

improve the quality of care and reduce costs.

This survey specifically
addresses privacy issues associated with health information and health care

reform and is the fourth in a series of Equifex surveys on issues related to privacy in the information

age.

Both public and leadership experiences with, and attitudes toward, the use of personal medical

information in a variety of situations were explored in
light

of potential health care reform. Questions

from the earlier Equifax surveys on general levels of concern about threats to privacy and the underly-

ing sources of such concerns were also asked again.

Louis Harris and Associates is indebted to Dr. Alan P. Westin of Columbia University, our acade-

mic advisor to this siu^'ey,
who has provided us with substantive guidance and expertise on the issues

that have been addressed.

A Note On Reading The Tables

An asterisk (*) in a table
signifies

a value of less than one-half percent (0.5%). A dash (-) repre-

sents a value of zero. Percentages may not always add to 100 because ofcomputer rounding or the ac-

ceptance of multiple responses.

Public Release Of Survey Findings
All surveys conducted by Louis Harris and Associates adhere to the code of standards of the

Council ofAmerican Survey Research Organizations (CASRO) and the code of the National Council

of Public Polls (NCPP). Because data from the survey will be released to the public, any release must

stipulate that the complete report is also available.
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SURVEY HIGHLIGHTS

Although

the privacy of medical records may not be an issue to which the general public has given

much thought, it has the potential to become a very important issue. Most Americans are deeply

concerned about threats to their personal privacy in general and, when asked
specifically, express con-

cern about the possible misuse of confidential medical records. They believe strong laws are needed to

prevent abuse. Other recent Harris surveys have shown that financial and medical records are the two

areas where Americans regard privacy protection as most important.' Americans also want institutions

which collea and use this information to have strong privacy protection policies.

Most people express confidence in their providers' use of their medical records, and only small

minorities believe that their medical records have ever been improperly released. Their concerns focus

not so much on their providers as on employers, insurers, government health officials or other analysts

who might have access to their records. One reason for concern about medical records privacy appears

to be the perception that increased computerization will make their records more accessible to more

people for more purposes.

Leaders, however, see many ways in which the use of medical records in analysis can help improve

the quality of care: through outcomes research, praaice guideline development, and praaice pattern

analysis, while reducing the cost of care through detection of fi'aud and abuse. The cost of care could

also be reduced through a reduction in paperwork.

The following are some of the specific findings of this survey:

A. Attitudes Toward Privacy In General

1. The high level of public concern about general, unspecified threats to its privacy, having

risen more or less steadily up to 1990, has remained stable over the past three years. However, that

level is indeed very high; ftdly 80%^ are very or somewhat concerned about "threats to [their] personal

privacy in America today." Recent Harris Poll data has shown the degree of concern was as high as 83%

over the period between April and June of this year. This modest upward blip may possibly be ex-

plained by the higher levels of public discontent experienced during this period with the President, the

Congress and "the system" in
general. Blacks, Hispanics, women, and liberals all

register
above average

levels of concern.

2. The leadership groups surveyed also register very high levels of concern about their personal

privacy, although somewhat lower than that of the general public.

Physicians and state
legislators

show the highest levels of concern.

' Harris Survey for Privacy andAmerican Business, April,
1 993

'When 49.3 very concerned and 30.3 somewhat concerned are added
together,

and rules ofrounding applied, die total of the two

response is actually 80%.
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3. Feelings of distrust among the public toward business, technology, and government haw

increased since 1990.

The leadership groups are much less distrustful in their attitudes about technology and business

than the public is, and business is less distrusted by both the public and leaders than government and

the
political process.

B. Attitudes Toward Privacy Of Medical Information In General

1. A large majority of the public believes that it is very important that they should have the

legal right to obtain their medical records. One-quarter of all those with a regular source of care have

asked to see their medical records. In ahnost all such cases (92%), people were given their complete

records and said they could understand them.

2. The majority ofAmericans do not find it acceptable to have their medical records used

without their consent for direct mail related to new medications, medical research or a hospital fund

raising.
Most people (60%) feel it would be unacceptable for pharmacists to provide pharmaceutical

companies with the names of customers using certain medications for use in direct mail. Slighdy more

people (66%) feel it would be unacceptable for hospitals to use the names of patients to solicit dona-

tions. Sixty-four percent also state that their permission should be required before their records could

be used in medical research, even if no personally identified information about them were published.

3. While most Americans (73%) say that nobody has ever disclosed improper medical

informadon about them, a sizeable minority (representing 50 million people) believes that their own

medical records have been improperly disclosed.

The agencies most often seen to have violated the confidenuality of medical records are health in-

surers (15%), hospitals or clinics (1 1%), public health agencies (10%) and employers (9%).

One in three of the people (about 1 5 million people) concerned say they were embarrassed or

harmed by these improper disclosures.

4. More than halfof the leaders believe that violation of the privacy of medical records is a

somewhat serious problem today.

Nurses and physicians are the most likely to beHeve this is serious.

5. There is very strong support for requiring information-processing organizations which

handle medical records to have detailed privacy protection policies.

Majorities of the public and of leaders believe this is very imponant and that organizations should

be seleaed on the basis of their proven record in proteaing the privacy of the information they handle.

6. There is widespread acceptance that insurance companies need to ask for a broad range of

health- related information fiom people applying for individual life insurance.
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This is true both for the public and leaders and covers such topics as testing for
illegal drug use,

and HI\7AIDS, medical histor}; alcohol and tobacco use, and engaging in dangerous sports.

7. Most people believe that strong laws exist today to protect the confidentialit)' of medical

records. This is not the view of most experts, who generally believe that there is only limited state and

federal
legal proteaion.

8. The great majority (87%) ofAmericans believe that the health professionals they see can be

trusted to keep their records confidential and not misuse them.

C Health Care Reform

1. Most people believe that health care reform will involve more record keeping and more

computerization of medical records. This belief is a cause of anxiety because of the publics concern

that computerization will allow more people to have easy access to medical records for more purposes.

2. A large majority of the public (84%) finds the idea of a personal health insurance card ac-

ceptable for use in administering a national health care system. This probably reflects support for the

concept of universal access and security in relation to health insurance coverage. However, when asked

about having a national health insurance number assigned to each individual, as part of health care

reform, many people are very concerned (28%) or somewhat concerned (29%) about having a number

assigned to them.

More people would prefer to have their Social Security number used rather than have a separate

health insurance number.

3. Large majorities of the leaden believe that various uses and analysis of medical records will help

improve the quality of care and reduce costs through outcomes research, practice pattern analysis, the

development of practice guidelines and the reduction of fraud and abuse.

D. Legislation And Regulation

1. When asked about it directly, a majority (56%) of the public favors new, comprehensive

federal legislation to protect the privacy of medical records as opposed to contii-aing with existing

state and federal lavw and professional standards. This response may reflect a desire for strong privacy

proteaion and the belief that, with federal health care reform, proteaing the confidentiality of medical

records by national law seems appropriate.

2. A variety of proposals for what might be in a federal law all tri^er strong positive responses.

Overwhelming majorities think it is important that:

—
penalties be imposed for unauthorized disclosure of medical records.

— nJes be drawn up as to who has access to medical records and what information can

be obtained.

—
people can inspect their own records and have a procedure for correcting them.

A substantial majority also favors the concept of an independent national board to issue regula-

tions and enforce standards.
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Purpose and Scope
1 appreciate this fourth opponunity to serve as academic advisor to a Harris national privacy

survey sponsored by Equifax and to contribute an essay interpreting the survey findings. My essay will:

•
present an analysis of die flows of medical and health information in American society today as

a framework for the survey inquiry into medical privacy issues;

•
provide a summary of the surveys main findings about public attitudes toward medical and

health information issues;

•
explore factors diat seem to underlie public attitudes toward health information privacy issues;

•
bring together and analyze demographic and other group patterns;

•
compare public and leader attitudes on health information privacy; and

• consider the implications of these findings and explanations for the handling of health

information privacy issues in national health care reform.

Overview of the Survey and die "Healdi Information Privacy Data Set"

The Harris/Equifax 1993 survey asked a representative sample of 1,000 members of the public

100 questions, 90 of these on substantive matters and 10 on respondent demographics. Our Leaders

sample of 651 persons was asked 75 substantive questions.

In the Public sample, five questions dealt with privacy in general terms; seven with the

respondents (or family's)
medical condition; and 14 with the respondent's (or family's) personal

experiences widi uses of health information. Thirty-nine questions dealt with attitudes of the

respondent on the following topics:

1. Issues of medical confidentiality and privacy (7)

2. Use of medical information in life insurance underwriting (8)

3. Uses of computers in health care (9)

4. Policy preferences on health information uses and privacy (7)

5. Issues of
legal proteaion and regulation (8)

I have used these 39 questions as a "data set" to analyze the structure and sources of public

opinion in 1993 on healdi information privacy issues. A matching subset of 24 questions asked of both

the public and leaders has been used to analyze leader opinions and to compare public and leader

attitudes.

Before presenting those analyses, however, some brief background is needed on the current flows

of health information in American society.
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Three Zones of Personal Health Information Use

During the past several decades, medical and health information has
increasingly moved out of

the offices of health care providers and into the record systems of a variety of non-providers. These

flows of information are illustrated in the chart below.*

THE FLOWS OF PERSONAL MEDICAL INFORMATION TODAY

• Insurance
• Employment
• Licensing
• Education
• etc.

• Civil

• Criminal

ZONE ONE
DIRECT
PATIENT CARE
(Primary Health
Care Providers)

• DOCTORS' OFFICES
• CLINICS
• HOSPITALS
• NURSING HOMES
• INSTITUTIONAL
SERVICES
(Army, Prison,
School, Corps.)

PERSONAL
MEDICAL
INFORMATION

ZONE THREE
SOCIAL USES
of HEALTH DATA
(SECONDARY USERS)

PUBLIC
HEALTH

REPORTING
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Zone 1— Direct Health Care. Zone 1 represents the settings where individuals go to get help

from a health professional, whether in a physician's office, a clinic or hospital, or in the health unit of

an institution (school, college, corporation, etc.). Three of four Americans (76%) report in our survey

that they have a particular place they go when they are sick or need advice about their health.

Though conflicts of loyalty can arise when a health professional that the individual consults also

works for a
larger,

non-health-care institution (such as an employer), the ethic of medical

confidentiality generally operates in Zone 1
settings.

This is usually reinforced by law through statutes

and judicial decisions governing disclosure of patient information by health professionals.

Previous Harris surveys have shown that the public has very high confidence that doctors treat

their patients' medical information confidentially and seek only the personal information they need to

provide good medical care. Hospitals were also fairly high in the publics confidence.' In 1993, 87% of

the public said they believe the health professionals they use are careful to keep their medical

information confidential and not reveal it improperly

Three trends in the 1980's and early 90s have significantly affected Zone 1.

•
First, more sensitive personal information is being put into medical records today, such as men-

tal health diagnoses and emotional-condition notations; alcohol and drug use data; genetic informa-

tion, and sexual praaices. This has made many Americans more concerned about who is looking at

their medical records and where record information goes.

• Second, more health care treatment and service is being applied by persons other than

physicians
— nurses, physical therapists, paraprofessionals, and others. This expands knowledge of

medical conditions and social data beyond the traditional physician-patient ethical relationship, and

spreads such information among a widening circle of care
givers.

•
Third, increasing use is being made by health care providers of computers for

billing
and

accounting functions, lab reports, and patient records. This is already a source of public concern. Half

the public in 1 993 say they are concerned today about computer uses by the providers from whom

they get health services. Majorities in the 60-75% range see mistakes in charges, errors in recording

medical information, and medical information being given to people who are not supposed to see it as

events that are happening somewhat often to very often today "because computers are being used by

health care providers."

'
The Dimemwm ofPrivacy, A National Opinion Research Survey of Attinides Toward Privacy, conducted by Louis Harris Associates

and Dr. Alan F. Westin for Sentry Insurance. 1 979; The Equifax Report on Consumers in the Information Age. a National Opinion

Survey conducted for Equifax Inc. by Louis Harris and Associates and Dr. Alan F. Westin, 1990.
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Zone 2— Health Care Support Activities. Zone 2 covers the acquisition and use of medical

information for payment of services, quality-of-care reviews, and administrative controls. Private healdi

insurance firms, self-insuring employers, and state and federal health program agencies are the core

organizations needing to see individually-identified medical information in Zone 2. They use such in-

formation to verify eligibility
and coverages; assess and pay reimbursement claims; and detect provider

fraud. Increasingly, individual records are used to compare provider conduct in individual cases against

practice guidelines and to create regularly up-dated databases of individual medical records to perform

statistical cost-benefit analyses. A recent trend has been the entry into such health data operations of

information-service companies or
regional health consortiums that process medical claims and do analyt-

ical studies for employers and health insurers, adding another set of organizational players into Zone 2.

While few persons would challenge the need for and legitimacy of payment-review, quality-assur-

ance, and anti-fraud activities, there has been growing nervousness on the part of patients and health

care providers about the scope and amount of personal information required by Zone 2
organizations.

Partly, these concerns arise because Zone 2 organizations are making coverage and reimbursement deci-

sions that can result in denials of payment to individuals or providers or denial of treatments altogether.

This creates tension over the depth and the propriety of personal information used to determine reim-

bursement or to assess treatment needs. This is especially true where documentation of mental condi-

tions, alcohol and drug use, sexual
practices,

HIV status, and similar sensitive matters are involved, and

where society's standards as to disqualifying or stigmatizing conditions for receiving health care are

under debate. In the 1993 survey, one in four respondents (25%) — representing 46 million

Americans— report that they or a member of their immediate family has personally paid for a medical

test, treatment, or counseling rather than submit a bill or claim under a health plan or program.

At the same time, privacy boundaries are deeply involved in Zone 2 operations. A significant

percentage of individuals in 1993 believe that Zone 2 organizations have disclosed personal

information from their medical records in ways that these individuals consider improper.

Zone 3 — Societal Uses of Health Information. Individual medical and health information has

come to be required for a wide range of societal activities— as a qualification or credential fot private

and governmental opportunities, as a relevant piece of information for many benefit programs, and as

an appropriate matter for public disclosure, even without the individuals consent. As the chart shows,

these societal uses range from employment, life insurance, education, and government licensing to civil

and criminal judicial proceedings, rehabilitation and social-welfare programs, public health investiga-

tions and reporting, medical and social research, law enforcement, and news reporting to the public.

How to set the proper balance in each such area between the legitimate need for access to

individual health information and the protection of confidentiality and privacy rights in health

information is becoming a critical— and increasingly visible— issue in national privacy debates.

Concern over the uses and potential misuses of personal health information is increasing as more

and more medical and health records go into computerized databases and are electronically exchanged

among Zone 2 and Zone 3 organizations.
How Zone 3 organizations acquire and use personal health

information promises to be a significant issue in national health care reform efforts. Sixty-one percent

of the public report that they are concerned that their medical information is being seen today by many
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organizations beyond those the individual uses for health care services.

With this picture of the expanding flows of medical and health information in American society

today from primary care into supporting activities and societal uses, and having noted briefly the

different types of privacy issues in each zone, 1 turn now to a closer analysis of the 1993 survey results.

Summary of the Main Findings

The 1993 Harris/Equifax survey found the public to hold the following views relating to privacy

and uses of medical information:

•
G)nfidentiality of medical information is an important matter. Eighty-five percent say that

protecting the confidentiality of peoples medical records is absolutely essential or very imponant in

national health care reform; they put this priority even ahead of providing health insurance for those

who do not have it today, reducing paperwork burdens on patients and providers,
and providing bener

data for research into diseases and treatments.

• There is high trust in the confidentiality practices of those providing direct care. As already

noted, 87% of the pubhc in 1993 believes the health providers they use are keeping their medical

information confidential. And, only very small percentages cite any health service providers
— doctors,

hospitals, or pharmacists
— when listing organizations that they beHeve have disclosed their personal

medical information improperly.

• But there are concerns about how medical information is circulating beyond direct care.

Forty-one percent are worried that medical claims information submitted under an employer health

plan may be seen by their employer and used to affect their job opportunities; and 60% believes it is

not acceptable for medical information about them to be provided, without their individual approval,

by pharmacists to direct marketers who want to mail offers to new medications. Almost two of three

Americans (64%) don't want medical researchers to use their records for studies, even if the individual

is never identified personally, unless researchers first get the individual s consent.

• Increased uses of computers by direct care providers has the public worried. Half of the

American public (50%) says they are concerned that their health care providers use computers today in

managing their accounting and lab work and keeping medical records. Strong majorities feel that such

computer use is causing mistakes to be made in charges (75%); mistakes in medical conditions to be

put into pauent records (60%); and medical information to be given to people who aren't supposed to

see it (64%). Three of four Americans in our survey (75%) said they were concerned "that a computer-

ized health care information system will come to be used for many non-health care purposes," with

38% of the public saying it is very concerned about this.

• However, the public supports relevant and appropriate societal uses of health informadon. In

a test ofsuch attitudes, large majorities of the public
— from 62-81%— say it is acceptable for life

msurance companies to collea medical or health-related informadon to decide whether to issue a

pohcy to applicants and at what rate. Obviously, respondents felt the informadon items listed were all

relevant and appropriate to use for life insurance underwriting purposes. Acceptable information

included whether applicants drink alcohol, smoke tobacco products, or engage in dangerous sports;
the

apphcant's medical history of past diseases and illnesses; and the applicant's femily history of inheritable
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conditions. The public also believes it is acceptable to require urine tests to detect
illegal drugs and

blood tests for AIDS or the HIV virus.

• Attitudes toward national health care reform and enhanced uses of medical records are

generally positive. Eighty-nine percent of the public says that reforming health care is one of the top

domestic issues facing the nation today. Seventy-six percent believe that record keeping will have to be

increased and advanced computer technology applied ifwe are to manage health care reform efficiently,

and a similar 76% says such computer use to administer a national health insurance system is accept-

able to them even though it will mean handling individual medical records. However, a similar 75%

worry that medical information from a computerized national health information system will be used

for many non-health purposes. Overall, 54% of the public believes that "a persons medical privacy in a

national health care system will probably be protected bener than it is currendy"
• How to handle identification in health care reform is a troublesome issue. A very heavy

majority of the public (84%) says that it is all right to issue a national health insurance card to everyone

for accurate identification and to administer the system. Although 57% report they would be

concerned if everyone were assigned an identification number for the health insurance system, two out

of three persons (67%) would prefer that it be their existing Social Security number rather than a new

number
just

for national health insurance.

•
Strong majorities favor the passage of laws to safeguard medical confidentiality and patient

rights.
The public is virtually imanimous

— 96%— in saying that it is important that individuals

have the
legal right to obtain a copy of their own medical record. And, even though 67% believe there

are already strong laws protecting the confidentiality of peoples medical records, 56% of the public say

that comprehensive federal
legislation

is needed to accompany national health care reform to
"spell

out

rules for confidentiality of individual medical records in such a system."

• There is high agreement on what should be in such national medical privacy legislation.

Ninety-six percent of the public believes any federal
legislation

enacted should designate all personal

medical information as sensitive and impose penalties for unauthorized disclosure. A similar 96%

support rules spelling out who has access to medical records and what information can be obtained.

Ninety-five percent favor
legislating

a
right

of access by individuals to their medical records in the

system, and creating procedures for updating or correcting such records. Finally 86% of the public fa-

vors creating an "independent National Medical Privacy Board to hold hearings, issue regulations, and

enforce standards."

• The public wants medical-information-processing companies to have strong privacy policies.

Eighty-three percent of the public says it is important that the information-processing companies hired

by government agencies, employers, and insurers to review individual medical records for analyzing

treatments, results, and costs should have "detailed privacy and confidentiality policies."
In faa, 94% of

the public feels that such organizations should be selected "on the basis of a proven record of protecting

the confidentiality and security of the personal records they handle."

While these findings as to public anitudes toward health-information-privacy issues are important

in themselves, additional insight can be obtained from seeing which groups within the public are most

(or least) concerned about medical privacy and in exploring the underlying causes of high concern.
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Thrce sets of feaors were analyzed in search of the sources for public divisions on medical privacy issues:

personal experiences or conditions: demographic breakdowns; and attitudinal orientations.

How Personal Experiences and Qjnditions Afiea Medical-Privacy Positions

Users of Mental Health Services

Twent\'-rvvo percent of the public, representing about 40 million people, report that they or a

member of their family has used a psychologist, ps\'chiatrist,
or other mental health professional.

Demographic groups scoring higher than the public in use of mental health services include post

graduates (36%), people with incomes over $75,000 (38%), residents of the East and West (28%),

18-29 year olds (31%), liberals (31%), independents in party affiliation (32%), and voters for Perot in

1992 (34%). Users of mental health services are lower than non-users in worries about computer

utilization in health care or health care reform and in general distrust of institutions. However, they

score higher than non-users in their general privacy concerns and in favoring strong legal proteaions

of medical privacy.

Users of mental health services score significandy higher than non-users on issues relating to the

handling of sensitive medical information. For example, they are higher in

•
believing doctors and hospitals have disclosed personal medical information about them

improperly and that they were harmed or embarrassed by that aaion;

•
saying they did not seek medical treatment to avoid jeopardizing opportunities;

•
paying bills to avoid submitting medical claims;

• worried about losing health insurance if they change jobs;

•
opposing direa marketing uses of medical information without prior consent;

•
doubung that health care reform will improve protection of medical privacy;

•
favoring a

legal right for patients to see their medical records;

•
preferring a new health identification number over use of the Social Security number;

•
fevoring comprehensive federal legislauon on medical privacy; and

•
approving the selection of medical-information-processing organizarions on the basis of their

track record in protecting privacy.

Users of mental health services— almost one in four members of the public plus additional

members of their families who may have used such services— clearly constitute one of the most high-

concern segments of the pubhc on issues involving the handling of sensitive medical information.

Adverse Physical Health G>ndiaons

Thirty-five percent of respondents report that they or an immediate family member has had a

serious illness such as a heart attack, stroke, or cancer; 19% have had a long-term condition such as

diabetes or epilepsy; and 14% have a major physical or mental disability. Eliminating persons with

more than one such answer, 55% of the public repon that they or a member of their immediate family

has what can be called an adverse physical health condition.

We tested whether persons in families with adverse physical health conditions might be more

privacy sensitive than persons without such conditions. This was based on the premise that providing
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information about these conditions and having their presence used in Zone 3 societal decision making

might give such respondents a special oudook. This did not prove to be the case in die overwhelming

majority of the 39-question set. Persons with adverse physical health conditions scored about the same

as those without such conditions on almost all the questions used for our pattern analysis.

People Without Health Insurance

When presented with a list of possible health payment plans or programs, ranging from plans at

work or health insurairce purchased to coverage through Medicare or Medicaid, 13% of respondents—
representing 24 million Americans— said they had no such coverage for health care services.

Demographic groups high in this category include people with $15,000 income or less (30%); less than

high school education (22%); people 18-29 (21%), living in die South (17%) or rural areas (18); and

Hispanics(18%).

The uninsured scored higher in privacy orientations than those who do have health insurance on

21 ofour 39 questions. These answers occurred in the attitudes, experiences, and policy preferences

areas of our question set. However, the uninsured scored lower than the insured in favoring legal

measures to protect medical privacy or patient rights of access.

Adverse Medical G)nfidentiality Experiences

As noted in the findings summary, 27% of respondents (representing 50 million adidts) report

their belief that an organization or person having their personal medical information has disclosed it

improperly This is a dramatic
finding, both in terms of how many Americans believe this has

happened to them and also in the sense of violation of core privacy rights that these reports of improper

disclosure document. Thirty-one percent of these respondents (representing 8% of the total population

and 14 million Americans) go on to report that they were harmed or embarrassed by that disclosure.

Such "harmed by improper disclosure" persons represent what we call people with adverse

medical confidentiality experiences. As group, they scored higher than the rest ofthepublic on 35 ofour

39-question set, or 90% ofthe items! Furthermore, the "point spreads" in privacy orientation between

these persons and the general public were quite large,
often in ranges of 1 5 percent or more.

Demographically, this group has higher concentrations among those who are high school grads

but also those with post-coUege-graduate education; people in the $50,000 and over income bracket;

males; 18-29 year olds; and voters for Perot in 1992.

Do these beliefs in improper disclosure have a high paranoia content and should these
self-reports

be substantially discounted? Not if we look at several key responses by the leaders surveyed in 1993.

When asked whether they are aware of violations of the confidentiality of medical records from inside

organizations, 24% of the leaders said they did know of such violations and could describe them in

detail. The 24% figure is obviously quite close to the 27% of the public reporting this has happened to

them. In addition, almost three out of four leaders (71%) think the public w concerned about threats

to the confidentiality of medical records, and 59% of the leaders themselves think violations of medical

record confidentiality in America today is a serious problem.
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How Demographic Divisions Affect Medical-Privacy Positions

Based on the answers to the 39-question set of substantive items about medical privacy and

health information issues, how does the public divide in terms of demographic groups in the

population. The chart below arrays each major demographic category into high, medium, and low

medical-privacy concerns. (We also include at the end of the chan the placement of groups according

to experiences, conditions, and attitudes.)

Levels of Medical-Privacy G)ncem Among The Public

High G)ncem
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While many of these distributions track anitudes on other social issues and are probably familiar

to readers, several of the divisions deserve a word of explanation:

Those with both the lowest education and lowest income constitute about 9% of the public, or

about 17 million persons. While whites make up the majority of this combined group, a third of all

Blacks report $15,000 or less total annual household income. Blacks are generally among the highest

concerned groups on medical - and other - privacy issues. Harris/Equifax surveys in 1990, 1991, and

1992 have shown low-income, low-education, and minority-racial groups to be among the most highly

concerned about general privacy threats, violations ofemployee and consumer privacy rights,
and

government invasions of citizen privacy in law enforcement and social-program administration. It is

not surprising, therefore, to find these sectors of the public scoring "high concern" on medical-privacy

issues in the 1993 survey.

On one demographic grouping involving income and education, however, a surprising pattern

did develop. Respondents widi die least and ^t %te education, and those with the highest and xht

lowest incomes, displayed comparable high concern on many of the 39 questions in our healdi

information and privacy set. Since those with the highest incomes and education do not generally

register high concerns on general-privacy, consumer-privacy, or employment-privacy issues, why do

they display high medical-privacy concerns?

The answer may lie in the fact that high-income and high-education groups are among the

heaviest users of mental health services and also report having their medical information improperly

disclosed at rates much higher than die public. It may be that such respondents feel capable of defend-

ing their informational interests quite well in die employment and consumer contexts, and feel a part

of the governing elite as far as general privacy concerns are involved. But, their use of mental healdi

services and their adverse medical confidentiality experiences make them feel sensitive— and vulnera-

ble— when medical and health information is involved.

How Attitudinal Orientations Affect Medical-Privacy Positions

In addition to
identifying the most privacy-oriented segments of the public based on experiences

or conditions, or on demographic group membership, we wanted to see what sets of attitudes produce

highly privacy-oriented segments of the public, and how large diis "attitudinal gtoup" would be. As in

earlier Harris/Equifax privacy surveys, we created a series of indexes based on the sample's answers to 3

or 4 selected questions in a particular area, such as attitudes toward computers or distrust of insdtu-

tions. Depending on how often a respondent took the 'high privacy position" on each of the selected

questions, we divided the public into three categories
—

high, medium, or low.

We then tested this three-fold division of the public by seeing how each group of respondents

answered die 39 quesdons involving medical-privacy issues. If the high group of respondents took the

most privacy-oriented posidon on most questions, the medium group took a less privacy-oriented

position, and the low group took the least privacy-oriented position, this would suggest that the dimen-

sion we tapped might be a significant faaor in explaining the underlying source ofpubUc views on all

(or a subset) of medical-privacy issues.
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Distnist Index

In 1978 and 1990, the Harris privaq' surveys found a direa and strong relationship between level

of distrust among respondents and their positions on the privacy issues presented in those surveys.

(How the Distrust Index was created and what constitutes High, Medium, Low and No Distrust

positions
is explained in the 1993 Harris/Equifax Report.)

In our 1993 survey, the Distrust Index produced a strong correlation between a respondents

distrust level and his or her privacy views on five questions exploring general privacy concern— overall

threats to personal privacy, consumers losing all control over circulation of their personal information,

existing laws and policies
on privacy not being adequate, etc. But, the Distrust Index produced strong

correlation between distrust level and privacy orientation on only a small minority of the 39 question

set dealing with medical and health privacy issues.

This may be because persons who generally exhibit low or no distrust have relationships to health

information that cause them to be more sensitive on medical-privacy issues and thus to break from the

normal distribution of privacy concern fi-om highest to lowest according to distrust level. This seems to

have happened because members of Low or No Distrust groups have had personal experiences with

improper disclosure of their health information or are users of mental health services or are

apprehensive about employer use of adverse medical information.

What this analysis demonstrates is that— unlike general privacy attitudes or attitudes on

consumer affairs— low distrust of institutions is not necessarily a determining factor in people' s

attitudes on most medical-privacy issues.

G)mputer Fear Index

Previous Harris surveys (Sentry, 1978; Equifax 1990; Equifax 1992) have shown that the more a

person regards computer applications as fostering too detailed data colleaion, exchanging information

too widely, and failing to follow tight security controls, the more privacy oriented that person will be

and the more favorable to regulation and legislative
controls to limit computer use in the interests of

privacy proteaion.

To test this fector in the medical-privacy area, we created a Computer Fear Index based on the

following three answers:

•
Agree strongly that if privacy is to be preserved, the use ofcomputers must be sharply re-

striaed in the future (40%);

•
Very concerned that their health care providers are using computers today (18%); and

• Worried a great deal that computers will be used to handle individual medical records in

health care reform (23%).

Those with 2 or 3 such answers were rated as high in computer fear; I answer as mediimi; and no

answers as low. The public divided into three groupings as follows:

High G)mputer Fear 22% (representing 4 1 million Americans)

Medium Computer Fear 32% (representing 59 million Americans)

Low Computer Fear 47% (representing 87 million Americans)
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Those scoring higher than the 22% High average were persons with the lowest education (37%);

the lowest incomes (33%); 65 and older (33%); and minorities (Hispanics at 32% and Blacks at 29%).

Persons in the High Computer Fear category also scored High in general concerns about privacy and in

having adverse medical confidentiality experiences.

The Computer Fear Index worked on 28 of 37 questions involving medical privacy (2 questions

were used on the index itself). In those 28 questions, the higher on the Computer Fear Index, the more

privacy oriented were the respondent's answers. This tells us that people's general levels of comfon or

discomfort toward organizational uses of computers is a
significant underlying factor in shaping their

views on most medical-privacy issues.

Medical Information Sensitivity Index

While our Computer Fear Index worked, we wanted to see whether combining fears about com-

puters with sensitivity about circulation of medical information would identify another consistendy

privacy-oriented subset of the general population. If so, we would be able to see which demographic

groups and experiences or conditions of respondents characterized this segment.

We did this by creating a Medical Information Sensitivity Index, based on respondents' answers

to two computer-fear and two sensitivity-of-information questions, as follows:

•
Agree strongly that respondent is concerned that his/her medical information is being seen

today by many organizations beyond those used for health care services (32%);

•
Very concerned that the health care providers respondents visit are using computers ( 1 8%);

•
Worry a great deal that computers will be used to handle individual records in national health

care reform (23%); and

•
Very concerned about people being issued a health identification number for health care re-

form (28%).

If a respondent answered 3 or 4 questions with the strongest privacy position, he or she went into

the High category; 1 or 2, into the Medium category; and no strong-privacy answers into the Low cate-

gory. Dividing the public into these three groups produced the following distribution as to Medical

Information Sensitivity:

High 13% (representing 24 million adidts)

Medium 45% (representing 85 million adults)

Low 42% (representing 78 million adidts)

This Index proved to be strongly correlated with privacy orientations on a large majority (over

75%) of the items on our health information privacy question set). Those scoring highest took the

most privacy-oriented position on substantive questions; Medium took middle positions; and Low

were the least privacy oriented. There were also substantial spreads in percentages among the High,

Medium, and Low positions.

This index illustrates that combining people's attitudes toward organizational uses of computers

and concern over handling of medical information and a national identification number produces an

attitude set that strongly influences people's views on medical-privacy issues.
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How Many Americans Are Strongly Concerned About Medical Privacy?

In earlier Harris/Equifax surveys (1990, 1991, and 1992), we analyzed public responses to sets of

questions about privacy in general and a variety of consumer privacy issues and created two indexes

similar to the ones described above:

• General Gincem About Privacy

Our index found that 25% of the American public scores High in general privacy concern; 18%

scora Low; and 57% are Medium. We termed the High 25% to be "Privacy Fundamentalists," seeking

sharp limits on organizational data collection and strong legal
interventions for privacy protection. The

18% Low we called the "Privacy Unconcerned," basically focusing on consumer benefits and law-and-

order values, without apprehensions about how their personal data is being used by organizations.
The

57% Medium group we termed "Privacy Pragmatists," looking in each situation to see whether infor-

mation collected is really needed or a legitimate
social function and whether safeguards of fair informa-

tion practices
are being followed by businesses and government.

• G)nsumer Privacy Concern

Focusing specifically
on issues such as consumer credit, insurance, employment, and direct

marketing, a 1991 Harris/Equifax survey developed a Consumer Privacy Concern Index that showed

the public to divide in this area into 46% High Concern; 36% Moderate Concern, and 17% Low

Concern. This documented the fact that media attention to consumer privacy issues and major

expansions in the handling of consumer information in computerized databases had produced a

Consumer Privacy Concern High significandy larger than the High for General Privacy Concern (45%

compared to 25%).

• Medical Privacy Concern

With these two prior indexes for comparison, we set out in 1993 to find out how many

Americans would score as High in medical privacy concern. We used diree measures:

•
respondents who themselves or a family member have used mental health services (22%);

•
respondents who repon that their personal medical information was disclosed improperly

(27%); and

•
respondents who scored High on our Medical Sensitivity Index (see above), which was based

on two questions measuring computer fear and two measuring concern over circulation of

medical information (13%).

Each of diese measures, as we have already discussed, produced strong correlation between these

respondents and strong privacy-oriented positions on a majority ofour 39-question data set. After

eliminating duplications among the three sets of respondents, we foynd that 48% of the public
—

representing 89 million Americans— fall into the High Concern position on issues of medical privacy,

slighdy higher even than for consumer privacy.

As a baseline for considering medical privacy issues in the handling of medical records, the

development of health information systems and the formulation of national health care reform, policy

makers shoiJd see almost halfof the American public approaching such issues from a High Medical

Privacy Concern.
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Public and Leaders G)mpared
The Leaders sample of 651 persons was divided into diree groups and nine sub-groups:

(1) leaders from health services
(hospital, HMO, and health insurance senior executives; physicians;

nurses; and medical society executives); (2) government officials (state and federal
legislators and regula-

tory officials concerned with health affairs); and (3) employers (represented by senior human resources

executives).

Among these leader groups, physicians adopted a strong privacy position more often than die

other leader
categories in 14 of 24 key questions, and nurses higher in 10 of 24. Government officials

as a group chose
strong privacy positions somewhat more often than healdi services executives as a

group.

However, unlike situations in other sectors where industry leaders surveyed register as
signifi-

candy less concerned about privacy and privacy protection measures dian die public, health services

leaders and employers in die 1993 sample scored quite similarly in privacy attitudes to die public.

Industry leaders were more privacy oriented dian die public on nine questions; about die same in six;

and die public was more privacy-oriented in nine questions. For example:

Leaders More Privacy Oriented Than the Public

Public Leaders

Proteaing medical record
confidentiality absolutely essenrial

in health care reform 36% 43%

Very concerned that medical claims information may be seen

byemployer 22% 28%
Not acceptable for employers to see which employees are

heavy users of healdi benefit 48% 5 1%
Very important that

information-processing organizations

have strong privacy policies 54% 76%
Favor federal

legislation protecting medical confidentiality

in national health care reform 56% 58%

Public More Privacy Oriented Than Leaders

Computer use often gives medical information to people who

shouldn't see it 64% 43%
Worried about computer use in health care reform 70% 64%
Concerned about a healdi identification number 57% 30%

Extremely important to create national medical privacy board 46% 28%

Overall, die public is higher dian die leaders in medical
sensitivity, computer fears, and favoring

strong regulation, while die leaders are higher in
controlling misuses of sensitive medical information

and favoring strong privacy policies set by organizations handling medical information.
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Leaders are also more pessimistic about protection of privacy in health care reform than the

public is. While 54% of the public feels that privacy of medical records will probably be better

protected in health care reform than it is today, only 23% of leaders think that will probably happen.

And, in a question asked only of the leaders, a bare 50% said that they felt increased computerization

of medical and health records "could be managed to help strengthen the confidentiality of such

records," while 45% felt computerization "is almost certain to weaken confidentiality." (Five percent

had no opinion.)

Implications for Health Care Reform and Health Information Systems

Though the public shows strong suppon for health care reform and is more optimistic than

pessimistic about the possibilities for protecting medical confidentiality in a new national system, a

number of trends suggest there will be significant problems in convincing the public that medical and

healdi privacy is really being adequately assured in national health care reform.

Five indicators fi-om past Harris surveys, updated in 1993, document the troubled mood fi-om

which the public will approach privacy issues in health care reform in the mid-90's:

Public G)ncem

1978 1990 1992 1993

High and medium distrust in institutions 49% 55% - 75%

Concern about threats to personal privacy 64% 79% 79% 80%

Believe consumers have lost all control over q
circulation of their personal information - 71% 76% 80%

Believe technology almost out of control 43% 45% - 50%

Believe computers must be sharply restriaed

if privacy is to be preserved 63% - 67% 71%

What these high public scores on distrust of institutions, privacy concerns, and fear ofcomputer
abuses indicate is that it will take very strong and concrete actions by health providers, healdi care

suppon organizations, health information processing organizations, public health agencies, Congress,

and the Clinton Administration to convince a skeptical public diat enough is being done to safeguard

medical privacy rights. The fact that there is agreement between the public and all of the leader groups

diat comprehensive federal
legislation is needed to protect medical confidentiality in any national

health care reform provides a promising foundation for that effort. It is also quite promising that

leaders and die public seem to agree on what should be the major components of such
legislation,

though there will obviously be difficult issues to resolve in balancing privacy interests with
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administrative-disclosure needs and
larger societal interests.

Beyond health care reform, die public concerns in the previous chart represent a strong signal to

all organizations handling personal medical information diat serious, detailed and effective anention

must be paid to assuring privacy, confidentiality, and security in the handling of health information.

This will be especially necessary as the nation's health system
— with or without official healdi care re-

form— moves into more computerization of medical records and transactions, use of identification

and "smart" cards, greater electronic exchanges of medical information, and reliance on various com-

munity and regional associations and specialized data-processing organizations to coordinate healdi-ser-

vices administration and cost controls.

The public clearly wants an information-trusteeship ethos to pervade all of these
settings where

increasingly detailed and sensitive individual health information is being collected, stored, and

transmitted.
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CHAPTER 1 :

Personal Privacy In America Today

Public G)ncem About Threats To Privacy

The American public continues to be deeply concerned about threats to personal privacy.

However, the upward climb of this concern, first measured in 1978*, has remained relatively stable

since 1983. Eight of 10 Americans are "very" or "somewhat concerned" about threats to their personal

privacy (80%), which is almost the same percentage of adidts in the 1990** Equifax study The num-

ber of people who are very concerned conunnes to grow (from 46% in 1990 to 49% in this current

study).

Among racial and ethnic groups. Blacks and Hispanics express a higher degree of concern, paral-

leling
residts of three years ago. Other groups that show a great deal of concern are women (86%),

adults aged 30-39 (85%), and those who describe their
political philosophy as being liberal (86%).

Among those with less than a high school education, fiilly 55% are very concerned, compared to 49%

of the public and only 46% of college graduates and post graduates. In general, people with the lowest

level of education and highest level of education differ by a 9% spread. The same is true with income,

with a 10% spread in the "very concerned" between those earning the highest level of income and those

earning the lowest. (TABLE 1-1)

Leadership Concern About Threats To Privacy

Leaders (78%) mirror the public when it comes to concerns about personal privacy being threat-

ened. Physicians and heads of medical societies, health insurers and hospital CEOs express the greatest

concern, ranging from 83% to 86%. In contrast, only 62% ofCEOs ofHMOs express concern. While

just over two-thirds of congressional aides (68%), answering as proxies for federally elected representa-

tives, say they are concerned about threats to personal privacy, they are not worried as much as their

constituents (80%)'.

It is interesting to note that physicians feel "very concerned" to a higher degree (50%) than any of

the other leadership groups. They are the first leadership group surveyed (in this study and the 1990

study) to express a level of concern similar to the "very concerned" public (49%). Human resources ex

ecutives, the only leader group interviewed both in 1990 and 1993, have become a great deal more

concerned about personal privacy (up from 69% three years ago to 80% now). (TABLE 1-2)

'Dimensions Of Privacy. Harris, 1979.
"

The Equifax Report On Consumers In The Information Age. Louis Harris and Associates, Inc., 1990.

"When 49.3 very concerned and 30.3 somewhat concerned are added together, and rules of rounding applied,

the total of the two responses is actually 80%.
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Q.X1
TABLE 1-1

PUBLIC CONCERN ABOUT THREATS TO PERSONAL PRIVACY

Q.: How concerned are you about threats to your personal privacy in America today
-

concerned, somewhat concerned, not very concerned or not at all concerned?

-very
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General Statements About Business And Government

Three years ago Americans were asked specific
statements about business and government in

order to create a "distrust index" which was found to correlate strongly with anitudes about privacy

(the stronger the level of distrust, the more concern about privacy). Since 1990, the public has devel-

oped even stronger, negative views. This increased level of distrust shows in their responses to the

following statements:

-
Technology has almost gotten out of control. (Half ofAmericans agree, an increase of 5%

from 1990.)

- Government can generally be trusted to look alter our interests. (75% disagree with this

statement, up fi-om 64% in 1990.)

- The way one votes has no effea on what the government does. (Slighdy more Americans now

agree; 42% compared to 38% in 1990.)

- In general, business helps us more than it harms us. (27% of the public now disagrees
with this

statement, compared to the 21% in 1990.)

Leaders' views on the same four statements are not quite as negative:

-
Technology has almost gotten out of control. (26% of the leaders agree, 24 percentage points

lower than the public.)

- Government can generally be trusted to look after our interests. (70% of leaders disagree with

this statement, close to the level of skepticism reported by 75% of the public.)

- The way one votes has no effect on what the government does. (Leaders agree with this state-

ment to a lesser degree than the public, 28% to 42%.)

- In general, business helps us more than it harms us. (1 1% of leaders disagree, compared to

27% of the public.)

Leaders have more faith than the public in the role of business, in the power of their vote, and

have less fear of technology than the public. They do, however, share the public's concerns about

whether the government looks after their interests. (TABLE 1-3)
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Q.X1

TABLE 1-2

LEADERS' CONCERN ABOUT THREATS TO PERSONAL PRIVACY

Q.: How concerned are you about threats to your personal privacy in America today
—

very

concerned, somewhat concerned, not very concerned or not at all concerned?
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The Distrust Index— Public and Leaders

The distrust index, developed in 1990, combines the levels of distrust toward (1) business (2)

technology with the levels of distrust over (3) voting (4) government to create a four-faaor index as

follows:

"•^gree" responses to items 2 and 3 or
"disagree" responses to items 1 and 4 were considered dis-

trustful answers. Respondents were then placed into one of four
categories.

- Those respondents who gave distrustful responses on 3 or 4 items were considered to be highly

distrustful.

- Those who gave distrustful responses on 2 of 4 items were considered to be moderately dis-

trustful.

- Those who gave distrustful respnses on oiJy 1 of4 items were considered to have a low level

of distrust.

- Those who did not give a distrustful response on any of the 4 items were considered to be not

distrustful.

The findings show that 32% of the public, or approximately 56 million Americans, (an increase

of9% from 1990), are highly distrustful. The percentage of those who are considered moderately dis-

trustfiil (31%) has remained stable since 1990 (32%). Eight percent are now considered to be not dis-

trustful at all, a drop of 6 percentage points in only three years.

The distrust index produced for the leadership demonstrates clearly that leaders are more trusting

than the public.

According to the distrust index, 12% of leaders can be categorized as highly distrustful, which is a

third of the percentage for the public on the same measure. The percentages of leaders (29%) and the

public (31%) considered to be moderately distrustful is very similar. The remainder of the leaders fall

into the "low distrustful"
category, with 20% being "not at all distrustful." (TABLE 1-4)

Base:

Distrust Index

High

Moderate

Low

None
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G)ncem About Threats To Personal Privacy Correlated With Distrust Index

Americans considered to be highly distrustful are extremely worried about threats to their per-

sonal privacy (84% are "very" or "somewhat concerned"). Even a majorit)' (69%) of those with no

distrust at all are very or somewhat concerned about personal privacy. This is, however, a
slight dip

from the 67% of those with no distrust at all who were concerned about privacy threats in 1990.

Like the public, leaders who are highly distrustfiil overwhelmingly express concern about threats

to their personal privacy (86%). More than three-founhs (83%) of the leaders categorized as moder-

ately distrustful say they are very or somewhat concerned. Seventy-three percent of leaders with a low

distrust index are concerned, and the leaders designated as "not at all distrustful" are only slightly

greater in their level of concern (71%) than the same segment in the public study (69%). (For a discus-

sion of the linkage between distrust levels and attitudes toward health information privacy issues, see

Dr. Westin's opening essay in this
report.) (TABLE 1-5)

General Statements About Privacy And Qjmputers

A series of statements were presented to Americans to measure the extent of their attitudes on the

issues of privacy and computers. The public is concerned about various types of organizations main-

taining personal information on computers and wants controls to be put in place:

-
Only 4 of 10 Americans say their "rights to privacy are adequately protected today by laws and

organizational practices," and only 9% agree strongly with this statement.

- When it comes to the consumer's loss of "all control over how personal information about

them is circulated and used by companies,'' 80% of the public feels this way This reflects a rise

of9% from 1991* and 1990 when 71% ^reed with this statement. However, 76% agreed

with this statement in 1992**. Four percent disagree strongly with that statement.

- Asked if "computers have improved the quality of life in the
society," 76% of adults answer

"yes," down slighdy from 79% in 1992.

- However, 71% feel "if
privac)'

is to be preserved, the use of computers must be sharply

restricted in the future." In 1992, this figure was 67%, indicating a
slight

increase on this

measure. (TABLES 1-6 and 1-7)

'Harris-Equifax Consumer Privacy Survey Louis Harris and Associates, Inc., 1991 .

"Harris-Equifax Consumer Privacy Survey Louis Harris and Associates, Inc., 1992.
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QJC3

TABLE 1-6

PUBLIC AGREEMENT OR DISAGREEMENT WITH

CERTAIN STATEMENTS CONCERNING PRIVACY

Q.: Consumers have lost all control over how personal information about them is circulated and used

by companies.

1993 1992* 1991" 1990*"

Base; 1,000 1,254 1,255 2,254
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TABLE 1-6 (Continued)

PUBLIC AGREEMENT OR DISAGREEMENT WITH

CERTAIN STATEMENTS CONCERNING PRIVACY

Q.: Computers have improved the quality of Hfe in our
society.
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Attitudes As A Function OfAge
Age largely determines attitudes toward two issues about computer usage. Of adults aged 18-29,

30-49 and 50 and over, the percentages who strongly agree that "computers have improved the quality

of life" fall off
sharply: 45%, 39% and 27%, respectively. The reverse is true when asked about restria-

ing computer use; the older the respondents, the more they favor sharp restrictions, just over half

(52%) of adults 50 and over strongly agree that "the use ofcomputers must be sharply restricted," com-

pared to 38% of those ^ed 30-49 and only 27% ofAmericans 18-29. (TABLE 1-7 and 1-8)

QJC3-4

TABLE 1-7

EXTENT TO WHICH PUBLIC AGREES THAT FUTURE USE OF
COMPUTERS MUST BE RESTRICTED TO PRESERVE PRIVACY

Q.: If privacy is to be preserved, the use ofcomputers must be sharply restriaed in the future— do

you agree strongly, agree somewhat, disagree somewhat or disagree strongly?

Age

Total 18-29 3(

Base:

Agree strongly

Agree somewhat

Disagree somewhat

Disagree strongly

Not sure

Total
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QJ(3-3

TABLE 1-8

EXTENT TO WHICH PUBLIC AGREES THAT COMPUTERS
HAVE IMPROVED THE QUALITY OF LIFE

Q.: Computers have improved the quality of life in our society
— do you agree strongly, agree some-

what, disagree somewhat, or
disagree strongly?

Total Public %
Base: 10(H)

13% I Agree strongly

I Agree somewhat

I Disagree somewhat

I Disagree strongly

J Not sure

3b \,
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CHAPTER 2:

Attitudes and Experiences of

the American Public with Health Care

and Medical Records

Health Rating And Do They Visit Clinic Or Doctor

Most adults in the U.S. repon that they are healthy. A
large majority (84%) state their health is

either "excellent" (36%) or "pretty good" (48%). Only 3% rated their health as being "poor," while

13% answered that their health was only "fair." (TABLE 2-1)

QJVl
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Differences Among Those Who VisitA Clinic Or Doaor
Mosr .'Americans (just over 3 of 4 adults or 138 million people) say there is "a particular clinic,

health center, doaor's office or some other place where [they] go when [they] are sick or need advice

about [their] health."

However, there are several interesting differences between segments of the population. Hispanics

are more likely not to have a regular source of care than W'Tiites or Blacks, .\mong the uninsured, less

than half (more than 1 1 million people) say they have a regular source of care (48%). Women are 10

percentage points higher than men in reponing they do have a regular source of care. (TABLE 2-2)

Q.Bl

TABLE 2-2

WHETHER PUBLIC HAS A PARTICULAR PLACE TO

GO WHEN SICK OR NEEDS ADVICE ABOUT HEALTH

Q.: Is there a panicular clinic, health center, doaors office or some other place where you

go when you are sick or need advice about your health?

Gender Education
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How Much Do They Know About Their Records

Most Americans believe they know something, if not everything, about the contents of their

medical records.

Very nearly nine-tenths of all adults (87%) say they "know evenithing" or "have a general idea,

but don't know in detail" about the information in their medical records. However, 13% (18 million

Americans) say thev "don't know an)ihing'' about the information in the medical records that are kept

in the place the)' regularly visit for treatment.

Adults who have attained a higher lc\'el of education and adults who are older say,
in larger num-

bers, that they know everything or at least have a general knowledge about the information in their

medical records. (TABLE 2-3)

Q.B2
TABLE 2-3

HOW MUCH IS KNOWN ABOUT THE CONTENTS OF
AN INDIVIDUAL'S MEDICAL RECORD

Q.: How much do you know about the information that is in your medical record in that place?

Would you say you know everything that is in it, or that you have a general idea but don't know in de-

tail, or that you don't know anything about your records?

Base: Has a particidar place to go when sick or needs advice about health

Education

Base

Know everything

Have a general idea

but don't know in

detail

Don't know anything 13 23 11

Not sure
* - -
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Q.B2

TABLE 2-3 (Continued)
HOW MUCH IS KNOWN ABOUT THE CONTENTS OF

AN INDIVIDUAL'S MEDICAL RECORD

Q.: How much do you know about the information that is in your medical record in that place?
Would you say you know

everything that is in it, or that you have a general idea but don't know in de-

tail, or that you don't know
anything about your records?

Base: Has a panicular place to go when sick or needs advice about health

Race/Ethnicity Age

65 &
Total White Black Hispanic 18-24 25-29 30-39 40-49 50-64 Older

^^ 781 669 80 28 82 77 181 167 148 122
% % % % % % % o/o %

Know 25 26 19 19 27 31 23 24 18 32

everything

"^^^^ 62 61 70 65 56 58 64 63 69 58

general idea

but don't

know in

detail

Don't know 13 13 11 16 17 11 14 n 13 9

anything

Not sure
* * _ _ _

•Less chan 0.5%.
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Have They Asked For Records

While most people have not done so, nearly one of every four Americans (24%) (representing 34

million adults) who have a particular place to go when sick or in need of advice about health, have

asked their health care provider for their complete records at some time. (TABLE 24)

Q.B3
TABLE 2-4

WHETHER ASKED TO SEE THEIR MEDICAL RECORD (PUBLIC)

Q.: Have you ever asked your health care provider to show you your complete medical record, or not?

Base: Has a particular place to go when sick or needs advice about health
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Q.B4

TABLE 2-5

REASON FOR ASKING TO SEE THEIR RECORD (PUBLIC)

Q.: What was your reason for asking to see your record?

Base: Has a particular place to go when sick or needs advice about health and asked health care

provider to see complete medical record
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Q.B7
TABLE 2-7

REASON GIVEN FOR REFUSING TO PROVIDE MEDICAL RECORD (PUBLIC)

Q.: What was the reason given for refusing to provide it to you?

Base: Complete medical record was not shown (as requested).

Total

Public

Base: 18

Couldn't locate 31

Gave no reason/just refiised 25

All others 25

Don't know 18

Did They Understand Record

Respondents who were given a copy of their records were almost unanimous (97%) in saying

they understood them or had them explained in a satisfactory manner. (TABLE 2-8)

Q.B6

TABLE 2-8

WHETHER THEIR MEDICAL RECORD WAS UNDERSTOOD (PUBLIC)

Q.: Did you understand it, or have it explained to you in a satisfaaory way, or not?

Base: Has a panicular place to go when sick or needs advice about health, asked health r

provider to see complete medical record, and complete medical record was shown
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How Important Is The Legal Right To Obtain Record

The
legal right

to obtain a copy of one's medical records is important to the American public.

When asked how important this right is, 96% of all people surveyed say it is very or somewhat impor-

tant, with 84% saying "very important." (TABLE 2-9)

Q.B8

TABLE 2-9

IMPORTANCE OF HAVING THE LEGAL RIGHT TO OBTAIN A COPY
OF AN INDIVIDUAL'S MEDICAL RECORD (PUBLIC)

Q.: How important do you think it is that you should have the
legal right to obtain a copy ofyour

medical records— very important, somewhat important, not very important, or not important at all?

Total Public %
Base: 1000

I
Very Important

I

Somewhat important

j

Not very important

I

Not at aii important

Not sure
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CHAPTER 3:

Uses of Medical Information for

Marketing and Research

For Marketing And Fund Raising

Most people are opposed to the use of their medical information without their permission for

direa mail about new medication or for hospital Rind raising. Fully 60% say it would be unacceptable

to use dieir medical records for direct mail by pharmaceutical companies, and an even larger 66% say it

would be unacceptable for hospitals to use patient
records to solicit donations.

Across age groups, there is a steady rise in those people who say such direa mail by drug compa-

nies is "not very acceptable" or "not at all acceptable," peaking with the 50-64 year olds (72%) then

declining slighdy with those 65 or older (65%). More educated Americans also find this practice unac-

ceptable.

Only a diird (33%) say it is at least somewhat acceptable for hospital fund raisers to use patient

names and addresses in soliciting
donations without prior approval. Two-thirds of adults do not

believe this practice
is acceptable and nearly half of the adult population find this situation not at all

acceptable.

Slighdy more dian three-fourths (77%) of die people with post graduate degrees find diis praaice

"not very acceptable" or "not at all acceptable." Paralleling die results described above, people who are

50-64 years old are also the most likely to find it unacceptable to use medical information for fund rais-

ing (77%). (TABLES 3-1 and 3-2)
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Should Permission Be Required For Medical Records To Be

Used In Research And Should Permission Be Required Each Time
The concern of the public about having their medical records used widiout their approval is also

evident when the subject is medical research. Even if not identified personally in any publication of the

research, nearly two of three adults want to be asked for their permission. Well over half of those (56%)

say permission to release information should be required each time a request is made. (TABLES 3-3

and 3-4)

Q.El

TABLE 3-3

WHETHER PERMISSION SHOULD BE REQUIRED
BEFORE MEDICAL RECORDS ARE USED FOR RESEARCH (PUBLIC)

Q.: Medical researchers sometimes need to use individual patient records to study the causes ofdiseases

or die value of
specific drugs or treatments. However, they do not release any information

identifying

specific patients. If you are not personally identified in any publication, should your permission be re-

quired before your medical records are used for research, or isn't that necessary?

Total Public %
Base: 1000

m Should be required

|[|| Isn't necessary

^H Not sure

•Less than 0.5%.
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Q.E2
TABLE 3-4

WHETHER PERMISSION SHOULD BE REQUIRED EACH TIME

BEFORE MEDICAL RECORDS ARE USED FOR RESEARCH (PUBLIC)

Q.: Should your permission be required each time a researcher seeks to use your medical records or

would asking for general advance permission to use your records for medical research be sufficient?

Base: Permission should be required before medical records are used for research.

Total

Baie: 642

Required each time 56

General permission is sufficient 42

Not sure 2
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CHAPTER 4:

Disclosure of Confidential

Information and Medical Records

Leaders' Perceptions Of Public Gincem About Threats To Medical Record's

Confidentiality

A majority of the leaders believe that most Americans are either very concerned (28%) or some-

what concerned (43%) about threats to the confidentiality of their medical records.

The concern is perceived to the greatest degree by nurses (78%), state
legislators (77%) and heads

of medical societies (76%). Of all the leaders, human resource executives registered the lowest percent-

age (64%) in thinking die public is concerned about their medical records. (TABLE 4-1)

Q.M4
TABLE 4-1

PERCEIVED LEVEL OF CONCERN ABOUT THREATS
TO MEDICAL RECORD'S CONFIDENTIALITY (LEADERS)

Q.: How concerned do you think most Americans really are about threats to the confidentiality of their

medical records— do you think they are very concerned, somewhat concerned, not very concerned or

not at all concerned?
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lUness Of SelfOr Family
Americans repon that they or a member of their immediate family has experienced the following

medical conditions or situations:

- 35% have had a serious illness such as a heart attack, stroke, or cancer.

- 22% have used the services of a psychologist, psychiatrist,
or other mental-health professional.

- 19% have a long-term medical condition such as diabetes or
epilepsy.

- 14% have a major physical or mental disability. (TABLE 4-2A)

TABLE 4-2A

SOME SPECIFIC MEDICAL EXPERIENCES (PUBLIC)

Q.: (Have/do) you or (has/does) a member ofyour immediate family (READ ITEM), or not?
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QA2-5

TABLE 4-2B

WHETHER PUBLIC AVOIDED CARE BECAUSE OF
POTENTIAL HARM TO JOB OR OTHER OPPORTUNITIES

Q.: (Have/Do) you or (has/does) a member ofyour immediate family ... ever wanted to seek services

for a physical condition or mental health problem but didn't do so because you didn't want to harm

your job prospects or other life opportunities, or not?
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Have Professionals Disclosed Records

Many people and organizations obtain personal medical information about the public. Sizable

minorities of the public (27%) reprt that such persons and organizations were guilty of improper

disclosures. Healdi insurance companies were most often blamed for improper disclosure (15%), while

pharmacies or druggists barely register a measurable amount (3%). In between, are clinics or hospitals

(1 1%), public health agencies (10%), employers (9%) and doaors (7%). (TABLE 4-4).

Some
specific findings of this question are:

-
People with some collie education (11%) and those with pst graduate degrees (10%) are

more likely to believe that a doctor has disclosed dieir medical information. This is more com-

mon among Blacks (1 1%), people who earn more than $50,000 a year (12% in each of the

higher income segments) and people between the ages of 40 and 49 (12%).

- On whether a hospital or clinic has ever disclosed medical records, people with more than a

high school education (with a range of 14% - 16% across the three s^ments), Hispanics

(23%), and people earning between $50,001 and $75,000 (21%) are the most likely to believe

this is true.

- Health insurance companies were most frequendy blamed by people for
disclosing medical

records information, particularly people with post graduate degrees (30%), those earning

$50,001 to $75,000 (31%), and 40 - 49 year olds (20%). (TABLES 4-5 through 4-10)

Q.Dl

TABLE 4-4

WHETHER PERSONAL MEDICAL INFORMATION WAS
EVER IMPROPERLY DISCLOSED (PUBLIC)

Q.: Do you believe that (READ EACH ITEM) has ever disclosed your personal medical information

in a way that you felt was improper, or not?

Base: 1000
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Q.Dl-1

TABLE 4-5

WHETHER PERSONAL MEDICAL INFORMATION WAS
EVER IMPROPERLY DISCLOSED (PUBLIC)

Q.: Do you believe that ... a doaor who has treated you or a femily member ... has ever disclosed your

personal medical information in a way that you felt was improper, or not?

Total

Age

18-24

25-29

30-39

40-49

50-64

65 and older

EducatioD

Less than high school

High school

Some college

College graduate

Post graduate

Race/Ethnicity

White

Black

Hispanic

Income

$15,000 or less

$15,001-$35,000

$35,001 -$50,000

$50,001 -$75,000

$75,001 & over

Base
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Q.Dl-2

TABLE 4-6

v;hether personal medical information was
ever improperly disclosed (public)

Q.: Do you believe that ... a clinic or hospital that treated you or a family member ... has ever disclosed

your personal medical information in a way that you felt was improper, or not?
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Q.Dl-3
TABLE 4-7

WHETHER PERSONAL MEDICAL INFORMATION WAS

EVER IMPROPERLY DISCLOSED (PUBLIC)

Q.: Do you believe that ... your employer or family members employer ... has ever disclosed your per-

sonal medical information in a way that you felt was improper, or not?
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Q.D14

r

TABLE 4-8

WHETHER PERSONAL MEDICAL INFORMATION WAS
EVER IMPROPERLY DISCLOSED (PUBLIC)

Q.: Do you believe that ... a pharmacy or druggist who filled a prescription for you or a family membe

... has ever disclosed your personal medical information in a way that you felt was improper, or not.'

Not

Base Yes No Suie

Total 1000 % 3 95 1

Age
18-24 123 % 4 96

25-29 115 % 3 97

30-39 229 % 2 97

40-49 204 % 6 93 1

50-64 180 % 3 95 3

65 and older 145 % 2 94 4

Education

Less than high school 79 % 3 97

High school 336 % 4 96 1

Some
college 274 % 3 95 1

College graduate 202 % 3 94 3

123
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Q.Dl-5
TABLE 4-9

WHETHER PERSONAL MEDICAL INFORMATION WAS
EVER IMPROPERLY DISCLOSED (PUBLIC)

Q.: Do you believe that ... health insurance companies ... have ever disclosed your personal medical

information in a way that your felt was improper, or not?
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Q.Dl-6

TABLE 4-10

WHETHER PERSONAL MEDICAL INFORMATION WAS
EVER IMPROPERLY DISCLOSED (PUBLIC)

Q.: Do you believe that ... public health agencies ... have ever disclosed your personal medical informa-

tion in a way that you felt was improper, or not?
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Were They Embarrassed Or Harmed By Disclosure

Those adults who beHeve that an improper disclosure was made by an organization or individual

were asked if they felt "that you or the family member were embarrassed or harmed by that disclosure."

Just under one-third of this group said they did experience embarrassment or harm. This conviction is

expressed to the same extent across all demographic groups, with one exception: only 1 5% of the most

affluent respondents (those with a household income of S75,001 and over) say they were embarrassed

or harmed by the disclosure.

(TABLE 4-11)

Q.D2

TABLE 4-11

EXTENT TO WHICH IMPROPER DISCLOSURE WAS HARMFUL (PUBLIC)

Q.: Did you feel that you or the family member were embarrassed or harmed by that disclosure, or not?

Base: Medical information was disclosed in a manner considered improper
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Have Asked A Physician To Record A Different Diagnosis

Despite the concerns by the public about the confidentiality of medical records, vinually no one

says they have ever asked a doaor not to write down their health problem in their medical record or

asked the doaor to put a less serious or less embarrassing diagnosis into the record than was actually

the condiuon. (TABLE 4-12)

Q.H3

TABLE 4-12

ASKING PHYSICIAN TO RECORD A DIFFERENT DIAGNOSIS (PUBLIC)

Q.: Have you ever asked a doaor not to write down your health problem in your medical record, or

asked the doaor to put a less serious or embarrassing diagnosis into the record than was actually the

condition?

Total

Base 1000

%

Yes 1

No 99

Not sure *

•Less than 0.5%.

How Serious Are Violations Of G)nfidentiality
Most of the leaders believe that violation of medical records' confidenuality is a serious problem

in America today Nearly 6 of 10 leaders say the problem is very or somewhat serious, but only 18%

believe it is very serious. Again nunes express the most concern in seeing the problem as serious, with

HMO CEOs being die least concerned. (TABLE 4-13)
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Are Leaders Aware OfViolations And Did Violations

Involve Manual Or Computerized Records

Each leadership group was asked about specific violations ofwhich diey were aware. About one-

fourth (24%) of all leaders say they are aware of violations of the confidentiality of individuals' medical

records from inside an organization that embarrassed or harmed the individual. Specifically, responding

to the types of records involved, one-half of the leaders say die violations involved both manual and

computerized records.
Slightly over one third (35%) report the violations involved only manual

records, and 8% of the leaders say the violations involved only computerized records. (TABLES 4-14

and 4- 15)

Q.M6
TABLE 4-14

WHETHER AWARE OF VIOLATIONS OF
MEDICAL RECORDS' CONFIDENTIALITY (LEADERS)

Q.: Are you aware ofany violations of the confidentiality of individuals' medical records fi-om inside an

organization that embarrassed or harmed the individual whose records were involved.'

Base

Total

Leaders

651

Yes

No

Not sure

24

76

'Less than 0.5%.

Q.M7
TABLE 4-15

WHETHER VIOLATION INVOLVED MANUAL OR COMPUTERIZED RECORDS (LEADERS)

Q.: Did these violations of medical records' confidentiality involve manual records, computerized

records, or both?

Total Leaders %
Base: 155

100

90

80-

70 -

60

50

40

30

20

10

50%

35%

j^

^^ Manual records

^1 Computerized records

I JBoth

^H Not sure

6%
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What Kinds Of Records Were Improperly Disclosed

Test results or diagnostic reports are the types of records named by the
largest percentage of lead-

ers (37%). Only 6% of the leaders are aware of violations that involved psychiatric records and the

same percentage give the answer for "HIV/AIDS information." (TABLE 4-16)

Q.M8
TABLE 4-16

TYPES OF MEDICAL RECORDS DISCLOSED (LEADERS)

Q.: What kinds of medical records were involved?

Base: Aware of violations in Q.M6.
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Who Revealed Information

According to the 24% of leaders who were aware ofviolations, hospital or laboratory employees
or nurses were die most likely (22%) to have revealed the information. Individuals or institutions deal-

ing widi direa patient care are blamed more frequendy dian other institutions that maintain confiden-

tial medical data, such as employers, healdi insurers or government organizations. (TABLE 4-17)

Q.M9

TABLE 4-17

SOURCE OF INFORMATION VIOLATING MEDICAL
RECORDS' CONFIDENTIALITY (LEADERS)

Q.: Who revealed the information?

Base: Aware of violations of medical records confidentiahty
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How Was Individual Embarrassed Or Harmed

These same leaders, aware of violations of the confidentiality of medical records that embarrassed

or harmed the individual, were asked "how was the individual harmed?" Nearly one in four of the lead-

ers say the individual was at the very least embarrassed by the violation. On some occasions the leaders

also believe the individual suffered real harm. They report that the individual was denied health insur-

ance (12%), lost a job (7%), was denied a job (6%) or was denied coverage (6%). (TABLE 4-18)

Q.MIO
TABLE 4-18

HARM TO THE INDIVIDUAL WHOSE MEDICAL

RECORDS CONFIDENTIALITY WAS VIOLATED (LEADERS)

Q.: How was the individual harmed?

Base: Aware of violations of medical records confidentiality

Total

Leaders

Base 155

%

He/she was embarrassed 39

Denied health insurance 12

Lost job 7

Denied job 6

Denied coverage
6

Damaged reputation 5

Denied promotion 3

Denied reimbursement for claims 2

Denied medical procedures
-

Other 24

Not sure 6
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CHAPTER 5:

Information Technology

G)ncem About Medical Records On G)mputers

Many health care providers use computers for patient billing, accounting, laboratory work and

storage of patient data. Computerization is still increasing, and computer programs are becoming more

sophisticated and intricate. The public and leaders were asked about their concern with computer use

in the health care field. One fifth of all adults are at least somewhat concerned about computer usage,

and approximately one person in ten is very concerned. Forty percent are not concerned at all.

Most leaders do not share these concerns. Only 8% of leaders feel very concerned, while an addi-

tional 21% are somewhat concerned; 40% have absolutely no concern. Physicians (15%) and hospital

CEOs (14%) express the greatest amount ofconcern of those leaders who say they are "very con-

cerned." In contrast, HMO CEOs (52%), medical society heads (50%), and state regulators (50%)

lead the group who say they are "not concerned at all." (TABLE 5-1)

G)mputer Problems In Health Care Profession

The public is concerned that problems are occurring because of the use of computers. The leaders

tend to agree but to a lesser extent than the public:

- "Medical information is given to people who are not supposed to see it." (64% of the public

thinks this happens very or somewhat often, compared to 43% of the leaders.)

- "Mistakes in a medical condition or problem are put into patients' records." (60% of the pub-

lic believes this happens frequendy versus 36% of the leaders.)

- "Mistakes are made in charges for health services." (75% of the public believes this happens at

least somewhat often compared to 67% of the leaders.) (TABLE 5-2)
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Q.K2

TABLE 5-2

PROBLEMS CAUSED BY COMPUTERS

Q.: How often do you believe that any of the following problems are happening because computers are

being used today by health care providen (READ EACH ITEM) do you think that occurs— veiy
often, somewhat often, not very often or not often at all?

Base 1000/651

Mistakes are made in

charges Ibr heaiih

Medical information

is given to people

who are not supposed

to see it

Mistakes in a medical

condition or problem

are put into patients'

records
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Importance Of Review Organizations Having Privacy Policies

Many government agencies, employers and insurers hire information-processing organizations to

review medical records in order to analyze treatments, results and costs. Both the leaders (93%) and the

public (83%) think it is very important tbt these review organizations
should have detailed privacy

and confidentiality policies. Seventy-six percent of the leaders say having such policies
is very impor-

tant, compared to just over halfof the public (54%). (TABLE 5-3)

Selection Of Organizations Handling Medical Records Based On Proven Record

>X'hen it comes to the seleaion of information-processing organizations, the public and leaders

agree strongly on the importance of privacy protection experience. Nearly everyone (94% of the public

and 97% of the leaden) thinks it is very or somewhat imprtant that an organization is seleaed based

on a proven record ofproteaing the confidentiality and security of personal records. This criterion

could become an important feaor in the administration of health care and management of health costs

and quality
in any national health care reform. (TABLE 5-4)
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Q.K4

TABLE 5-4

IMPORTANCE OF RECORD OF CONFIDENTIALITY

IN SELECTING REVIEW ORGANIZATIONS

Q.: How important is it that such organizations should be selected on the basis of a proven record of

protecting the confidentiality and security of the personal records they handle— very important,

somewhat important, not very important, or not at all important?

Very important

Somewhat important

Not very important

Not at all important

Not sure

Total

Leaders

651

%

80

17

2

1

1

Total

Public

1000

%

74

20

3

2

1

Whether Qjmputerization Can Increase Records' G)nfidentiality
Leaders are divided in their opinions on whether increased computerization will result in the increased

confidentiality of medical records. Fifty percent of leaders feel it "could be managed to strengthen

confidentiality" with state regulators (63%), health insurer CEOs (61%), and congressional aides (60%) leading

this group. Physicians (74%) and nurses (50%) stand out among the leaders (45%) who say this increased com-

puterizadon is "almost certain to weaken confidentiality." (TABLE 5-5)
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CHAPTER 6:

Life Insurance

How Acceptable Is It For Life Insurance G)mpanies To Ask Various Questions

Majorities of the public and of leaders believe it is acceptable for insurance companies to obtain a

wide range of health and lifestyle
information about those applying for life insurance.

Insurance companies require
medical and non-medical information about a person applying for

individual life insurance to evaluate the possibility
of early death. For the most part,

the public and the

leadership groups agree on the appropriateness
of specific types of information being made available to

insurers. The item found at least somewhat acceptable by the highest percentage (81%) of adults is

"urine tests to detea the use of
illegal drugs." Almost all leaders (92%) found it very or somewhat ac-

ceptable for a company to obtain information about "whether the person uses tobacco products," and

88% found it very or somewhat acceptable to obtain information "whether the person drinks alcohol

and how much."

The lowest acceptance by both the public and leaders was reported for whether the person was

ever turned down for life insurance and why.

Overall, a substantial majority ofAmericans and leaders favors an insurance company having the

privilege to obtain these types of information to decide about issuing policies and determining

premium levels. (TABLES 6-1 dirough 6-9)
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Q.I1

TABLE 6-1

EXTENT IT IS ACCEPTABLE FOR LIFE INSURANCE COMPANIES TO
OBTAIN CERTAIN DATA ABOUT INSURANCE APPLICANTS (PUBLIC)

Q.: When persons apply for individual life insurance, die insurance company asks for medical and

non-medical information to evaluate die possibility of early death. This information is used to deter-

mine whether to issue the policy and at what
price. How acceptable is it for die life insurance company

to obtain die following types of information about the applicant (READ EACH ITEM) — very

acceptable, somewhat acceptable, not very acceptable, or not at all acceptable?
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CHAPTER 7:

Employment

Are Americans G)ncemed About Changing Jobs And Losing Healdi Coverage
Of the 134 million adults (74%) who have been employed in the past five years, almost one-

founh (22%) are concerned about losing their health coverage if they change jobs. When these same

people were asked if they have/had coverage at their current/last job, 32% say they did not. (TABLES

7-1 and 7-2)

Q.J2

TABLE 7-1

CONCERN OVER CHANGING JOBS AND LOSING HEALTH COVERAGE (PUBLIC)

Q.: Have you ever been concerned about changing jobs because you might not be able to get health

insurance with a new employer, or not?

Total Public %
Base: 777

[Yes

I

No

Not sure
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QJ3
TABLE 7-2

HEALTH COVERAGE THROUGH WORK (PUBUC)

Q.: Does/Did a health insurance program or health plan cover you at your current/last job, or not?

Base: Currently employed or employed in past five yean
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G)ncems About Filing Medical Claims

Eight percent of those covered by a health plan in their current or last job were concerned about

filing a claim because they were worried about medical information being known by a supervisor or

someone else at work. This is quite a small percentage and reflects considerable trust in the employer's

proper handling of such claims. (TABLE 7-4)

Q.J5

TABLE 7-4

CONCERN OVER SUPERVISOR OR CO-WORKER LEARNING

OF TREATMENT IF CLAIM IS FILED (PUBLIC)

Q.: Have you ever been concerned about
filing

a claim under your health plan at work because you did

not want a supervisor or someone else at yoiu" workplace to know the treatment you received?

Base: Has/had health insurance coverage at current/last job.

Total

Base: 536

%
Yes 8

No 92

Not sure

Should Employers Have Information About Number Of Claims Filed

The public is divided on the issue ofwhether it is acceptable for an employer to know which

employees are heavy users of the company's health plan. While 51% feel it is very or somewhat accept-

able, 48% say it is not very or not at all acceptable.

In the aggregate, leaders' opinions parallel
those of the public; however, there is a great deal of di-

vergence among the various leadership groups. Congressional aides (41%), HMO CEOs (40%), and

nurses (40%) lead the groups that find this practice "not at all acceptable" compared to state regulators

(26%) and hospital CEOs (18%). (TABLE 7-5)
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CHAPTER 8:

Health Care Reform

Importance of Seleaed Faaors

With a national health care program being debated by the President and Congress, a set of topics

was presented to respondents in order to measure those that they consider most important for a "good

national health care program." Six faaors were considered:

•
deteaing health care providers who engage in fraud

•
controlling health care costs

•
protecting the confidentiality of people's medical records

•
providing health care insurance for those who do not have it today

•
providing better data for research into diseases and treatments

•
reducing current paperwork burdens on patients and providers

Generally, at a common-sense level, the expeaation would be that all these faaors are important

contributors to a national health care program. The research confirms this, with more than three quar-

ters of the public and leaders finding all six factors to be very important or essential.

"Protecting the confidentiality of peoples' medical records" ranked third out of six for both the

public and leaders in being "absolutely essential" to a good national health care program, ahead of

"providing health care insurance for those who don't have it today," "reducing paperwork biudens," or

"providing better data for research."

The public and leaders differ in the relative importance that they attach to specific factors, partic-

ularly in gauging which factors are "absolutely essential." For instance, leaders are much more con-

cerned than the public in reducing current paperwork burdens: 41% of leaders say it is absolutely

essential compared to 26% of the public. Leaders are also a linJe more emphatic about protecting the

confidentiality of people's
medical records and about controlling health care costs.

The above distinctions must be viewed, however, in the context of the overall imponance as-

cribed to all sbc factors. In this sense "detecting health care fraud" and "controlling health care costs"

are seen to be slighdy more critical than other factors. (TABLE 8-1)
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Health Care And Privacy
Within the context of a strong conviaion that health care reform is "one of the top domestic is-

sues facing the nation today," both the public and leaders are highly sensitive to the issues of privacy

and panicularly to the changes in the use of personal information which a national health care system

could produce.

Confidence in health professionals as guardians of private information is high: nine in ten leaders

believe that the health care professionals they use are carefiJ to keep medical information confidential

and "not reveal it improperly."

There is considerable concern, however, that medical information is disseminated to organiza-

tions beyond those providing health care services and that protection of privacy could deteriorate with a

national health care system. Specifically, 61% of leaders agree widi the statement that their "medical in-

formation is being seen by many organizations beyond those that I go to for health care," while close to

three-quaners (73%) disagree that "a persons medical privacy in a national health care system will prob-

ably be protected better than it is currently."

There is clear acknowledgment (by eight in ten leaders) that for health care to be managed more

efficiently, record keeping and the applications of "advanced computer technology" will increase.

Further, there is reasonable confidence (67% ofAmericans agreeing) that todays laws do protect the

confidentiality of medical records. (TABLE 8-2)

Worry About G)mputers and Health Care Reform

With the expectation that computers will be used even more extensively to manage and monitor

health care operations, the public and leaders are less worried about computer usage in general than

they are about computers enabling outsiders to snoop into their medical records.

Less than one quarter of the leaders and of the public worry a "great deal" about computers mon-

itoring operations under health care reform, with the public (23%) slightly
more concerned than the

leaders (20%). Physicians (39%) seem the most worried and lead the various groups in expressing a

"great deal" of concern about this issue. They are followed by state
legislators (31%). However, 47% of

state regulators say they are "not at all" concerned about diis issue. A similar lack ofconcern is also ex-

pressed by congressional aides (51%). (TABLE 8-3)

In contrast to these findings, leaders and the public are clearly concerned that "outsiders may be

able to tap into the computers to obtain medical information for improper purposes." Forty-four per-

cent of leaders say they are "very concerned" about this, as are 5 1% of the public. In feet, only about

one in five of the public, and 30% of leaders, are not concerned. (TABLE 8-4)
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CHAPTERS:
The Issue of Personal Identity

Cards and Numbers

Acceptance OfA Personal Identity Gird

President Clintons September 1993 speech to Congress on health care reform (delivered inciden-

tally,
well after the field work for this project was completed) focused heavily on the idea of a personal

identity card for health care purposes. This research confirms a high level of acceptance of such a card.

Eighty-seven percent of the leader group and 84% of the public feel that a personal identity card

would be either "very acceptable" or "somewhat acceptable," with a majority of the leaders (52%) and

somewhat less than a majority of the public (45%) saying it would be "very acceptable." Only thirteen

percent of the leaders and fifteen percent of the public say that an ID card would be either "not very ac-

ceptable" or "not acceptable at all." (TABLE 9-1)

ID Number For National Health Care Purposes
A personal identity card might entail assigning a number unique to an individual, not unlike a

Social Security number. Interestingly the prototype card President Clinton held up during his

September 1993 speech had a number prominendy displayed on it.

This research implies that the general public has mixed feelings about numbers being assigned to

them: 57% express concern while 42% are not concerned. Leaders are much less concerned about this

issue with only about a third expressing concern. (TABLE 9-2)

Social Security Number Versus New ID Number

Were such a personal ID number introduced, there is clear preference for it being the same

number as the Social Security number. A strong majority of leaders (72%) and the puWic (67%)

fevors using their Social Security nimiber as their health care identificauon card. Less than a third of

each group favor the issuing of a new number (i.e. distinct from Social Security) for this purpose.

(TABLE 9-3)
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Q.L3

TABLE 9-1

EXTENT A PERSONAL ID CARD IN A NATIONAL HEALTH PROGRAM IS ACCEPTABLE

Q.: A personal health insurance card has been proposed for accurate identification of persons in a

national health care program and for general administration and so that everyone can show they are

insured. How acceptable to you is such a personal identity card— very acceptable, somewhat accept-

able, not very acceptable, not acceptable at all?

Total Leaders %
Ba.sc: (<>1

87°

I
Acceptable

Not acceptable

Total Public %
Base; 1 ()()()

84"

I
Acceptable

Not acceptable

NOTE: A very large majority of all leadership groups feel that this would be acceptable to them.
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CHAPTER 10:

Privacy Legislation

Approaches To Safeguard The G)nfidentiality Of Medical Records

It is reasonable to expect that changes in the health care system will require adaptation of
existing

legislation affecting privacy and/or the introduction of new
legislation. The degree to which respon-

dents believe new
legislation

is needed will reflect the knowledge that leaders and the public have of

and the confidence they place in current arrangements.

Respondents were therefore asked which approach they would prefer specifically to safeguard the

confidentiality of medical records: enactment of new, comprehensive federal
legislation to address this,

or continuation of existing (state and federal) laws and professional business standards.

By a reasonable, but not overwhelming margin, leaders and the public favor enactment of new

federal
legislation

diat
spells out rules for confidentiality of individual medical records. Approximately

six often people fi-om the leader (58%) and the public (56%) segments of the survey favor new
legisla-

tion, compared to 41% of leaders and 39% of the general pubHc who prefer "continuing with
existing

state and federal laws and professional standards." (TABLE 10-1)

Provisions For Federal Law On Qjnfidentiality
Both the public and leaders agree by very large majorities that any new federal

legislation should

contain provisions specifically addressing confidentiality of medical information and records.

Two-diirds of the leaders (68%) and die public (69%) feel diat it is "extremely important" that

"all personal medical information in the health care system be designated as sensitive and penalties be

imposed for unauthorized disclosures." Less than five percent of each group feel this statement is

unimportant.

Three of four people in the leader groups (76%) and public (74%) feel diat it is "extremely im-

portant" to clearly define who has access to medical records and what information could be obtained.

Slightly less than three quarters of the leaders (74%) and the public (72%) feel that it is "ex-

tremely important" that people have the
right to inspect their medical records and that a procedure

exists for them to correct or update them as tequired.

Public belief in the need for an independent national privacy board is strong, but not as marked

as for the other provisions. On diis issue, only slighdy more dian a quarter (28%) of the leaders feel it is

"extremely important" diat one be created, and only halfof the public (46%) feels this way about it

being created. The public (40%) and the leaders (41%) respond similarly, saying this issue is "some-

what important." (TABLES 10-2 dirough 10-6)



635

98-

6'



636

-99-

QX7
TABLE 10-2

IMPORTANCE OF CERTAIN PROVISIONS OF
A NEW FEDERAL CONRDENTIALTTY UW (LEADERS)

Q.: Here are some provisions that are being discussed for a new federal law on confidentiality and uses

of medical records. How important do you feel it is that (READ EACH ITEM)— extremely impor-

tant, somewhat important, not very important or not important at all?

Base: 651
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Q.L7-1

TABLE 10-3

IMPORTANCE OF A PROVISION DESIGNATING MEDICAL INFORMATION

AS SENSITIVE IN A NEW FEDERAL CONFIDENTIALITY LAW

Q.: Here are some provisions that are being discussed for a new federal law on confidentiality and uses

of medical records. How important do you feel it is that ... all personal medical information in the

health care system would be designated as sensitive, and penalties would be imposed for unauthorized

disclosures— extremely important, somewhat important, not very important or not important at all?

Base

Extremely important

Somewhat important

Not very important

Not at all important

Not sure

•Less than 0.5%.

Total
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TABLE10-4

IMPORTANCE OF A PROVISION CREATING AN INDEPENDENT NATIONAL

MEDICAL PRIVACY BOARD IN A NEW FEDERAL CONFIDENTIALITY LAW

Q.: Here are some provisions that are being discussed for a new federal law on confidentiality and uses

of medical records. How important do you feel it is that ... an independent National Medical Privacy

Board would be created, to hold hearings, issue regulations, and enforce standards— extremely impor-

tant, somewhat important, not very important or not imponant at all?

Total Leaders %
Base 6^;

I
Extremely/Somewhat Important

Not very/at all important

69°o

Total Public %
Base: 1000

I
Extremely/Somewhat important

Not very/at all important

'Less than 1%.
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Q.L7-3^
TABLE 10-5

IMPORTANCE OF A PROVISION IN A NEW FEDERAL CONFIDENTIALITY LAW

PROVIDING PERSONS THE RIGHT TO INSPECT THEIR MEDICAL RECORDS

a Here are some provisions
that are being discussed for a new federal law on confidentiality and uses

of medical records. How important
do you feel it is that . . . persons

would have the right
to mspea

Aeir medical records and have a procedure
for correcting or updating them

-
extremely important,

somewhat important,
not very important

or not important
at all?

Base

Exuemely important

Somewhat important

Not very important

Not at all important

Not sure

•Less than 0.5%.

Total
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Q.L7-4

TABLE 104
IMPORTANCE OF A PROVISION IN A NEW FEDERAL CONFIDENTIALITY LAW

RESTRICTING ACCESS TO MEDICAL RECORDS

Q.: Here are some provisions that are being discussed for a new federal law on confidentiality and uses

of medical records. How important do you feel it is that . . . rules would be spelled out as to who has

access to medical records and what information could be obtained— extremely important, somewhat

important, not very important or not important at all?

Extremely important

Somewhat important

Not very important

Not at all important

Not sure

Total
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CHAPTER 11:

Leaders' Attitudes Toward

Information and Procedures

Benefits From Access To Medical Information And Records

If intrusiveness is a perceived risk of increased computerization, what is its counterbalance? Are

there perceived benefits to be derived from easier and more comprehensive access to medical informa-

tion and records? The research invited opinions of leaders on this subject, specifically
on outcomes re-

search, practice panern analysis, development of practice guidelines,
and on the potential for reduaion

offi'aud.

Generally, the leaders are confident that the quality of health care can be improved as a result of

research derived fi-om applying computerization to medical information. Physicians, however, are a lit-

de less confident than other leaders.

Nine often leaders feel that the quality of health care can be improved through outcomes re-

search (research measuring the eflPectiveness of different therapies), either "a great deal" or "somewhat,"

widi 43% saying "a great deal." State regulators (67%) and HMO CEOs (64%) said "a great
deal"

most fi'equendy,
and apparendy are the most confident.

A diird of the leaders (35%) feel that practice pattern analysis could improve the quality of healdi

care "a great deal," with one half of all leaders (49%) saying it would improve quality "somewhat."

Twenty-two percent of physicians, however, say that practice pattern analysis would improve quality

"not very much."

Eighty-four percent of leaders think that the quality of health care can be improved through "the

development of praaice guidelines"
"a great

deal" or "somewhat," with 36% saying this would improve

quality
"a great

deal." Almost four often physicians (36%) say diat diese guidelines would improve

quality
"not very much" or "not at all."

Eight often leaders (81%) say that "the reduaion of fi^ud and abuse" would improve the quality

of health care "a great
deal" or "somewhat," widi half of these eight

leaders (39%) saying "a great deal."

Interestingly,
six often nurses say "a great

deal" when responding to this question, compared to about a

quarter of physicians. (TABLES 11-1, 11-2, 11-3, 11-4)



642

105-



643

106-

iijo
l§

CO

I<z<

UJ

I
lUu
Po<
oc
o.
Xo
o

<>i oc

111 o
S? >g o•^ cc

a.

UJm

i
lU
oc<u

S

Su
a

8

I

2

a.
E

-5

O

1
u
-S

3

u Ji IS

a p e ^

_ f^ i:

— r^

"9 ^-^
V w"^ ^ ^ ^ (N

3

g -0 -

I i 9 - ^8 S m m S-

X J U

5 P o ^•c UJ «^ o~
X U

J-
fS

.O w

d* 5

•3
-a

< J5

i
s

:! ^ oZ



o
Vi

-i

644

107-

I i a o
3= c2

'^



645

108-

-<p —

:? i:::
- -

</>

oca uj
uj o
O 2

i ^

< i" <
Q- a

'f < 3^- o ^
*" — oc

3

-a
3
P

3 »> S
on Jj js

» ^ iS

3 8° 2
(/5 06 —

1^

< oc

O X

UJ o
UJ O

2

-a

p

-S

J
o

3

C

o
c

&

-5
3

OO
£ -a -S,

"S i S p; ^
X ^ u

s 2 ^ #
X u

Hospit

CEOs



646

-109-

G)st Reduced Through Procedures

With general confidence that improved procedures will lead to better health care, a question of

cost arises. Leaders were asked whether improvements in the four procedures (fi-aud and abuse reduc-

tion, outcomes research, development of praaice guidelines, and practice pattern analysis) could also

help to reduce costs.

Thirty-seven percent of the leaders believe that the cost of health care can be reduced "a great

deal" through "the reduction of fraud and abuse." The leaders also think, but not as strongly, that

health care costs can also be reduced "a great deal" with "the development of practice guidelines

(28%)," "outcomes research (28%)," and "practice analysis (26%)." (TABLE 1 1-5)

Q.M2
TABLE 11-5

EXTENT COST OF HEALTH CARE CAN BE

REDUCED THROUGH CERTAIN ACTIVITIES (LEADERS)

Q.: To what extent do you think the cost of health care can be reduced through (READ EACH

ITEM) — a great deal, somewhat, not very much, or not at all?

A Great Not Not Not

Deal Somewhat Very Much At Ail Sure

Base: 651 % % % % %

TTie reduaion of fraud and
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Satisfaction With Quality Of Data

Some experts have su^ested, and these leaders apparendy agree,
that for cost reduaions and

health care improvements to take place,
the quality and quantity of data available for those aaivities

will need substantial improvement. Only five percent of the leaders are "very satisfied" with die quality

of data on procedures, with approximately a third of leaders reprting being "not very satisfied."

Leaders respond similarly when asked about the quantity of data available, widi slighdy lower figures

on "not very satisfied" responses. (TABLES 1 1-6 and 1 1-7)

Q.M3A
TABLE 11-6

SATISFACTION WITH THE QUALITY OF THE DATA

AVAILABLE FOR CERTAIN ACTIVITIES (LEADERS)

Q.: How satisfied are you with die quality of the data currendy available for (READ EACH ITEM) —
very satisfied, somewhat satisfied, not very satisfied, or not at all satisfied?

Base: 651
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Sample Design: Public

Between July 26 and August 26, 1993, interviews were conduaed with a cross seaion of 1,000

Americans eighteen years of age and older.

The Louis Harris and Associates Inc. National Telephone Sample is based on a methodology that

is designed to produce representative samples of persons in telephone households in the 48 continental

United States. The Harris National Telephone Sample makes use of random-digit seleaion procedures

which assure sample representation of persons in households which are "listed" in telephone directories,

as well as persons in households which are "unlisted" in telephone directories'. The sample design is

also explicidy designed to assure proper representarion of households in central
city, suburban, and

rural areas within each of the 48 continental states.

The Harris Narional Telephone Sample is seleaed by a
three-stage,

stratified sampling process.

The ultimate resiJt of this process is a set of sample seleaions (phone numbers). In order to assure that

the maximum degree of sample control is maintained, the basic sample design has been set up to pro-

duce cross-sectional national samples in increments of 500, 1,000, or 1,250 sampling points (i.e.,

households).

The representativeness of the sample is shown in Table A-1 .

"Some households are "unlisted" as the result of a request for an unlisted number by the telephone subscriber. Other households are

"unlisted" m the published direaory because the telephone number was assigned after the publication date of the direaoty. Samples

that are resiriaed to directory-listed numbers only may contain serious sample biases because of the exclusion of the various types of

unlisted households.
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TABLE A-1

DEMOGRAPHIC COMPOSITION OF THE PUBLIC SAMPLE

1993

Total

Region

East

Midwest

South

West

Size of Place

Cities

Rest of Metropolitan Area

Outside of Metropolitan Area

Age
18-29 years

30-49 years

50 and over

Education

Less dian high school

High school graduate

Some
college

College graduate

Post graduate

Race

White

Black

Hispanic

Sa
Male

Female

Income (total household income)

Under $15,000

$15,001 -$35,000

$35,OOl-$50,OOO

$50,001 -$75,000

$75,001 and over

Not sure/refused

Number In
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EXPLANATION OF WEIGHTED PERCENTAGES

RACE: Weighted percentages for this category add up to 103% because adults who consider

themselves Hispanic may also consider themselves either White or Black. Those respn-

dents who identify themselves as both Hispanic and either White or Black in the cross-

tabulations are coimted in both racial categories.

INCOME- Weighted percentages for this category add up to 93% because 7% chose not to provide

data about their household income.

WEIGHTING

All national public cross seaions are weighted to the Census Bureaus latest ppulation parame-

ters on region, education, sex, race, and age.
This adjusts these key variables, where necessary, to their

actual proprtions in the ppulation. Only moderate weighting is necessary in Harris samples.

SAMPLING ERROR

The results achieved from all sample surveys are subjea to sampling error. Sampling error is de-

fined as the difference between the results obtained from the sample and those that would have been

obtained had the entire relevant population been surveyed. The size of the sampling error varies both

with the size of the sample and with die prcentage giving a particular answer. In a sample size of 1 ,000

interviews, in 95 cases out of 100, the sampling error is 3%.

SAMPLE DESIGN: LEADERSHIP

Between July 27 and August 5, 1993, interviews were conduaed with 651 leaders:

- 101 Hospital CEOs or senior administrators whose facility
has 100 or more beds and excludes

federal and psychiatric facilities;

- 50 HMO CEOs or senior administrators;

- 31 commercial health insurer CEOs or senior executives;

- 100 physicians in die following spcialties: general practice, femily praaice, internal medicine,

pediatrics,
and obstetrics/gynecology;

- 50 licensed registered nurses;

- 50 heads of state and national medical societies;

- 30 state health-care regulators;

- 68 state
legislators

who serve on health care committees;

- 70 aides to federal legislators
on healdi care committees;

- 101 human resources executives who are their firm's most senior human resources or prsonnel

executive.
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LOUIS HARRIS AND ASSOCIATES, INC.
630 Fifth Avenue
New York, NY 10111

Study No. 934009P (Public)
(8-14)

/ FX>R OFFICB USB ONLY:
/
/ Queationnalre No. i

/
/

(1-5)

July 27, 1993

CARD * (6-7)

Sample Point No. I t I I I I I I I I

3* 23-24-25-26-27-28-29-30-31

Time Started: _A.K./P.M.

Interviewer:

Area Code:

Address:
3»(9-ll)

Telephone No.
_3»(12-18)

City/State/Zip:_

Hallo, I'm^ from Louis Harris and Associates, the national surveyresearch firm in New Yor)c. We're conducting a survey about health and medical records and
privacy and we'd like to speak to the youngest male/adult/feinale in this household 18
years of age or older who is at home right now.

CONTINUE . .(1S(_ -1

*
Copyright 1993 Louis Harris and Associates
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X. Social and Privacy Policy Quaatloa*

XI. How concerned are you about threats to your personal privacy In America today —
very concerned, somewhat concerned, not very concerned, not at all concerned?

Very concerned (16< 49 -1
Somewhat concerned 30 -2
Not very concerned 11 -3
Hot at all concerned. . . 6 -4
Hot sure 3 -5

X2. For each of the following statements, please tell dw whether you tend to agree or

disagree? (READ EACH ITEM)

not
ROTATE — START AT -X- ASXfiS Pt^MFW SllZS

( ) 1. Technology has almost gotten out of control (17(_5fi-l 47-2 2-3

( ) 2. Government can generally be trusted to look after our
Interests (18(_i2-l _2S-2 _i-3

( ) 3. The way one votes has no effect on what the government
does (19(_42-1 _51-2 _Z-3

( ) 4. In general, business helps us more than It harms us (20(_S2-1 27-2 1-3

X3. (READ EACH ITEH) Do you agree strongly, agree somewhat, disagree somewhat or

disagree strongly?

Agree Agree Disagree Disagree Hot
ROTATE — START AT "X" Strongly ggnWWhat ggmWhOt gtrPMtY SSUS

( ) 1. My rights to privacy are adequately
protected today by la%ra and
organizational practices (21(__2_-1 31 -2 29 -3 29 -4 i_-5

( ) 2. Consumers have lost all control over
how personal Information about them
Is circulated and used by companies ( 22 (_42_-l 33 -2 15 -3 4 -4 2_-5

( ) 3. Computers have Improved the quality of
life In our society (23(_afi_-l 40 -2 13 -3 10 -4 l_-5

( ) 4. If privacy Is to be preserved, the
use of computers must be sharply
restricted In the future (24<_4fi_-l 31 -2 17 -3 10 -4 2 -5
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X. Parsenal B««ltb Car* K>pu'i*sc«s

Al. Overall would you •ay your health ia axcallant, pratty good, fair, or poor?

Excellant (2S(_il_-l
Pratty good _4fl_-2
Pair _ia_-3

.. . Poor a_-«
Not aura * "5

A2.
'

(Hava/do) you or (ha«/dca») a oambar of your inmadlata family (READ ITEM), or not?

Yaa, No, Not

B^.T, - ..T^PT AT "x- H4I Hat W9t sua.

) 1. Svar had a sertoua illneaa auch aa a heart attack,

atroka, or cancar (26(_ifi-l _£a-2

) 2. Hava a long-tarm madical condition auch aa diabataa ,,,,,», «„ , , ,

or apilepay (27(_12-1 _fia-2 —i J

) 3. Hava any major phyaical or mantal dlaabilitiaa .... (28(_14-1 _Si-2 —1-3

4. Bvar uaad tha aervicaa of a paycholoqiat, paychiatriat,
or other mental-health profeaaional (29(_22-l _22-2

5. Ever wanted to aeak aervicaa for a phyaical condition
or mental health problem but didn't do ao, bacauae

you didn't want to harm your Job proapecta or other

life opportunitiea (30<—!-' -22-2
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B. Attitudes Toward and Experiences With Medical Records

Bl. Is there a particular clinic, health center, doctor's office or some other place
where you go when you are sick or need advice about your health?

Yes (31( 76 -1 (ASKQ.B2)

No 24 -2 (SKIP TO Q.B8)
> Not sure * -3

B2. How much do you luiow about the information that is in your medical record in that
place? Would you say you know everything that is in it, or that you have a general
idea but don't know in detail, or that you don't know anything about your records?

Know everything (32 ( 25 -1
Have a general idea but don't know in detail.. 62 -2
Don't know anything 13 -3
Not sure * -4

B3. Have you ever asked your health care provider to show you your complete medical
record, or not?

Yes (33( 24 -1 (ASK Q.B4)

No 76 -2 (SKIP TO Q.B8)
Not sure * -3

B4. What was your reason for asking to see your record? (PROBE FOR SPECIFICS)

Curiositv 44%; Need to transfer records, changed Doctors, moved 18%;
Need to see results of teats /treatment 13%; I'm a medical professional /Doctor /RN 2%;

Wanted copy for personal records 2%

BS. Was your complete record shown to you or a copy of it given to you, or not?

Yes (34( 92 -1 (ASK Q.B6)

No 8_-2 (SKIP TO Q.B7)
Not sure * -3

B6. Did you understand it, or have it explained to you in a satisfactory way, or not?

Yea (35( 97 -1
Ho a_-2
Not sure * -3

(SKIP TO Q.B8)

B7. What was the reason given for refusing to provide it to you? (PROBE FOR SPECIFICS)

Couldn't locate 31%; Gave no reason, iust refused 25%
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ASK EVERYONB
B8. How important do you Chink It la that you should hava tha lagal right to obtain a

copy of your msdlcal rscordg — vary important, aomawhat Important, not vary
important, or not Important at all?

Vary Important (36 ( 84 -1
Somewhat important 12 -2
Not very important 1 -3
Not at all important 2 -4
Not eure 1 -5
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C. Opening Question* About Health Care Refom

01. The President and Congress are working on programs for national health care reform.
For each of the followrng topics, please tell me how Important you feel this Is to a

good national health-care program. (READ EACH ITEM) Is that absolutely essential,
very Important, somewhat Important, not very Important, or not at all Important?

Not
Absolutely Very Somewhat Not Very At All Not

ROTATE — START AT "X" Essential Important Important Important Important Sure

( ) 1. Providing health Insurance
for those who do not
have It today .... (37( 34 -1 47 -2 14 -3 2_-4 2_-5 l_-6

( ) 2. Controlling health
care costs <38( 42 -1 48 -2 7_-3 l_-4 L-5 L.-6

( ) 3. Protecting the
confidentiality of people's
medical records . . . (39( 36 -1 49 -2 12 -3 l_-4 1_-S ^-6

( ) 4. Detecting health care
providers who engage
in fraud (40(_45_-l 48 -2 4_-3 1^-4 1^-5 2_-6

( ) 5. Providing better data for
research into diseases
and treatments .... (41( 35 -1 51 -2 11 -3 2_-4 l_-5 L-6

( ) 6. Reducing current
paperwork burdens
on patients and
providers (42< 26 -1 41 -2 26 -3 4_-4 l_-5 2_-6
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C2. Please tell me for each of the following statements whether you agree strongly,
agree somewhat, disagree somewhat, or disagree strongly? (READ BACH ITEM)

ROTATE START AT "X-
Agree Agree Disagree Disagree

Strongly Somewhat Somewhat Strongly
Not
Sure

( ) 1. There are strong laws today that
protect the confidentiality of
people's medical records against
improper disclosure and unauthorized
access (43( 26 -1

( ) 2. It concerns me that my medical
information is being seen today by
many organizations beyond those that
I go to for health care services . (44( 32 -1

( ) 3. Reforming health care is one of the
top domestic issues facing the
nation today (45( 66 -1

( ) 4. I believe the health professionals
I use are careful to keep my medical
information confidential and not
reveal it improperly (46( 56 -1

( ) 5. If we are to manage health care
reform efficiently, we will have
to increase record-keeping and
apply advanced computer technology (47( 33 -1

( ) 6. A person's medical privacy in a
national health care system will
probably be protected better than
it is currently (48( 21 -1

_l2_-3

29 -2 22 -3

^31_-2 -3 -5

_M_-2 _15_-3

33 -2 26 -3
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D. Handling Medical Records and Health Information

Dl. Do you believe that (READ EACH ITEM) has ever disclosed your personal medical
information in a way that you felt was improper, or not?

Not
ROTATE — START AT "X" Yes No Sure

1. A doctor who has treated you or a family member . . . (49< 7-1 92 -2 1-3

2. A clinic or hospital that treated you or a family member ( 50 (_11-1 87-2 2-3

3. Your employer or a family member's employer ..... (51( 9-1 89-2 1-3

4. A pharmacy or druggist who filled a prescription for
you or a family member (52( 3_-l 95-2 1-3

5. Health Insurance companies (53< 15-1 82 -2 3-3

6. Public health agencies (54( 10-1 86-2 4-3

ASK 0.D2 IF "YES" TO ANY ITEM IN O.Dl. OTHERS SKIP TO O.El.
D2. Did you feel that you or the family member were embarrassed or harmed by that

disclosure, or not?

Yes (56( 31 -1
No 65 -2
Not sure 3 -3
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B. Medical Rasaarch

Medical researchers Bometimes need to use individual patient records to study the causes
of diseases or the value of specific drugs or treatments. However, they do not release
any Information identifying specific patients.

El. If you are not personally identified in any publication, should your persmission be
required before your medical records are used for research, or isn't that necessary?

Should be required (57( 64 -1 (GO TO Q.E2)

isn't necessary _a5_-2 Kg^^p ^^ ^^^^
Not sure * -3 I

E2. Should your permission be required each time a researcher seeks to use your medical
records or would asking for general advance permission to use your records for
medical research be sufficient?

Required each time fS8( 56 -1
General permission is sufficient 42 -2
Not sure 2 -3

NOTE; Section F (Demographics) appears at the end of this questionnaire.
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O. Usa of Nadlcal Infonution in Direct Markating

ASK EVERYOWE
Gl. In the following situations, how acceptable do you think it is to use medical

information about individuals without first obtaining approval from the individual?
(READ EACH ITEM) Would this be very acceptable, somewhat acceptable, not very
acceptable, not at all acceptable?

Not
Very Somewhat Not Very At All Not

ROTATE — START AT "X" Acceptable Acceptable Acceptable Acceptable Sure

( ) 1. Pharmacists providing the names
and addresses of customers using
certain medications to companies
that want to mail out information
about or offers of new medications
for those conditions .... (59( 11 -1 28 -2 19 -3 41 -4 l_-5

( ) 2. Hospital fund-raisers getting
the names of those who have
been patients at the hospital
to write them for donations to
the hospital (60( §_-! 27 -2 27 -3 47 -4 1.-S
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B> Baaltb lasoranca

HI. I will raad you a list of different kinds of health plana, insurance, or programs.
Please tell me whether or not you are currently covered by this? (RZAO EACH ITEM)

Not
ROTATE — START AT "X" XSl SS SSUB

1. Health insurance that you or a family member
purchased directly «6H 32-1 67-2 1 -3

2. Health insurance or a health program provided
through your work, military service, union, or
your spouse's work, military service or union .... (62(_£4-l _2S-2 * -3

3. Health care under a veterans program (63( 5 -1 94-2 1 -3

4. Medicare, the government program for persons over 65
and some disabled persons <64t 19-1 81-2 » -3

5. Medicaid, the government program for persons with low
incomes (65(_fi_-l 94-2 « -3

MAD I-AST
6. Any other health insurance (SPECIFY) t

__,___,_, • • <66« 2 -1 97-2 « -3

Any other health insurance (SPECiry)i

( 67-69 )

H2a. Have you or has a member of your immediate family ever personally paid for a medical
test, treatment, or counseling rather than submit a bill or claim under a health
plan or program?

1 (ASK Q.H2b)Yes..
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I . Life Insurance

II. When persons apply for individual life insurance, the insurance company asks for
medical and non-medical information to evaluate the possibility of early death.
This information is used to determine whether or not to issue the policy and at what
price. How acceptable is it for the life insurance company to obtain the following
types of information about the applicant (REM) BACH ITEM) — very acceptable,
somewhat acceptable, not very acceptable, or not acceptable at all? ROTATE — START
AT "X"

Not
Very Somewhat Not Very Acceptable Not

Acceptable Acceptable Acceptable At All Sure

)1. Medical history of past
diseases and illnesses (72( 38 -1 41 -2 10 -3 11 -4 _1 -5

) 2. Family history of diseases and
illnesses a person might inherit (73( 32 -1 39 -2 11 -3 17 -4 1 -5

) 3. Blood test to determine the presence
of AIDS or if the individual is
HIV positive (74(_54_-l 26 -2 _8 -3 11 -4 _1 -5

)
4. Whether the person was ever turned
down for life insurance and why (75( 28 -1 34 -2 IS -3 21 -4 2 -5

) 5. Whether or not the person uses
tobacco products (76( 32 -1 35 -2 13 -3 19 -4 _l -5

) 6. Whether the person drinks alcohol
and how much (77( 36 -1 36 -2 12 -3 15 -4 _^ -5

)7. Urine tests to detect the use of
illegal drugs (78( 54 -1 27 -2 _6 -3 13 -4 _1 -5

) 8. Whether the person engages in

dangerous sports or hobbies . . (79(_28_-l 36 -2 14 -3 20 -4 2 -5
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J . Baployaant

Jl. Are you currently employed or have you been employed in the past S year*, or not?

Yes f80( 74 -1 (ASK Q.J2)

No 26 -2 (SKIP TO Q. J6)
Hot sure - -3

J2 . Have you ever been concerned about changing jobs because you might . not be able to

get health insurance with a new employer, or not?

Yes 2*(08( 22 -1
No 77 -2
Not sure 1 -3

J3. Does/did a health insurance program or health plan cover you at your current/last
job, or not?

Yob (09 ( 67 -1 (ASK Q.J4)

Mo 32 -2 (SKIP TO Q. J6)
Not sure ^-3

J4. How concerned are you that medical claims information you provide under a health
plan at work might be seen by your employer and used to limit your job opportunities
or to affect your job status — are you very concerned, somewhat concerned, not very
concerned, or not at all concerned?

Very concerned (10( 22 -1
Somewhat concerned 19 -2
Not very concerned 19 -3
Not at all concerned... 38 -4
Not sure 1 -5

JS. Have you ever been concerned about filing a claim under your health plan at work
because you did not want a supervisor or someone else at your workplace to know the
treatment you received?

Yes (IK 8 -1
No 92 -2
Not sure - -3

ASK EVERYONE
J6. How acceptable is it for employers to obtain claims information showing which of

their employees are heavy users of the company's health plan — is that very
acceptable, somewhat acceptable, not very acceptable, or not at all acceptable?

Very acceptable . <12( 19 -1
Scinewhat acceptable.... 32 -2
Not very acceptable . 17 -3
Not at all acceptable. . 31 -4
Not sure 2 -5
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K. Information Technology

Kl. How concerned are you that many health care providers you use today employ computers
in some of their operations, such as patient billing and accounting, laboratory
work, and keeping some medical records — are you very concerned, somewhat
concerned, not too concerned, not concerned at all?

Very concerned (13( 18 -1
Somewhat concerned 32 -2
Not too concerned 25 -3
Not concerned at all 25 -4
Not sure 1 -S

K2. How often do you believe that any of the following problems are happening because
computers are being used today by health care providers (READ EACH ITEM) — do you
think that occurs very often, somewhat often, not very often, not often at all?

Not
Very Somewhat Not Very Often Not

ROTATE — START AT "X" Often Often Often At All Sure

( ) 1 . Mistakes are made in charges for
health services (14( 32 -1 43 -2 20 -3 4_-4 l_-5

( ) 2. Medical information is given to people
who are not supposed to see it . . . (15( 22 -1 42 -2 26 -3 7 -4 4 -5

( ) 3. Mistakes in a medical condition or
problem are put into patients'
records (16(_16_-1 44 -2 32 -3 6_-4 2_-5

K3. Government agencies, employers and insurers hire information-processing
organizations to review individual medical records in order to analyse treatments,
results and costs. How important do you think it is for such review organizations
to have detailed privacy and confidentiality policies — very important, somewhat
important, not very important or not at all important?

Very important tl7f 54 -1
Somewhat important 29 -2
Not very important 6 -3
Not at all important 7 -4
Not sure 2 -5

K4. How important is it that such organizations should be selected on the basis of a

proven record of protecting the confidentiality and security of the personal records

they handle — very important, somewhat important, not very important, or not

important at all?

Very important ( 18 ( 74 -1
Somewhat important 20 -2
Not very important 3 -3
Hot at all important 2 -4
Not sure 1 -5
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L. Policy lasuas In National Haalth Car* Rafora

LI. Under national health care reform, computers are expected to be used extensively to

manage and monitor operations. Some of these uses will involve individual medical
records. In general, would such use of computers worry you — a great deal, a
little or not at all?

A great deal (19( 23 -1
A little 47 -2
Not at all 29 -3
Not sure 1 -4

L2. How concerned are you (READ EACH ITEM) very concerned, somewhat concerned, not very
concerned or not concerned at all?

Not
Very Somewhat Not Very At All Not

ROTATE — START AT "X" Concerned Concerned Concerned Concerned Sure

( ) 1. That persons using computers inside
the health-care system may disclose
your information improperly . . . (20t 39 -1 35 -2 19 -3 7_-4 i_-5

( ) 2. That outsiders may be able to tap
into the computers to obtain medical
information for improper purposes (21(_51_-1 30 -2 14 -3 5 -4 - -S

( ) 3. That a computerized health-care
information system will come to be
used for many non-health care
purposes (22« 38 -1 37 -2 17 -3 7_-4 l_-5

L3. A personal health insurance card has been proposed for accurate identification of

persons in a national health care program and for general administration and so that

everyone can show they are insured. How acceptable to you is such a personal
identity card — very acceptable, somewhat acceptable, not very acceptable, not

acceptable at all?

Very acceptable. ... (23 ( 45 -1
Somewhat acceptable. . . . 39 -2
Not very acceptable.... 8 -3
Not acceptable at all.. 7 -4
Not sure 1 -5

L4. Under national health-care reform, each person might be assigned an identification
number for health insurance purposes. How concerned would you be to have such a
health information number assigned to you — very concerned, somewhat concerned, not

very concerned or not concerned at all?

Very concerned (24( 28 -1
Somewhat concerned 29 -2
Not very concerned 22 -3
Not concerned at all. . . 20 -4
Not sure 1 -5
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L5. If there were to be such a number, which would you prefer as an Individual health
number — your present Social Security Number, or a new national health number
assigned to each person?

Your present Social Security Number (25( 67 -1
A new national health number assigned to each person. . 30 -2
Not sure 3 -3

26Z

L6. If a national health care reform Is enacted, which one of these two approaches do
you favor to safeguard the confidentiality of Individual medical records In such a
system? (READ BOTH ITEMS)

ROTATE — START AT "X"

( ) Enact comprehensive federal legislation that spells out rules for
confidentiality of Individual medical records In such a system . . (27( S6-1

( ) Continue with existing state and federal laws and professional
standards on confidentiality, disclosure, and security ....
Not sure

39-2

6 -3

L7. Here are some provisions that are being discussed for a new federal law on
confidentiality and uses of medical records. How Important do you feel It Is that
(READ EACH ITEM) — extremely Important, somewhat Important, not very Important, or
not Important at all?

ROTATE -

( ) 1-

START AT "X"

Not
Extremely Somewhat Not Very Important Not
Important Important Important At All Sure

All personal medical Information In
the health care system would be
designated as sensitive, and
penalties would be Imposed for
unauthorized disclosures (28( 69 27 2 -3

( ) 2. Rules would be spelled out as to who
has access to medical records and what
Information could be obtained . . (29(_74_-l 22 -2 3 -3

( ) 3. Persons would have the right to
Inspect their medical records, and
have a procedure for correcting
or updating them (30(_72_-l 23-2 2 -3

( ) 4. An Independent National Medical
Privacy Board would be created, to
hold hearings. Issue regulations,
and enforce standards (31( 46 -1 40 -2 6 -4 1 -5

32-S5Z
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P. Demographics

Now I have a few questions for classification purposes.

Fl. How old are you? IF HESITANT. READ LIST

18 to 20 (56( 6_-l
21 to 24 7_-2
25 to 29 10 -3
30 to 34 11 -4
35 to 39 12 -5
40 to 44 10 -6
45 to 49 8_-7
50 to 64 19 -8
65 to 74 10 -9
75 and over (57( 5_-0
Not sure * -1

F2. What is the highest level of school you have completed or the highest degree you
have received?

Less than high school (grades 1-11, grade
12 but no diploma (S8( 21 -1

High school graduate or equivalent (e.g. GED ) . . . . _35_-2
Some college but no degree (incl. 2 year
occupational or vocational programs) 19 -3

College graduate (e.g. BA, AB, BS) 19 -4
Post graduate (e.g. MA, MS, HEng, Med, HSW,

MBA, MD, DDs, DVM, LLB, JD, PhD, EdD) 6_-5
Not sure * -6

F3. Regardless of how you might vote, what do you usually consider yourself — a

Republican, a Democrat, an independent, or what?

Republican (59( 32 -1
Democrat 40 -2

Independent 21 -3
Other (vol.) 4 -4
Not sure 4 -5

F4. How would you describe your own personal political philosophy — conservative,
moderate, or liberal?

Conservative (60(_41_-1
Moderate 40 -2
Liberal 16 -3
Not sure 3 -4

F5. Just over half the population voted in last November's presidential election. Many
people didn't or couldn't vote. Were you able to vote last November or not?

Voted (61( 75 -1 (ASK Q.F6)

Did not vote 25 -2
Not sure Z_-3 (SKIP TO Q.F7)
Refused * -4

F6. Who did you vote for — George Bush, Bill Clinton, Ross Perot or someone else?

George Bush (62 ( 28 -1
Bill Clinton 44 -2
Ross Perot 17 -3 n -^ 781
Someone else 3 -4
Not sure/refused 9 -5
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Whlch of the following Income categories best describee your total 1992 household
income? Was it (READ LIST)?

S7,500 or less (63( 9_-l
$7,501 to $15,000 14 -2 INTERVIEWER: TOTAL HOUSEHOLD
$15,001 to $25,000 23 -3 INCOME BEFORE TAXES FROM ALL
$25,001 to $35,000 15 -4 SOURCES ~ IF UNSURE OF 1992
$35,001 to $50,000 14 -5 INCOME, PROBE FOR ESTIMATE
$50,001 to $75,000 11 -6
$75,001 to $100,000 4 -7
$100,001 or over 4 -8
Not sure 7-9

P7.

F8. Are you of Hispanic origin or descent, or not?

Yes, of Hispanic origin (64( 8 -1
No, not of Hispanic origin 91 -2
Not sure 1 -3

F9. Do you consider yourself white, black or African American, Asian, or something else?

White (65(_85_-l
Black or African American 10 -2
Asian or Pacific Islander 1 -3
American Indian or Alaskan native * -4
Not sure 3 -S

That completes the interview. Thank you veiry much for your cooperationi

PROM OBSERVATION: Respondent Sex

Male t66( 48 -1
Female 52 -2 67-80Z

Time Ended: A.N/P.M.
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LOUIS HARRIS HUD ASSOCIATES, INC.
630 Fifth Avenue
New York, NY 10111

FOR OFFICE USE ONLY I

Quaationnaire No.:
(1-5)

Study No. 934009L (Leaders) CARD # (6-7)
(8-14)

July 27, 1993 FINAL Sample Point No. I I I I I I I I I I

3* 23-24-25-26-27-28-29-30-31

Time Started: ^A.M./P.M.

Interviewer: Date:

Area Code: Telephone No.: 3*(12-18)
3«(9-ll)

Address:

City/State/Zip:

Hello, may I spea)c with

Hello, I'm^ from Louis Harris and Associates, the national survey
research firm in New Yor)c. We're conducting a survey among business leaders, government
officials, and health care professionals about health and medical records and privacy and
would like to interview you. (IF NECESSARY: The results of this survey may be publicly
released. However, as on all surveys we conduct the results will be in statistical form
only. Neither you nor your organization will be identified in any way.) la now a
convenient time?

CONTINUE (15( -1

O Copyright 1993 Louis Harris and Associates
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X. Social and Privacy Policy Questions

XI. How concerned are you about threats to your personal privacy In America today —
very concerned, somewhat concerned, not very concerned, not at all concerned?

Very concerned (16( 33 -1
Somewhat concerned 45 -2
Not very concerned 17 -3
Not at all concerned ... 5 -4
Not sure * -5

X2. For each of the following statements, please tell me whether you tend to agree or
disagree? (READ EACH ITEM)

Not
ROTATE — START AT "X" Agree Disagree Sure

( ) 1. Technology has almost gotten out of control till 26-1 73-2 1-3

( ) 2. Government can generally be trusted to look after our
interests (18( 29-1 70-2 2-3

( ) 3. The way one votes has no effect on what the government
does (19( 28-1 71 -2 1-3

( ) 4. In general, business helps us more than it harms us . (201 87 -1 11 -2 2-3

(There is no X3 in this version.)

(There is no A1-A2 in this version.)

(There is no B1-B8 in this version.)

21-36Z
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C. Opening Questions About Health Care Reform

CI. The President and Congress are working on programs for national health care reform.
For each of the following topics, please tell me how Important you feel this is to a

good national health-care program. (READ EACH ITEM) Is that absolutely essential,

very important, somewhat important, not very important, or not at all important?

Not
Absolutely Very Somewhat Not Very At All Not

ROTATE — START AT "X" Essential Important Important Important Important Sure

( ) 1. Providing health insurance
for those who do not
have it today .... (37( 38 -1 41 -2 19 -3 2_-4 ^-5 l_-6

{ ) 2. Controlling health
care costs (38( 49 -1 39 -2 10 -3 l_-4 l_-5 ^-6

( ) 3. Protecting the
confidentiality of people's
medical records . . . (39( 43 -1 37 -2 17 -3 2_-4 i_-5 i_-6

( ) 4. Detecting health care
providers who engage
in fraud (40(_47_-l 41 -2 9_-3 2_-4 i_-5 l_-6

( ) 5. Providing better data for
research into diseases
and treatments .... (41( 32 -1 46 -2 20 -3 2_-4 1_-S i_-6

( ) 6. Reducing current
paperwork burdens
on patients and
providers (42( 41 -1 41 -2 16 -3 l_-4 i_-5 ^-6
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C2. Please tell me for each of the following etatements whether you agree strongly,
agree somewhat, disagree somewhat, or disagree strongly? (READ EACH ITEM)

ROTATE START AT "X"
Agree Agree Disagree Disagree

Strongly Somewhat Somewhat Strongly

( ) 1. There are strong laws today that
protect the confidentiality of
people's medical records against
improper disclosure and unauthorized
access (43( 26 -1 49 -2 17 -3

( ) 2. It concerns me that my medical
information is being seen today by
many organizations beyond those that
I go to for health care services . (44( 29 -1 32 -2 29 -3

( ) 3. Reforming health care is one of the
top domestic issues facing the
nation today (45( 74 -1 19 -2 5_-3

( ) 4. I believe the health professionals
I use are careful to keep my medical
information confidential and not
reveal it improperly (46(_56_-l 38 -2 4 -3

( ) 5. If we are to manage health care
reform efficiently, we will have
to increase record-keeping and
apply advanced computer technology (47( 39 -1 42 -2 13 -3

( ) 6. A person's medical privacy in a
national health care system will
probably be protected better than
it is currently (48( 5_-l 18 -2 45 -3

9 -4

2 -4

1 -4

5 -4

28 -4

Not
Sure

3 -5

2 -5

4 -5

(There is no 01-D2 in this version.)

(There is no B1-B2 in this version.)

(There is no G1-G2 in this version.)

(There is no H1-H3 in this version. )

49-71Z
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I . Lif• Insurusca

II When persons apply for individual life insurance, the Insurance company asks for
medical and non-medical information to evaluate the possibility of early death.
This information is used to determine whether or not to issue the policy and at what

price. How acceptable is it for the life insurance company to obtain the following
types of information about the applicant (READ BACH ITEM) — very acceptable,
somewhat acceptable, not very acceptable, or not acceptable at all? ROTATE — START
AT -X-

Very Somewhat Not Very Acceptable Not
Acceptable Acceptable Acceptable At All Sure

)1. Medical history of past
diseases and illnesses (72< 49 -1

) 2. Family history of diseases and
illnesses a person might inherit (73( 37 -1

) 3. Blood test to determine the presence
of AIDS or if the individual is
HIV positive (74(_50_-l

) 4. Whether the person was over turned
down for life insurance and why (75( 27 -1

) 5. Whether or not the person uses
tobacco products (161 59 -1

) 6. Whether the person drinks alcohol
and how much <77( 49 -1

) 7. Urine tests to detect the use of

illegal drugs (78( 53 -1

) 8. Whether the person engages in

dangerous sports or hobbies

36

39

(79(.

36 -2

_a3_-2

39 -2

_ai_-2

_43_-2

8 -3

13-3

-3

7 -3

_ll_-3

11

18 -4

-4

5 -4

-4

-5

-5

-5

* -5

5

-5

80Z
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J . Baployaant

CARD 2

(There Is no J1-J3 In this version. )

9J49Q9-;,

2* 8-92

J4. How concerned are you that medical claims Information you provide under a health
plan at vrork might be seen by your employer and used to limit your job opportunities
or to affect your job status — are you very concerned, somewhat concerned, not very
concerned, or not at all concerned?

Very concerned. . .2*(10l 28 -1
Somewhat concerned 29 -2
Not very concerned 24 -3
Not at all concerned... 19 -4
Not sure * -5

(There Is no J5 In this version.) 2* 112

J6. How acceptable Is It for employers to obtain claims Information showing which of
their employees are heavy users of the company's health plan — is that very
acceptable, somewhat acceptable, not very acceptable, or not at all acceptable?

Very acceptable. ... (12 ( 18 -1
Somewhat acceptable. .. 31 -2
Not very acceptable. .. ._^^-3
Not at all acceptable. . 30 -4
Not sure «_-5
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K. Infonutlon Technology

Kl. Row concerned are you that many health care providers you use today employ computers
in some of their operations, such as patient billing and accounting, laboratory
work, and keeping some medical records — are you very concerned, somewhat
concerned, not too concerned, not concerned at all?

Very concerned (13( 8 -1
Somewhat concerned 21 -2
Not too concerned 31 -3
Not concerned at all 40 -4
Not sure * -5

K2. How often do you believe that any of the following problems are happening because
computers are being used today by health care providers (READ EACH ITEM) — do you
think that occurs very often, somewhat often, not very often, not often at all?

Not
Very Somewhat Not Very Often Not

ROTATE — START AT "X" Often Often Often At All Sure

( ) 1. Mistakes are made in charges for
health services (14( 22 -1 45 -2 26 -3 6_-4 L-5

( ) 2. Medical information is given to people
who are not supposed to see it . . . (15(__9_-1 34 -2 45 -3 10 -4 1 -5

( ) 3. Mistakes in a medical condition or
problem are put into patients'
records (16( 5_-l 31 -2 SO -3 13 -4 1^-5

K3. Government agencies, employers and insurers hire information-processing
organizations to review individual medical records in order to analyze treatments,
results and costs. How important do you think it is for such review organizations
to have detailed privacy and confidentiality policies — very important, somewhat
important, not very important or not at all important?

Very important (17( 76 -1
Somewhat important 17 -2
Not very important 4 -3
Not at all important 3 -4
Not sure « -5

K4. How important is it that such organizations should be selected on the basis of a
proven record of protecting the confidentiality and security of the personal records
they handle — very important, somewhat important, not very important, or not
important at all?

Vary important (18( 80 -1
Somewhat important 17 -2
Not very important 2 -3
Not at all important 1 -4
Not sure 1 -5
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I>. Policy I«s<M« in HatiosAl E«alth Car* Rafora

LI. Under national health care reform, conputere are expected to be used extensively to
manage and monitor operations. Some of these uses will involve individual medical
records. In general, would such use of computers worry you — a great deal, a
little or not at all?

A great deal (19t 20 -1
A little 44 -2
Mot at all 35 -3
Not sure 1 -4

L2. How concerned are you (READ EACH ITEM) very concerned, somewhat concerned, not very
concerned or not concerned at all?

Not
Very Somewhat Not Very At All Not

ROTATE — STABT AT "X* Concerned Concerned Concerned Concerned Sure

( ) 1. That persons using computers Inside
the health-care system may disclose
your information improperly . . . (201 22 -1 38 -2 32 -3 8 -4 « -5

( ) 2. That outsiders may be able to tap
into the computers to obtain medical
information for improper purposes (211 34 -1 36 -2 24 -3 6 -4 « -5

( ) 3. That a computerized health-care
information system will come to be
used for many non-health care
purposes (221 30 -1 38 -2 24 -3 8 -4 l_-5

1.3. A personal health insurance card has been proposed for accurate identification of
persons in a national health care program and for general administration and so that
everyone can show they are insured. How acceptable to you is such a personal
identity card — very acceptable, somewhat acceptable, not very acceptable, not
acceptable at all?

Very acceptable. (23( 52 -1
Somewhat acceptable.... 35 -2
Not very acceptable.... 8 -3
Not acceptable at all.. 5 -4
Not sure 1 -5

L4. Under national health-care reform, each parson might be assigned an identification
number for health insurance purposes. How concerned would you be to have such a
health information number assigned to you — very concerned, somewhat concerned, not

very concerned or not concerned at all?

Very concerned <24( 11 -1
Somewhat concerned 23 -2
Hot very concerned 29 -3
Hot concerned at all... 37 -4
Not sure «_-5
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L5. If there were to be such a number, which would you prefer aa an Individual health
number — your present Social Security Number, or a new national health number

assigned to each person?

Your present Social Security Number (25( 72 -1
A new national health number assigned to each person. . ._2^~2
Not sure 2 -3

262

L6. If a national health care reform is enacted, which one of these two approaches do

you favor to safeguard the confidentiality of individual medical records in such a

system? (READ BOTH ITEMS)

ROTATE — START AT "X"

( ) 1. Enact comprehensive federal legislation that spells out rules for
confidentiality of individual medical records in such a system .... (27( 58-1

SB

( ) 2. Continue with existing state and federal laws and professional
standards on confidentiality, disclosure, and security 41-2

Not sure

L7. Here are some provisions that are being discussed for a new federal law on
confidentiality and uses of medical records. How importemt do you feel it is that
(READ EACH ITEM) — extremely important, somewhat important, not very important, or
not important at all?

Not
Extremely Somewhat Not Very Important Not

ROTATE — START AT "X- Important Imtwrtant ^mppftypt fit ftU Sii£fi

( ) 1. All personal medical information in
the health care system trauld be
designated as sensitive, and
penalties would be imposed for
unauthorized disclosures (28( 68 -1 26 -2 2_-3 2_-< l_-5

( ) 2. Rules would be spelled out as to who
has access to medical records and what
information could be obtained . . (29< 76 -1 20 -2 2_-3 2_-4 « -5

( ) 3. Persons would have the right to
inspect their medical records, and
have a procedure for correcting
or updating them (30< 74 -1 22 -2 2_-3 2--* * -5

( ) 4. An independent National Medical
Privacy Board would be created, to
hold hearings, issue regulations,
and enforce standards (3H 28 -1 41 -2 17 -3 14 -4 * -5
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N. (Leaders Only) Value Attached to the Use of Statistical Data and Investigative
Procedures

The next questions deal with statistical and investigative procedures used to analyzehealth care data.

Ml. To what extent do you think the quality of health care can be improved through (READ
EACH ITEM) — a great deal, somewhat, not very much, or not at all?

Q.Ml
«ot

Some- Very Not Not
ROTATE — START AT "X" Deal what Much At All Sure

( ) 1. Outcomes research (32( 43 -1 48 -2 6 -3 l_-4 3 -5
( ) 2. Practice Pattern Analysis (33( 35 -1 49 -2 9_-3 2_-4 6_-5
( ) 3. The development of practice guidelines (34(_36_-l 48 -2 10 -3 5 -4 2 -5
( ) 4. The reduction of fraud and abuse . . . (35(_39_-l 42 -2 15 -3 4 -4 « -5

M2. To what extent do you think the cost of health care can be reduced through (READ
EACH ITEM) — a great deal, somewhat, not very much, or not at all?

Q.M2
Not

Some- Very Not Not
ROTATE — START AT "X" Deal what Much At All Sure

( ) 1. Outcomes research I36< 28 -1
( ) 2. Practice Pattern Analysis (37? 26 -1
( ) 3. The development of practice guidelines (381 28 -1
( ) 4. The reduction of fraud and abuse . . . (39( 37 -1

M3a. How satisfied are you with the quality of the data currently available for (READ
.

EACH ITEM) — very satisfied, somewhat satisfied, not very satisfied, or not at all
satisfied?

Not
Very Somewhat Not Very Satisfied Not

ROTATE — START AT "X" Satisfied Satisfied Satisfied At All Sure

( ) 1. Outcomes research (40( 4 -1 45 -2 32 -3 11 -4 9 -5
( ) 2. Practice Pattern Analysis . . (41 i 4 -1 41 -2 34 -3 11 -4 11 -5
( ) 3. The development of practice

guidelines (42 ( 5_-l 45 -2 33 -3 10 -4 7_-5
( ) 4. The reduction of fraud and abuse ( 43 ( 5_-l 39 -2 36 -3 13 -4 T_-S
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M3b. How satisfied are you with the quantity of the data currently available for (READ

EACH ITEM) — very satisfied, somewhat satisfied, not very satisfied, or not at all

satisfied?

Not

Very Somewhat Not Very Satisfied Not

ROTATE START AT "X" Satisfied Satisfied Satisfied At All Sure

( ) 1. Outcomes research (44( 5 -1

( ) 2. Practice Pattern Analysis . . (45( 5 -1

( ) 3. The development of practice
guidelines (46( 7_-l

( ) 4. The reduction of fraud and abuse ( 47 (__5_-l

M4. How concerned do you think most Americans really are aOjout threats to the

confidentiality of their medical records — do you think they are very concerned,
somewhat concerned, not very concerned, or not at all concerned?

Very concerned (48( 28 -1
Somewhat concerned 43 -2
Not very concerned 27 -3

Not at all concerned 2 -4
Not sure * -5

M5. How serious a problem do you think the violation of medical records confidentiality
is in America today — very serious, somewhat serious, not very serious, or not at

all serious?

Very serious (49(_18_-1
Somewhat serious 41 -2
Not very serious 36 -3
Not at all serious 4 -4
Not sure * -5

M6. Are you aware of any violations of the confidentiality of individuals' medical

records from inside an organization that embarrassed or harmed the Individual whose

records were involved?

Yes (S0< 24 -1 (ASK Q.M7)

No 76 -2 (SKIP TO Q.Mll)
Not sure * -3

M7. Did these violations of medical records confidentiality occur Involve manual

records, computerlred records, or both? (READ IP NECESSARY: Please think about the

most recent violation you are aware of.)

Manual records (Sl( 35 -1

Computerized records 8 -2
Both SO -3
Not sure 6 -4

M8. What kinds of medical records were involved? (READ IF NECESSARY: Please think about

the most recent violation you are aware of.) (PROBE FOR SPECIFICS)
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M9. Who revealed the information? DO NOT READ LIST — MliT.TT PT.g RECORD ^read tp

NECESSARY: Please think about the most recent violation you are awarH^)
Physician (52 (_10_-1
Hospital 15 -2
Employer 3 -3
Health insurer 10 -4
Government employee 1 -5
Federal Government employee. 1 -6
State Government employee... L-7 Hospital /LabLocal Government employee... 2_-8 employee/Nurse 22Other (SPECIFY):

t- J /

Non-hospital^ . _lS_-9 employee: Doctor 16"ot 8"" (53( 12 -0 Ins. Office

"^°'
NECESsLv^^pl2^il^fK?^*'*r*f'

DO NOT READ LIST - MTTT.TTPLE RECnRn (READ IFNECESSARY: Please think about the most recent violation you are aware of.)

Denied job ,54 ( g -1
Denied promotion _i_-2 Lost job 7

n«l!t!H l"^'^^"!
P^'^edures ^^-3 Denied coverage 6Denied health insurance _12_-4 Damaged reputation 5Denied reimbursement for claims 2_-5

He/she was embarrassed 39-6
Other (SPECIFY):

—- . 24 -7
Not sure 6~-8

Mil.
i^„?H K

' r^ u ?"
''*'* increased computerization of medical and health recordscould be managed to help strengthen the confidentiality of such records, or do youthink computerization is almost certain to weaken confidentiality?

Could be managed to strengthen confidentiality. .. (55(50-1Almost certain to weaken confidentiality 45 _2
Not sure

"'

J _•
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P. DcBographlcB

(There la no F1-F3 In thie version.) S6-59Z

F4. Finally, how would you describe your own personal political philosophy —
conservative, moderate, or liberal?

Conservative.
Moderate
Liberal
Not sure

( (_27_-l
_45_-2
_ii_-3

(There is no F5-F9 in this version.) 61-65Z

That completes the interview. Thanjc you very much for your cooperation!

FROM OBSERVATION: Respondent Sex

Male (66(_60_-l
Female 40 -2

67-80Z

Tins Ended: _A.M/P.M.

o

r^ A A A 1 ^\ r\ A I /T^/r \
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